SA WG3 Temporary Document

Page 1
-


3GPP TSG-SA3 (Security)
S3-091756
SA3 Ad Hoc, 28-30 Sep 2009, Sophia-Antipolis, FR


Source:
ZTE Corporation
Title:
Methods for certificate enrolment in backhaul case

Document for:
Discussion and decision
Agenda Item:
7.3
Work Item / Release:
NDS_BACKHAUL / Rel-9

1 Introduction

This contribution discusses methods for certificate enrolment in backhaul network. 

2 Rationale
One main objective of WI “NDS enhancements to support backhaul security” is specifying IPsec certificate enrolment methods for base stations. Certificate enrolment method should align with others requirements, such as HeNB case. Moreover the process of certificate enrolment should be properly protected. 
H(e)NB should be authenticated by the SeGW before it is allowed to access the operator network. SeGW can perform the authentication of eNodeB which is similar to H(e)NB case.
IKE based mechanism should be used for NDS backhaul security. Authentication and IPsec SA creation can be achieved with IKE protocol. Secure tunnel will be established after the mutual authentication of SeGW and eNB based on IKE exchange. IPsec certificate is distributed during the authentication procedure.
3 Methods for certificate enrolment

Methods for certificate enrolment are proposed in figure 1. 
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Figure 1: Certificate enrolment
1.
Mutual authentication and security tunnel establishment between eNB and SeGW.
2.
eNB Sends certificate enrolment message to SeGW protected by security tunnel.
3.
SeGW forwards certificate enrolment message to RA/CA.
4.
RA/CA issue certificate and distribute the certificate to SeGW.
5.
SeGW securely forwards certificate distribution message to eNB through the security tunnel.
There are two methods can be selected for establishing IPsec tunnel in backhaul case. One method is to use a pre-shared key configured in the base station by the operator during device commissioning, another method is to use a vendor signed certificate provisioned into the base station in the factory. 
In the case of pre-shared keys, the detail processes of authentication and certificate enrolment are shown in figure 2.
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Figure 2: Certificate enrolment using pre-shared key
1.
eNB sends an IKE_SA_INIT request to the SeGW.
2.
SeGW sends IKE_SA_INIT response to eNB. 

3.
eNB sends IKE_AUTH request to the SeGW. 
4.
SeGW checks the correctness of the AUTH received from the eNB and verifies eNB using pre-shared key.
5.    SeGW sends the AUTH parameter to the eNB.
6.    eNB checks the correctness of the AUTH received from the SeGW and verifies SeGW using pre-shared key.
7.    eNB sends CREATE_CHILD_SA Exchange message to the SeGW.
8.    SeGW sends CREATE_CHILD_SA Exchange message to the eNB and the CHILD_SA is created.
9.
eNB Sends certificate enrolment message to SeGW protected by security tunnel.
10.
SeGW forwards certificate enrolment message to RA/CA.
11.
RA/CA issue certificate and distribute the certificate to SeGW.
12.
SeGW securely forwards certificate distribution message to eNB through the security tunnel.
In the case of vendor signed certificate, the detail processes of authentication and certificate enrolment are shown in figure 3.
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Figure 3: Certificate enrolment using cross certificate
1.
eNB sends an IKE_SA_INIT request to the SeGW.
2.
SeGW sends IKE_SA_INIT response to eNB, and requests certificate from the eNB. 

3.
eNB sends IKE_AUTH request to the SeGW, which includes its own certificate, and also requests a certificate from the SeGW. 
4.    SeGW verifies eNB`s signature.
5.    SeGW verifies eNB`s certificate.
6.
SeGW sends the IKE_AUTH response to the eNB.
7.    eNB verifies SeGW`s signature.
8.    eNB verifies SeGW`s certificate.
9.    eNB verifies cross certificate.   

10.   eNB sends CREATE_CHILD_SA Exchange message to the SeGW.
11.   SeGW sends CREATE_CHILD_SA Exchange message to the eNB and the CHILD_SA is created.
12.
eNB Sends certificate enrolment message to SeGW protected by security tunnel.
13.
SeGW forwards certificate enrolment message to RA/CA.
14.
RA/CA issue certificate and distribute the certificate to SeGW.
15.
SeGW securely forwards certificate distribution message to eNB through the security tunnel.
4 Proposals

It is proposed to consider the methods proposed above for certificate enrolment in NDS backhaul security.
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