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Abstract:

This paper is about discussing the need for re-keying of SRTP streams in IMS media security. IMS media security uses SRTP (RFC 3711) for securing RTP streams, and SRTCP for securing RTCP, according to TS 33.328. The possible need for re-keying stems from the fact that an SRTP and SRTCP packets are associated with counters, the packet indices, and that encryption of two different packets with the same counter value leads to keystream repetition, which is a security vulnerability. On the other hand, the maximum values of the counters are quite large so that they are unlikely to reach their maximum in practical applications. We provide some example computations and conclude that no signaling procedure for re-keying is needed in IMS media security. 
1. Introduction 
SRTP uses the concept of a packet index, which is composed of a SEQ number (16 bits, transmitted in the packet) and a Roll-over-counter (ROC, 32 bits, maintained locally). From RFC 3711, sec 3.3.1: 

“SRTP implementations use an "implicit" packet index for sequencing, i.e., not all of the index is explicitly carried in the SRTP packet. For the pre-defined transforms, the index i is used in replay protection (Section 3.3.2), encryption Section 4.1), message authentication (Section 4.2), and for the key derivation (Section 4.3). When the session starts, the sender side MUST set the rollover counter, ROC, to zero.  Each time the RTP sequence number, SEQ, wraps modulo 2^16, the sender side MUST increment ROC by one, modulo 2^32 (see security aspects below).  The sender's packet index is then defined as i = 2^16 * ROC + SEQ.”

The maximum packet index is, hence 2^48-1. When the packet index reaches this maximum the master key must be changed. From RFC 3711, sec 3.3.1:
“As the rollover counter is 32 bits long and the sequence number is 16 bits long, the maximum number of packets belonging to a given SRTP stream that can be secured with the same key is 2^48 using the pre-defined transforms.  After that number of SRTP packets have been sent with a given (master or session) key, the sender MUST NOT send any more packets with that key.  (There exists a similar limit for SRTCP, which in practice may be more restrictive, see Section 9.2.)  This limitation enforces a security benefit by providing an upper bound on the amount of traffic that can pass before cryptographic keys are changed. Re-keying (see Section 8.1) MUST be triggered, before this amount of traffic, and MAY be triggered earlier, e.g., for increased security and access control to media.  Recurring key derivation by means of a non-zero key_derivation_rate (see Section 4.3), also gives stronger security but does not change the above absolute maximum value.”

From RFC 3711, sec 3.3.1:

“After a re-keying occurs (changing to a new master key), the rollover counter always maintains its sequence of values, i.e., it MUST NOT be reset to zero.”

ROC is allowed to wrap around, but this is not a security problem if the master key was changed in time, or if ROC never reaches its maximum. Therefore, the sender must also keep track of how many packets were sent with a given master key, separately from keeping track of the packet index, cf. RFC 3711, sec 9.2: 

“Due to for example re-keying, reaching this limit may or may not coincide with wrapping of the indices, and thus the sender MUST keep packet counts.”
There is a similar concept for SRTCP. The SRTCP index is a 31-bit counter for the SRTCP packet. From RFC 3711, sec 3.4:
“The index is explicitly included in each packet, in contrast to the "implicit" index approach used for SRTP.  The SRTCP index MUST be set to zero before the first SRTCP packet is sent, and MUST be incremented by one, modulo 2^31, after each SRTCP packet is sent.  In particular, after a re-key, the SRTCP index MUST NOT be reset to zero again.”
In practice, the SRTCP index may reach its maximum before the SRTP packet index, cf. below. 
2. Discussion 
2.1 Is re-keying needed in practical IMS media security scenarios?

The limits of packet indices for SRTP and SRTCP are quite large, so that session termination due to the exhaustion of the index space would be very rare. On the other hand, re-keying signaling procedures would introduce implementation complexity. One has to weigh the pros and cons of mandating the support of re-keying. A few estimates are given below. 

From RFC 3711, sec 9.2: 
“Note: in most typical applications (assuming at least one RTCP packet for every 128,000 RTP packets), it will be the SRTCP index that first reaches the upper limit, although the time until this occurs is very long: even at 200 SRTCP packets/sec, the 2^31 index space of SRTCP is enough to secure approximately 4 months of communication.”

We provide another estimate with more extreme values as follows:

Let us assume the size of an SRTP packet is at least 32 bytes (IPv4 header of at least 20 bytes, UDP header of 8 bytes, RTP header of at least 3 bytes, payload of at least 1 byte) if there is no multiplexing of several RTP packets into one IP packet. The absence of an authentication tag means that the lengths of the RTP packet and the SRTP packet are the same. (NULL authentication for SRTP is allowed by RFC 3711 although not recommended.) Then 2^48 SRTP packets means 2^48 x 32 bytes = 2^53 bytes = 2^56 bits of data, i.e. roughly 7.2 x 10^16 bits of data. Assuming a data rate of 100 Mbits/s for a single SRTP stream the transmission of this SRTP stream will take 7.2 x 10^8 seconds or 23 years. Longer packets would mean even longer periods.
An RTP payload of 1 byte is, of course, unrealistically low. More realistic values for payload lengths would increase the packet length. E.g. an AMR 12.2 codec produces an RTP payload of 31 bytes. Hence, the RTP packet index would grow more slowly. On the other hand, multiplexing of several RTP packets into one IP packet would reduce the overhead by IP and UDP headers and, hence, the RTP packet index would grow faster for a given bit rate. However, the multiplexing factor is not expected to be very large, as multiplexing increases the delay.  
This clearly shows that the packet index for the SRTP stream is indeed not the limiting factor. We now proceed to calculate the limit for an associated SRTCP stream.
RFC 3550 on RTP recommends an RTP to RTCP bandwidth ratio of 20. From section 6.2 of RFC 3550: 
“Bandwidth calculations for control and data traffic include lower-layer transport and network protocols (e.g., UDP and IP) since that is what the resource reservation system would need to know. The application can also be expected to know which of these protocols are in use.  Link level headers are not included in the calculation since the packet will be encapsulated with different link level headers as it travels.
The control traffic should be limited to a small and known fraction of the session bandwidth: small so that the primary function of the transport protocol to carry data is not impaired; known so that the control traffic can be included in the bandwidth specification given to a resource reservation protocol, and so that each participant can independently calculate its share. The control traffic bandwidth is in addition to the session bandwidth for the data traffic.  It is RECOMMENDED that the fraction of the session bandwidth added for RTCP be fixed at 5%.”
For this ratio and the above values for SRTP, we obtain the following results: 
As we had no authentication tag for SRTP in our example above, the bandwidth for the RTP session in the example is also 100 Mbits/s, and then, according to the quote from RFC 3550 above, the bandwidth for the RTCP session is to be 
5 Mbit/s. Let us assume the size of an RTCP packet is 32 bytes (IPv4 header of 20 bytes, UDP header of 8 bytes, RTCP header of 2 bytes, payload of 2 bytes) if there is no multiplexing of several RTP packets into one IP packet. Then the SRTCP index of length 31 bits would be exhausted after 109,952 seconds or 30 hours. Note, however, that this value was calculated under the assumption of a rather high bit rate of 100Mbits/s for a single SRTP stream. If the bit rate is lower by a factor of n then the exhaustion time would increase by a factor of n. Note also that the typical SRTCP packet will be longer because, although there are RTCP packets with no payload, the typical RTCP sender report may have a payload of 40 bytes or more, cf. RFC 3550, section 6.4.1. Note in addition that SRTCP adds an 80 bits authentication tag to the RTCP packets. (Only strong authentication is allowed for SRTCP according to RFC 3711.) Longer SRTCP packets would, of course, mean that the SRTCP packet index would be exhausted only after a longer period. On the other hand, multiplexing of several RTCP packets into one IP packet would reduce the overhead by IP and UDP headers and, hence, the RTCP packet index would grow faster for a given bit rate. However, the multiplexing factor is not expected to be very large, as multiplexing increases the delay.  
The above values seem to suggest that a wrap around of packet indices for SRTP and SRTCP is unlikely to occur in the practical use of IMS media security. It is therefore questionable whether the additional implementation effort for a re-keying procedure would be justified. Nevertheless, in the next section we describe a low-complexity measure to increase the lifetime of an SRTP and SRTCP session beyond packet index wrap around. This measure does not involve extra signaling. 
2.2 Re-keying without SIP signaling
It is possible to include several SRTP master keys in the SDES crypto attribute, cf. RFC 4568, sec 4.3. We believe that similar considerations hold for MIKEY-tickets. The latter needs to be confirmed, however.

The master keys in an SDES crypto attribute may be distinguished by the MKI (Master Key Identifiers) parameter. From RFC 4568, sec 4.3:
“When multiple keys are included in the key parameters, it MUST be possible to determine which of the keys is being used in a given media packet by a simple inspection of the media packet received; a trial-and-error approach between the possible keys MUST NOT be performed. For SRTP, this could be achieved by use of Master Key Identifiers (MKI) [RFC3711].”

Therefore, the SDES crypto attributes exchanged at IMS session set-up could carry several SRTP master keys. Then, when the packet index has reached its maximum with a given key, the sender could simply start to use a different one of the agreed master keys, using the corresponding different MKI. 

This would not involve any extra messages in the signalling plane. The lifetime of the session could, in this way, be extended by a factor equal to the number of master keys available. This is an alternative, which could be considered as an option for terminals for very high bandwidth and very long sessions. It is our belief, however, based on the considerations in section 2.1, that this option is not needed. 
Conclusion

The estimates in section 2.1 show that the exhaustion of the space for the packet index is unlikely to occur in practice. We therefore suggest that SA3 agrees that there is no need for a signalling procedure for SRTP and SRTCP re-keying. The need for solution in 2.2 should be studied further as a low complexity option to increase the lifetime of an SRTP and SRTCP session. 










