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1. Introduction 

In clause 7 of TS 33.328, a number of Editor's Notes refer to the topic of

- how information about media security capabilities may be exchanged between IMS UE and network in registrations;

- how an IMS UE, in an originating session set up, may indicate whether it requests e2ae security or e2e security;

- and how the network may indicate to an IMS UE, whether the protection of a media stream provides e2e or e2ae only.

This contribution discusses this issue and proposes a solution. The corresponding pseudo CR can be found in a companion contribution. 

2. Discussion 

According to TR 33.828, e2e media security should be under user control, while "e2ae media security is mainly a network responsibility and if the network considers it to be appropriate the network should offer all e2ae capable IMS UEs this protection". The TR further recommends that the IMS UE registers its media security capabilities, which is important in particular for terminating procedures.

Registration, terminating and originating session set-up
As described in TS 33.328, in the terminating case, an SDP offer containing media traffic using RTP only (i.e. not SRTP) arrives at the terminating P-CSCF. The P-CSCF may decide, according to its policy, that e2ae security is appropriate (e.g. because the specific access network is not secured at the link layer). With the information about the capability and willingness of the terminating IMS UE to do e2ae security, the P-CSCF can convert this offer from RTP to SRTP and thus ensure e2ae media security. Therefore, it is reasonable that an IMS UE informs the network about its capability to perform e2ae security and policy to accept e2ae security when offered by the network. A reasonable approach is to indicate this during registration i.e. in the SIP REGISTER message, by an indication "e2ae-security supported by UE" (semantics as explained in the previous sentence, syntax to be defined in stage 3).

On the other hand, for originating sessions, an IMS UE can also profit from being informed about the capability of the network to perform e2ae security and the policy of the network to accept e2ae security when requested by the IMS UE, because in this case, the IMS UE can in general use SRTP rather than RTP in all offers. Consequently, in the answer to the REGISTER message indicating "e2ae-security supported by UE", the network shall include an indication "e2ae-security supported by network" of its capability and policy to do e2ae security as part of a message sent to the IMS UE during registration (semantics as explained in the previous sentence, syntax to be defined in in stage 3). The network shall not send the indication if it is not capable of performing e2ae security or if it decides not to apply e2ae security for this registration according to its policy (e.g. the network could have the policy not to apply e2ae security for a wireless access network that is secured at the link layer anyway). 
If both parties, the IMS UE and the network, send such an indication in the registration, e2ae security can be used depending on the indications in the session set-up messages. For this situation, we propose that e2ae security is used as the default, but that this default can be overruled by policy and user decisions. 
E2ae security being the default in session set-up procedures means that e2ae security is applied by a terminating P-CSCF to all terminating RTP media streams that would otherwise be unsecured, and that an originating UE requests e2ae security to be used unless there is a user or policy preference for the use of e2e security with a particular session. If the P-CSCF has sent "e2ae-security supported by network" in the registration procedure, it shall always establish e2ae security if requested by the UE. 
Distinguishing the "security scope" in session set-up requests

In a situation where, as a result of the registration procedure, both the IMS UE and the network know that e2ae security can be used it is still not clear to the P-CSCF without further indications that e2ae security is to be used as the originating UE may prefer e2e security. Therefore, in this situation, an additional indication regarding the security scope is needed to allow the distinction of the two cases. It is sufficient that only one of the two possible indications "e2ae security requested by UE" and "e2e security requested by UE" is actually used in signalling messages – absence of the indication will then mean that the alternative applies. For conformity with the case of legacy UEs and the use of SDES in an IETF environment, where only e2e security is in the scope, we propose to specify that "e2ae security requested by UE" shall be explicitly indicated, and that the lack of such an indication means that the P-CSCF shall not intervene, i.e. not set up e2ae security.  
Note that this also implies that an indication of the security scope is not required when the UE uses KMS, as KMS is used for e2e security only and can be distinguished from SDES by means of the MIKEY protocol element in the INVITE. 

Indication of the achieved "security scope" for terminating sessions
It may be of interest for an IMS UE whether a terminating media stream transported over SRTP is secured only over the access network. Therefore, the terminating P-CSCF should add a respective indication to the SDP offer. A terminal that has indicated support for e2ae security during registration is expected to understand this indication – only for such terminals this terminating procedure and this indication shall be applied.
In the SDP answer on the originating side, the P-CSCF may also insert an indication that the use of e2ae security is confirmed for the media stream. Strictly speaking, this indication is redundant as the UE explicitly requested it and knows from the registration that the P-CSCF will comply to the UE’s request, but the indication explicitly confirms the scope of the protection and provides conformance with the procedures for the terminating session setup.
In cases where an IMS UE overrides the default of e2ae security and hence does not request e2ae security in session set-up, and the security is consequently not terminated at the IMS AGW, one may argue that the P-CSCF should indicate this, analogously to the indication of e2ae security. The same may be argued for terminating sessions with media security that is not set up by the terminating P-CSCF/IMS-AGW.

However, if usage of e2ae security is always indicated by the P-CSCF, as described above, this information is fully redundant. Even more importantly, note also, that in general, the P-CSCF would only be able to confirm that it does not terminate media security at the IMS-AGW. This is quite different from a confirmation of e2e security as the P-CSCF would not know about the termination of security by an intermediate node. 
Legacy IMS UEs

For the purposes of this discussion paper, legacy IMS UEs are IMS UEs, which implement SDES according to RFC 4568, but do not conform to IMS media plane security specifications in TS 33.328, either because they are implemented according to an earlier release, or because they simply do not implement media security according to TS 33.328 (which is optional in even in later releases). The question arises how originating sessions including SRTP, originated by "legacy IMS UEs" that did not indicate "e2ae-security supported by UE" in registrations, should be treated in session set-ups when they send a request using SRTP. Such terminals are not aware of the notion of e2ae security, so usage of SRTP can be considered to refer to "regular" SRTP transport between endpoints. 
On the one hand, converting this to e2ae security would be beneficial in some cases, i.e. in the cases where the other endpoint does not support SRTP and where e2e security is not required. On the other hand, doing e2ae security per default in this case would mean that such legacy endpoints would in no case get e2e security. Also, applying e2ae security may foil the intention of setting up e2e security that may be associated to the usage of SRTP by such legacy IMS UEs. The conclusion is that only if "e2ae-security by UE" has been indicated by IMS UE in session set-up, e2ae security is to be applied by the network. If there is no such indication, usage of SRTP in an offer means the request to use SRTP between the two endpoints, and the set-up of a media stream must fail if this is not possible. 
Our proposal above for choosing the indications of the security scope then shows the nice property that the session set-up procedures for IMS UE conforming to IMS media plane security specifications and for legacy IMS UEs are the same. 
Conclusion and benefits

We propose that during registration of the IMS UE, the capability and policy to do e2ae media plane security is exchanged between IMS UE and network.

If this information has been exchanged, e2ae security becomes the default for terminating and originating calls. 
If media plane security is terminated at an IMS-AGW, the respective P-CSCF indicates this to the IMS UE by a specific indication to be used both at the terminating and the originating side.
In originating calls, the IMS UE can override the default of e2ae security by simply not requesting e2ae security explicitly.

In case not both network and IMS UE indicated support of e2ae security during registration, e2ae security is not applied to this IMS UE.

We see the following beneficial properties of this approach:

· The procedures are relatively simple and straightforward.
· The usage of security over access networks is maximized for IMS UEs that are aware of the concept of e2ae security. (If IMS UE and network support and are willing to do e2ae security,  at least e2ae security will always be done, at the originating as well as at the terminating side.)
· The originating IMS UE can override the default of e2ae security and request e2e security on a per media stream basis. This ensures co-existence of e2ae security with e2e security.

· Both originating and terminating UE will know if media security (i.e. SRTP transport appearing in an SDP offer or answer) only covers the access.

· The terminating UE inherently cannot request e2e security, but can reject a media stream if it considers e2ae security insufficient.

· Legacy IMS UEs that are not aware of the concept of e2ae security may use e2e security (without network support). Requests of legacy endpoints expecting e2e security when they use SRTP are not downgraded to e2ae security. Such downgrading may be considered problematic as there is no way to make the legacy endpoints aware of this fact. The procedures for e2e security for legacy IMS UEs and for IMS UEs conforming to TS 33.328 look the same. 









