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1. Introduction 

In clause 4.2 “IMS media plane security architecture” of TS 33.328 v0.1.1, the subclauses 4.2.1, 4.2.2, and 4.2.3 are currently empty. We propose text for them. 
2. Proposal 

We propose the following changes to TS 33.328 v0.1.1 (all marked using MS-Word revision marks in the following):


**********************START OF CHANGE***************************

4.2
IMS media plane security architecture

4.2.1
General
This clause describes the impact of IMS media plane security on the IMS architecture. Three cases need to be distinguished. The IMS UEs are impacted in all three cases. The network impact greatly varies with the cases.
1. End-to-middle security: here the P-CSCF, the IMS Access Gateway, and the Iq interface between them are impacted.

2. End-to-end security using SDES: here, the network infrastructure is not impacted.
3. End-to-end security using KMS: here, the network infrastructure needs to be enhanced with a Key Management Server, which, in turn, relies on a GBA [6] infrastructure, or an infrastructure to provide corresponding services, to be in place. Otherwise, the network infrastructure is not impacted.
There are two prerequisites on the network infrastructure for e2e media plane security between two terminals by means of SRTP to become possible:

a) no transcoding must take place in the media path;

b) the nodes in the media path must be configured to let SRTP packets pass through transparently.

These prerequisites apply irrespective of whether the SRTP session was established by means of SDES or KMS. 
4.2.2 
End-to-middle security
The only case of end-to-middle security specified in this version of the specification is end-to-access edge security. For this case, the P-CSCF shall always include the IMS Access Gateway in the media path even if the involvement of the IMS Access Gateway would otherwise not be needed, e.g. if traffic was to be routed only between two terminals in the same IMS domain.

The P-CSCF needs to be enhanced to be able to terminate the key management protocol SDES, as well as handle indications, which are specific to end-to-access edge security and are inserted in SIP messages. The IMS Access Gateway needs to be enhanced to be able to terminate SRTP streams. The Iq interface between P-CSCF and IMS Access Gateway needs to be enhanced to be able to transport parameters related to the management of SRTP cryptographic contexts. The S-CSCF may be involved in the registration of media plane security capabilities. There is no impact on other parts of the network infrastructure. This is depicted in Figure xxx. Details can be found in clauses 6.2.1.3, 7.2.1 and 7.3.1.
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Figure xxx: IMS signalling and media plane entities relevant to end-to-access edge security
4.2.3 
End-to-end security using SDES

When used in end-to-end mode SDES has no requirements on the network infrastructure. 
4.2.4 
End-to-end security using KMS

Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.
The objective of the KMS based solution is to establish media plane security between two IMS UE's. The IMS UE's may be served by different KMS's, e.g. when they belong to different IMS operator domains.

A simple network model of the entities involved in the key management for The KMS based solution is shown in Figure 1. The architecture follows the Generic Bootstrapping Architecture (GBA) [6].  GBA is used for KMS user authentication and establishment of a shared key for protection of message exchanges over Ua. 
NOTE 1: 
Instead of GBA other systems offering corresponding services may be used. The used system has to provide user authentication, a shared security association between KMS and user and an identity for the security association. The system can be based on any type of user credentials deemed to be secure enough for the intended application relying on the media plane security.

A new reference point, Zk, for message exchange between two KMS's is introduced. Zk is used when one KMS gets a request to resolve a ticket issued by another KMS. The end-points using Zk shall be mutually authenticated and Network Domain Security as in TS 33.210 [5] shall be used for confidentiality and integrity protection. Note that this introduces a hop-by-hop trust chain as only he KMS receiving the request from the IMS UE will authenticate the user. The KMS resolving the ticket will have to trust the requesting KMS.

The media plane interface and the SIP signalling interface (Gm) is not shown in the reference model as these interfaces are in principle not changed as the required new functionality is implemented by modifications in SIP/SDP.
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Figure 1. Reference model for key management for MIKEY TICKET

Further information on entities and reference points in the reference model is given in the following list:

-
For HSS definitions refer to [2].  

-
For GBA and BSF definitions including the Zh, Zn and Ub reference points refer to TS 33.220 [6]

-
For how to secure Zh and Zn also refer to TS 33.220 [6]

-
The KMS acts as a NAF when GBA is used for user authentication and establishment of a key shared between the KMS and an IMS UE. 

-
Reference point Ua uses HTTP [8] for transport of MIKEY-TICKET [14] messages. The procedures are defined in Annex A.
-
Reference point Zk also uses HTTP [8] for transport of MIKEY-TICKET [14] messages. The procedures is  according to Annex A with the restriction that Request-URI only can contain "requesttype" equal to "ticketresolve”.  Network domain Security [5] shall be used for authentication of endpoints and protection of messages.
**********************END OF CHANGE***************************
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