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The NAS downlink NAS COUNT value is used to ensure a fresh CK and IK are used at each idle mobility from E-UTRAN to UTRAN/GERAN. It is the resposibility of the UE and MME to ensure that the same downlink NAS COUNT is not used twice. This is not possible when the MME changes as the latest value that the MME used is not passed between MMEs.  Hence some additional conditions will be needed at MME to ensure an older donwlink NAS COUNT is not used after change of MME or the last used values needs to be passed between MMEs. 
From the UE side, the following may happen: 
1. UE attaches to E-UTRAN (let us assume that the downlink count is set to 6)

2. UE performs idle mobility to UTRAN with ISR being switched on (downlink count is still set to 6 and used to calculate the key)

3. UE "detaches" from UTRAN, e.g. RAU timer runs out and it is out of coverage. (downlink count is still set to 6)

4. UE performs idle mobility to UTRAN with ISR being switched on (downlink count is still set to 6 and used to calculate the key)
This means that the same key would be accepted by a UE more than once. This should be prevented by UE behaviour, e.g. maintain something in the UE to prevent it using the same downlink NAS COUNT twice, and would mean that there are cases when the UE cannot include a P-TMSI signature. This would require a change to both TS33.401 and TS 24.008. This also seems like a clumsy solution as the trigger for successful use is really in UTRAN, e.g. receiving the RAU Accept, and this changes something related an E-UTRAN security context.

An alternative solution is to use the uplink NAS COUNT value as the freshness parameter in both the NAS-token and  key calculation  and also treat calculating the NAS-token at the UE and successfully checking a P-TMSI signature at the MME the same as successfully sending and receiving a NAS message at the UE and MME respectively, i.e. increase uplink NAS COUNT at both ends. 
A brief comparison between the solutions is as follows (downlink first):

1. NAS-token and key derivations: no difference as just changing an input parameter
2. UE ensuring no repeat: more complex checking and introduces case when P-TMSI signature not available  vs just increasing the NAS uplink COUNT by 1 

3. MME ensuring no repeat: MME maintaining used downlink count vs setting uplink count like received message

4. Other specification affected: TS 24.008 affected by donwlink solution as there will be cases when no P-TMSI signature is available.

From the above analysis, it seems that changing to the uplink NAS COUNT is a simpler and cleaner solution. The companion contributions S3-091731 and S3-091733 have Rel-8 and Rel-9 CRs for this solution. 
