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Rationale:
The purpose of reusable ticket is to reduce the signalling traffic, offload KMS from generating and resolving ticket, thus to avoid single point of failure. 

But reusable ticket rule out the involvement of KMS either on the orginator side or the responder side, which makes it possible for some malious users  to take advantage of it to use corrupted ticket for their own purpose ,e.g.  DoS attack, bypassing the LI, etc.
Firstly, given that reusable ticket is acquired by the legal way (i.e. from KMS) and attacker have no capability to forge and amend the ticket, the validness of ticket is verified by checking whether the current time is between “valid from time” and “valid to time” defined in the ticket. Since the verification of reusable tickets is only done by terminals, the originator and responder can easily turn their clock back into the valid period to make use of the reusable ticket which is already expired.   Since KMS may not recognize the expired reusable ticket, the LI system cannot deduce the master media key being used.    
Secondly, the malicious users can forge or amend the reusable ticket by themselves.  Since the reusable ticket is only protected by the KMS, all middle boxes along the signalling path have no way to identify the forged reusable ticket, it may cause two situations:  First,  if the responder is conspirator , the session setup using the corrupted reuseable ticket can be suecceed without the awareness of the network and KMS.   Thus the network side has no way to learn the master media key used by malicious users. Second, the corrupted ticket will otherwise trick the innocent responder doing some undirsired operations. 
Thirdly, although for the non-reusable ticket, the corrupted ticket can be detected after several message exchanges, i.e. the ticket is transfered all the way from originator to responder then sent from responder to KMS B and finally from KMS B to KMS A, this method, however, consumes the network bandwidth, moreover making the KMS vulnerable to DoS and DDoS attack. Thus a mechanism is needed to ealy detect the corrupted ticket to thaw this kind of threat. 
This pCR mainly aims to address these three issues. 
For the first issue, which opens the door to anyone to use “idiot-proof” method to bypass the LI system without the help of sophficated device or substantial knowledge of system, the method is to let the P-CSCF in the originating network to read the “valid from” and “valid to” fields in the reusable ticket and compare them with its local time to get the validness of the reuseable ticket, considering the “valid from” and “valid to” fields are only under integrity protection so they are aware to all core network elements along the signalling path.  Of couse, this method is based on the assumption that the time in the P-CSCF is trusted.  
For the second and third issues, it is proposed that the integrity protection of TICKET should be examined firstly by the P-CSCF, if the authentication fails, the P-CSCF should reject without further forwarding the message. This is an early rejection to avoid DoS attacks against the KMS and/or the Responder. Thus resolves the threat described in the second and third issues. To be more flexible, different local policies could be set to active or deactive the ticket authentication feature in P-CSCF. It is recommended to active the ticket authentication feature in P-CSCF.
Note: The authentication key used to protect the TICKET shall not only be aware to the KMS, but also should be able to be derived by the P-CSCF.

**********************START OF FIRST CHANGE***************************
B.1.2
Procedures

The originating call set-up procedure is described in clause 7.2.3. Interactions with the KMS are described in clause 6.2.3.1.

The detailed originating procedures are described in the following steps
1.
The initiator evaluates the local policy held in the IMS UE for calling the intended user. If the local policy determines that a fresh ticket should be used for each call then the processing continues at step 3

2. 
The initiator searches its local store of reusable tickets. If a reusable ticket is found having the intended recipient as an allowed recipient, and which also fulfils all other required ticket properties, then this ticket shall be reused. Next processing step is step 10.

3.
The initiator prepares a REQUEST_INIT_PSK message as described in MIKEY-TICKET [14]. The payloads are generated according to the local policy for ticket requests.  The IDi payload is populated with the BTID and the NAF-key is used as the pre-shared key for protection of the message.

4. The message is sent to the KMS over HTTP, as defined in Annex A.
5. The KMS receives the message. The KMS processes the message as defined in MIKEY-TICKET [14].  The KMS retrieves the BTID and request the NAF-Key and related USS information from the BSF containing a list of all Public (IMS) User Identities associated with the requestor. Based on the NAF-Key, the KMS verifies the authenticity of the message. If the verification fails, the KMS returns an appropriate error message.

6.
The KMS verifies that one of the Puplic User Identities in the received USS matches, after transformation into a KMS User Identity format, the KMS User Identity included in the ticket request as the identity of the initiator. If there is no match the processing is terminated and an appropriate error message is returned.

7.
The KMS checks the requested ticket policy against its policy for the requesting user and requested allowed recipients. The KMS modifies the requested policy as needed or if that is not possible or allowed terminates processing and sends and appropriate error message.

8.
The KMS generates the REQUEST_RESP message according to MIKEY-TICKET [14] and sends it as a response over HTTP, see Annex A, to the initiator. 
9. 
The initiator receives the REQUEST_RESP message and checks the response according to MIKEY-TICKET. The initiator also checks if the policy has been changed and if so, verifies that it still fulfils the requirements for the call. If the ticket is a reusable ticket then it is stored in the local store of reusable tickets together with the corresponding keys retrieved from the REQUETS_RESP message.

10. The initiator generates the TRANSFER_INIT message according to MIKEY-TICKET [14].  The identities of the initiator and the responder in the message are the KMS User Identities derived from the URI's in the To: and From: fields in the INVITE.

The initiator prepares the media security offer in the SDP part of the INVITE according to local policies and this specification. It inserts the TRANSFER_INIT message according to RFC 4567 [12] 
11. When the P-CSCF receives the TRANSFER-INIT message, it first checks the local policy whether ticket authentication in the P-CSCF is requested or not. If the request is deactive, the processing continues at step 13.

12. The P-CSCF checks the authenticity of the TICKET, if the verification fails, it rejects this message. If the verification succeeds, go to the next step.

13. The P-CSCF reads the “valid from” and “valid to” fields in the ticket according to MIKEY-TICKET [14] and compares them with its local time to check the validness of the ticket. Only when the ticket is valid, P-CSCF then forwards the message further into the network; otherwise, it sends an appropriate response message to inform the originator to request a new ticket. 

14. The initiator receives the TRANSFER-RESP message in the SDP part of a 200 OK or an 18x provisional response. It verifies the message according to MIKEY-TICKET [14] and then verifies that the authenticated identity of the recipient (in authentication token) corresponds to the policy for the call. Depending on local policy different types of warnings may be generated if the returned identity differs from what is expected.

15. The initiator derives the media session keys and initiates the media plane security.  

************************END OF CHANGES***************************
