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************* FIRST CHANGE ***************

7.2.10
Rules on Concurrent Running of Security Procedures
Concurrent runs of security procedures may, in certain situations, lead to mismatches between security contexts in the network and the UE. In order to avoid such mismatches, the following rules shall be adhered to:

1. MME shall not initiate any of the S1 procedures Initial Context Setup or UE Context Modification including a new KeNB towards a UE if a NAS Security Mode Command procedure is ongoing with the UE.

2. The MME shall not initiate a NAS Security Mode Command towards a UE if one of the S1 procedures Initial Context Setup or UE Context Modification including a new KeNB is ongoing with the UE.

3. When the UE is in ECM-CONNECTED state and the MME has initiated a NAS SMC procedure in order to take a new KASME into use, the MME shall continue to include AS security context parameters based on the old KASME in the HANDOVER REQUEST or PATH SWITCH REQUEST ACKNOWLEDGE message, until the MME takes a KeNB derived from the new KASME into use by means of a UE Context Modification procedure.
4. When the UE is in ECM-CONNECTED state and has received a NAS SMC message in order to take a new KASME into use, the UE shall continue to use AS security context parameters based on the old KASME in handover until the network indicates in an  RRCConnectionReconfiguration procedure to take a KeNB derived from the new KASME into use. 
5. The source eNB shall reject an S1 UE Context Modification Request when the eNB has initiated, but not yet completed, an inter-eNB handover or an inter-RAT handover. When a RRCConnectionReconfiguration procedure triggered by a UE Context Modification is ongoing the source eNB shall wait for the completion of this procedure before initiating any further handover procedure.
6. When the MME has initiated a NAS SMC procedure in order to take a new KASME into use and receives a request for an inter-MME handover from the serving eNB, the MME shall wait for the completion of the NAS SMC procedure before sending an S10 FORWARD RELOCATION message. 

7. When the MME has initiated a UE Context Modification procedure in order to take a new KeNB into use and receives a request for an inter-MME handover or an inter-RAT handover from the serving eNB, the MME shall wait for the (successful or unsuccessful) completion of the UE Context Modification procedure before sending an S10 FORWARD RELOCATION message or initiating an inter-RAT handover. 

8. When the MME has successfully performed a NAS SMC procedure taking a new KASME into use, but has not yet successfully performed a UE Context Modification procedure, which takes a KeNB derived from the new KASME into use, , the MME shall include both the old KASME with the corresponding eKSI, NH, and NCC, and a full EPS NAS security context based on the new KASME in the S10 FORWARD RELOCATION message.

9. When an MME receives a S10 FORWARD RELOCATION message including both the old KASME with the corresponding eKSI, NH, and NCC, and a full EPS NAS security context based on the new KASME the MME shall use the new KASME in NAS procedures, but shall continue to include AS security context parameters based on the old KASME in the HANDOVER REQUEST or PATH SWITCH REQUEST ACKNOWLEDGE message until the completion of a UE Context Modification procedure, which takes a KeNB derived from the new KASME into use. 
************* NEXT CHANGE ***************
9.2.1
From E-UTRAN to UTRAN

NAS and AS security shall always be activated before handover from E-UTRAN to UTRAN can take place. Consequently the source system in the handover shall always send a key set to the target system during handover. The security policy of the target PLMN determines the selected algorithms to be used within the UTRAN HO command. 
If the MME is in a position to initiate an AS key change of the fly, then it shall calculate KeNB as described for a key-change-on the fly (see clause 7.2.9.2) and use KeNB and the asscoiated KASME used to derive a confidentiality key CK', and an integrity key IK' using the one-way key derivation function KDF as specified in Annex A.X. For this case the key change indicator shall indicate a key change and NCC shall be set to zero. Furthermore before attempting an AS key change on the fly, the MME shall perform a NAS SMC procedure.  
Otherwise the MME shall calcualte a fresh {NH, NCC} pair as for an S1-handover and use NH and the asscoiated KASME used to derive a confidentiality key CK', and an integrity key IK' using the one-way key derivation function KDF as specified in Annex A.X. In this case the key change indicator shall indicate no key change. 

If the key change indicator indicates a key change, then the UE shall calculate KeNB as described for a key-change-on the fly (see clause 7.2.9.2) and use KeNB and the associated KASME used to derive a confidentiality key CK', and an integrity key IK' using the one-way key derivation function KDF as specified in Annex A.X. Otherwise, the UE shall calculate the NH based on the received NCC as in clause 7.2.8.4.4 and use NH and the associated KASME used to derive a confidentiality key CK', and an integrity key IK' using the one-way key derivation function KDF as specified in Annex A.X.


Whether ciphering is considered active in the target UTRAN after handover from E-UTRAN shall be determined according to the principles for handover to UTRAN in TS 25.331 [24].
UE and MME shall assign the value of eKSI to KSI. MME shall transfer CK' || IK' with KSI to SGSN.  The target SGSN shall replace all stored parameters CK, IK, KSI, if any, with CK' , IK', KSI received from the MME. The UE shall replace all stored parameters CK, IK, KSI, if any, with CK' , IK', KSI in both ME and USIM. START shall be reset to 0. 
NOTE 1: The new derived security conterxt (including CK’, IK’ and START value) replacing the stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.
NOTE 2: An operator concerned about the security of keys received from an E-UTRAN of another operator may want to enforce a policy in SGSN to run a UMTS AKA as soon as possible after the handover. One example of ensuring this is the deletion of the mapped UMTS security context in the SGSN after the UE has left active state.

MME shall also provide the key change indicator and the NCC value to the source eNB, which then shall include the bits to the MobilityFromE-UTRANCommand to the UE.

MME shall transfer the UE security capabilties to the SGSN. The selection of the algorithms in the target system proceeds as described in TS 33.102 [4] for UTRAN.

************* NEXT CHANGE ***************
14.1
From E-UTRAN to Circuit Switched UTRAN/GERAN

Single Radio Voice Call Continuity (SRVCC) is specified in 3GPP TS 23.216 [22].

If the MME is in a position to initiate an AS key change of the fly, then it shall calculate KeNB as described for a key-change-on the fly (see clause 7.2.9.2) and use KeNB and the asscoiated KASME used to derive a confidentiality key CKSRVCC, and an integrity key IKSRVCC using the one-way key derivation function KDF as specified in Annex A.X. For this case the key change indicator shall indicate a key change and NCC shall be set to zero. Furthermore before attempting an AS key change on the fly, the MME shall perform a NAS SMC procedure.  

Otherwise the MME shall calculate a fresh {NH, NCC} pair as for an S1-handover and use NH and the asscoiated KASME used to derive a confidentiality key CKSRVCC, and an integrity key IKSRVCC using the one-way key derivation function KDF as specified in Annex A.X. In this case the key change indicator shall indicate no key change. 


The KDF returns a 256-bit output, where the 128 most significant bits are identified with CKSRVCC and the 128 least significant bits are identified with IKSRVCC.

The MME shall also provide the key change indicator and the NCC value to the source eNB, which then includes the bits to the HO Command to the UE.
If the key change indicator indicates a key change, then the UE shall calculate KeNB as described for a key-change-on the fly (see clause 7.2.9.2) and use KeNB and the associated KASME used to derive a confidentiality key CKSRVCC, and an integrity key IKSRVCC using the one-way key derivation function KDF as specified in Annex A.X. Otherwise, the UE shall calculate the NH based on the received NCC as in clause 7.2.8.4.4 and use NH and the associated KASME used to derive a confidentiality key CKSRVCC, and an integrity key IKSRVCC using the one-way key derivation function KDF as specified in Annex A.X.
UE and MME shall assign the value of eKSI to KSI. MME shall transfer CKSRVCC, IKSRVCC with KSI and the UE security capability to the enhanced MSC server.  The enhanced MSC server shall replace the stored parameters CK, IK, KSI, if any, with CKSRVCC, IKSRVCC, KSI received from the MME. The UE shall replace the stored parameters CK, IK, KSI, if any, with CKSRVCC, IKSRVCC, KSI in both ME and USIM. START shall be reset to 0. 

NOTE 1: The new derived security context (including CKSRVCC, IKSRVCC , KSI and START value) replacing the stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.
NOTE 2: An operator concerned about the security of keys received from an E-UTRAN of another operator may want to enforce a policy in the enhanced MSC server to run a UMTS AKA as soon as possible after the handover. One example of ensuring this is the deletion of the mapped UMTS security context in the the enhanced MSC server after the UE has left active state.

If the SRVCC is from E-UTRAN to GERAN, the enhanced MSC server and the UE shall derive Kc from CKSRVCC and IKSRVCC with the help of the key conversion function c3 as specified in TS 33.102 [4]. The UE and the enhanced MSC Server shall assign the value of eKSI to CKSN.
NOTE:
Non-voice bearers may be handed over during the SRVCC handover operation. Key derivation for non-voice bearers is specified in clause 9 of the present specification.
************* NEXT CHANGE ***************
A.8
KASME to CK', IK' derivation (S16) for idle mobility
This input string is used when there is a need to derive CK' || IK' from KASME during mapping of security contexts from E-UTRAN to GERAN/UTRAN during idle mobility. KASME is a 256-bit entity, and so is the concatenation of CK' and IK' (which are 128 bits each). The following input parameters shall be used.

· FC = 0x16

· P0 = NAS downlink COUNT value

· L0 = length of NAS downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

************* NEXT CHANGE ***************
A.12
KASME to CKSRVCC, IKSRVCC derivation (S1A)

This input string is used when there is a need to derive CKSRVCC|| IKSRVCC used in CS domain from KASME during mapping of security contexts between E-UTRAN and GERAN/UTRAN. KASME is a 256-bit element, and so is the concatenation of CKSRVCC and IKSRVCC (which are 128 bits each).

· FC = 0x1A

· P0 = KeNB or NH
· L0 = length of KeNB or NH value (i.e. 0x00 0x20)

The input key shall be KASME.

************* NEXT CHANGE ***************
A.X
KASME to CK', IK' derivation (Sxx) for handover
This input string is used when there is a need to derive CK' || IK' from KASME during mapping of security contexts from E-UTRAN to GERAN/UTRAN during handover. KASME is a 256-bit entity, and so is the concatenation of CK' and IK' (which are 128 bits each). The following input parameters shall be used.

· FC = 0xXX
· P0 = KeNB or NH

· L0 = length of KeNB or NH value (i.e. 0x00 0x20)

The input key shall be KASME.
************* END OF CHANGES *************
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