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1 Summary

This input contributes to the work on backhaul security establishment. We discuss what kind of data that needs to be provisioned in the eNB to enable automated enrolment of Transport Credentials by means of CMPv2. We outline the options for where and when such data can be configured depending on base station variety (macro, micro/pico, femto and relay node). 

2 Introduction
2.1 Background
The installation procedure of an eNB into an operator’s network involves a large number of operations. There are many ways to secure and automate the procedure, each with consequences in terms of risks, and degree of manual involvement.
Without a common view on the sequence of steps needed to be taken, it may be difficult to design a security solution since in the bootstrapping situation the security of one step may critically depend on the previous step.

We also note there are operator-specific dependencies such as operator (security) policy, SON preferences, legacy infrastructure and O&M procedures, etc. These dependencies may be difficult to reconcile in a detailed standards specification.
In this complicated landscape, it is vital to find a common denominator for the detailed scope of standardization.

2.2 Definitions and assumptions

For convenience, we here repeat the definitions of TC and EC from S3-091328.
Transport Credential (TC) = Private key and public key certificate used by the eNB to establish backhaul security. 

The TC is generated by a CMPv2 enrolment procedure between the eNB and the “certificate management infrastructure”.

Enrolment Credential (EC) = Credential used by the eNB for securing the enrolment request of a Transport Credential sent to the certificate management infrastructure.

The EC may be a shared secret, or a private key and public key certificate.

We assume that the “certificate management infrastructure”, which issues the certificate of the TC, is an operator controlled PKI, as would be the case for other certificates used in NDS/IP. The management and lifecycle of these certificates are governed by the security policy of the operator. For example, the lifetime of the certificate may be set differently by different operators. 

In particular, while the EC certificate or some other certificate used in a previous stage of the installation procedure may be issued by a vendor PKI, we assume that the TC is not. There are several reasons for this. The most important reason is probably that a vendor credential only asserts “I am manufactured by vendor X” and does not bind the eNB to the operator. From a security and risk assessment point of view this assertion is most likely too weak in an environment where the extra cost and effort of running IPsec is justified. 

More generally, the necessary reconciliation of operator and vendor security polices and procedures together with a need to contractually agree indemnification and liability issues puts the use of vendor provided credentials as operational TC in the realm of managed services. The need to provide the vendor with network access to provide and perform life cycle management amplifies this conclusion.  

Also, recall the late binding concept agreed to during last meeting (S3-091326), i.e. that it should not be necessary to configure an eNB for a particular site before on-site installation. It should be noted that the logistics argument which lead us to this conclusion came from macro base station installation, and hence it does not necessarily hold for other base station varieties as is further discussed in this input.

2.3 Approach, scope and organization of this input

In this input we assume an end to front approach to the installation procedure. We base the discussion on the already agreed “final” step, the automated CMPv2 enrolment of Transport Credentials, and focus on what data needs to be provisioned to the eNB before taking that “final” step. Figure 1 illustrates the scope of the input.
In section 3 we present a generic set of data (the quartet) and the different options to provision these parameters. We outline in section 4 what is applicable to the different base station varieties and discuss the results. We draw some conclusions in section 5 and make some proposals in section 6.

Important note

This input focuses on establishment of backhaul security for control and user plane, but it is important to note that the discovery and establishment of security with the element management system is similar, and from security point of view, it is desirable that establishment of security with the EMS takes place first. One reason is that there may be a need to download new eNB software from the management system to upgrade to the latest software release or patch vulnerabilities. The relation between establishment of security for management and security for control and user plane is left FFS. 
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Figure 1: Scope of this input, “quartet” defined in section 3.

3 What, where and when to provision

3.1 What to provision
We first note that while there are many possible installation procedures, it may suffice to keep track of a few parameters required for automating and securing the installation of a generic eNB on a particular site in a certain operator’s network. Essentially, 4 parameters need to be provisioned to the eNB: 

1. Logical Identifier/Distinguished Name of eNB.
 

The Logical Identifier is typically related to the site in the operator’s network, e.g. “12 Bond Street”. It may be some other identifier, but then that identifier should be possible to use to link the eNB to the site in the operator’s network where it is located. This is necessary to ensure that the relevant configuration data is provided for the eNB at this particular site. 

2. Enrolment Credential

The EC is as defined previously (see ‎2.2).

3. Address of Registration Authority (or proxy)

The RA address may for example be an IP address or a Fully Qualified Domain Name (FQDN) of the RA. The eNB should, with existing transport network facilities such as DHCP/DNS, be able to send the enrolment request to the RA.

4. Trust Anchor 

The Trust Anchor is some data that can be used to verify the authenticity of the RA certificate, e.g. the operator’s CA certificate or certificate fingerprint. The Trust Anchor may be a self signed root certificate but may also be an intermediate CA certificate.
We call these 4 parameters a quartet. Informally, the eNB needs to know 

1) who it is, 

2) how to prove it, 

3) where to go, and 

4) how to verify it has come to the right place. 

With the RA address, the eNB can autonomously attach to the transport network and contact the RA (or proxy), in order to engage in CMPv2, and get enrolled into the operator’s network. 

CMPv2 involves mutual authentication where the parameters Enrolment Credential and Trust Anchor are used. The CMPv2 also mandates a “Distinguished Name”, to be used in the subsequently enrolled certificate to identify this eNB. Although there may be difference between Logical Identifier and Distinguished Name, they are conceptually similar and as long as there is a one-to-one mapping it is no loss of generality to consider them identical in this context.

The degree of self-organization of the entire installation procedure thus depends on the degree of automation that can be achieved in the provisioning of the parameters of the quartet. 

Note also that all parameters of the quartet are operator dependent or require configurations in the operator’s network. E.g. in the case EC is a vendor private key and public key certificate, then the vendor CA root cert may need to be configured as a trusted certificate in the operator’s network.

Parameters 1 & 2 are operator and node specific whereas 3 & 4 are only operator specific. Hence if there is a way to provision parameters 1 and/or 2, then parameters 3 & 4 can be provisioned at the same time (at least from the point view of that there is sufficient information). 

The reason why the non-security parameters are interesting to SA3 is that if, for example, the Logical Identifier (1) is assumed to be provisioned manually on site, then there may be little gain in terms of self-organization that SA3 standardizes the provisioning of, for example, Trust Anchor (4) in factory. In this scenario, the Trust Anchor may be provisioned simultaneously with the Logical Identifier at no extra cost in terms of lack of automation and factory provisioning would actually only complicate the procedure. This is discussed further in sections 4 and 5.

3.2 Where and when to provision the quartet

There are a number of options for where and when the base station could potentially acquire the four components of the quartet. The main alternatives are:
1. In the factory, during manufacturing of base station 

2. After manufacturing, but before installation in an operator controlled facility for provisioning (here called warehouse)

3. On site, during installation

4. On-board, self-generated by the base station, before or during installation (not applicable to all parameters)

Additionally, there may be resources reachable by the base station in a network to be used for provisioning of base station before it contacts the RA:

· DHCP and/or DNS in the transport network
· Provisioning services, accessible over the transport network (or via proxy). The provisioning service is introduced to support the automated installation procedure by provisioning of certain parameters.  The base station attaches to the transport network, and first connects to one or more provisioning servers, and then connects to the RA. Provisioning servers could be hosted by operators, vendors, or 3rd parties (or combinations thereof). In the case of an operator provisioning service, it could be considered as part of the O&M system contacted before TC enrolment. The provisioning servers in themselves need to be configured before or during installation.

All parameters of the quartet need not be provisioned in the same way. For example, the Logical Identifier may be provisioned on site, while the RA IP address is obtained via DHCP/DNS. However, there may be operational benefits from reducing the number of provisioning loci, in particular if manual involvement is needed.

We could also consider indirect provisioning: Provisioning of a temporary parameter used later to acquire a quartet parameter. For example, a vendor key provisioned in factory may be used to authenticate and secure connection to a pre-configured vendor provisioning server during installation, wherefrom the owning operator’s CA root certificate (=Trust Anchor) is downloaded. 
The number of possible provisioning variants increases drastically when indirect provisioning is taken into account. In this input we focus on direct provisioning of quartet parameters, but also give a few examples of indirect provisioning. This excludes most cases involving the use of provisioning services, which is left FFS.

3.3 Parameter provisioning

In this section we outline what means for provisioning are feasible for the quartet. For each of the four values, we discuss the feasibility of the several possible “where and when”, as set out in section ‎3.2.

As mentioned in S3-091326, it is desirable to avoid operator-specific configuration of the eNB in factory since it adds complexity to the delivery chain. Those cases are nevertheless included here, for completeness. 

In this section we don’t take into account the differences between base stations varieties, which is the topic of section ‎4. 
3.3.1 Logical Identifier

For the eNB to autonomously integrate in the network it needs to retrieve the correct configuration that corresponds to the site on which it is placed. The most important purpose of the Logical Identifier is to enable to the node to index the right configuration using the logical identifier as key. As a consequence, the logical identifier needs to be unique for each operator and eNB.

Possibilities for provisioning include:

· In factory. The Logical Identifier may be provisioned in factory, but it results in early binding, which is not feasible at least for macro base stations. 

· Warehouse provisioning. This is also a form of early binding although performed by the operator.

· The Logical Identifier can be configured on site. A provisioning device may be needed to input the identifier into the base station.

· The Logical Identifier may be generated on-board using some automated site detection mechanism, e.g. based on GPS. 

· The Logical Identifier could be derived from the IP address. A precondition is that which IP address is given to which base station on what site can be statically preconfigured. However, many operators want to use DHCP for dynamic IP address assignment so we exclude this case.

In order to reconcile early provisioning of a unique node identifier with late binding, one may also consider an out-of-band procedure where the field engineer manually (e.g. through a phone call, or SMS, or existing 3G packet network) reports back to the O&M system what Logical Identifier or IP address or other identifier of the eNB corresponds to the site where the eNB has been deployed. This is an example of indirect provisioning, the identifier provisioned is temporary and needs to be resolved into the Logical Identifier by the out-of-band procedure. Installation will not be able to complete for the field engineer to make a test call until this binding is resolved and the right configuration data can be downloaded to this eNB, so the out-of-band procedure must take place while the field engineer is on site. Hence this is an alternative manual operation on site. 

We conclude that to comply with late binding, the only alternative that does not involve some manual interaction on site or after installation is on-board automated site detection. However, the use of GPS has some limitations (possible lack of indoor coverage, co-sited base stations, bad resolution along z axis in high rises) that precludes its exclusive use. 

3.3.2  Enrolment Credential
The EC is used to authenticate the eNB and to integrity protect the CMPv2 enrolment request. CMPv2 allows the EC to be either a shared secret or a private key and public key certificate.

In an attempt to filter what we believe are the most relevant cases and keep the set of options down, we leave FFS the cases which require management of secrets between multiple vendors and operators. E.g. we exclude cases like: the operator generates the EC private key and distributes to the vendor for provisioning into the eNB.

EC as a shared secret

Since we exclude management of secrets between vendor and operator the provisioning of EC shared secret must take place in warehouse or through on-site provisioning. We can assume that an associated EC identifier to index the secret can be provisioned at the same time

In the case of on-site provisioning, the EC should be protected in storage on the provisioning device and during transport to the eNB, so that neither the field engineer nor any unauthorized 3rd party has access to it. Insufficient protection of the EC secret might lead to the enrolment of unauthorized nodes in the network. 

The same EC (identifier, secret) must also to be configured so it can be accessed by the certificate management infrastructure during authentication of enrolment request from the new eNB. To limit the risks associated with transport and handling of the EC shared secret, it should only be valid once, and possibly also only for an eNB at a certain site.

EC as private key & public key certificate

Compared to a shared secret, the use of a PKI private key and public key certificate as the EC removes the need to manage a large set of secrets in the certificate management infrastructure. Still, however, the private key must be protected from disclosure during its lifetime.
The private key and the public key certificate may be provisioned at different times during installation, and may come from different parties.  We attempt to cover the most relevant cases below, see Table 1.

· An EC private/public key can be provisioned in the factory, warehouse, on site, or on-board. The EC certificate can be issued by vendor CA, operator CA, or trusted 3rd party CA. 

· First, consider the case of provisioning key pair and certificate in factory. 

· One option is to provision vendor generated private/public key and vendor CA certificate. 

· Another option is to provision vendor generated private/public key using an operator or 3rd party CA. This requires an enrolment interface between the factory and the operator / 3rd party CA during manufacturing.

· Next, consider the case of operator generated private/public key and operator or 3rd party CA certificate.

· The provisioning of operator generated private/public key and certificate is feasible in a warehouse. 

· On-site provisioning is possible. Appropriate handling and protection of the private key is required for this option. This may be an important case for re-installation.

· The provisioning of operator generated private/public key and 3rd party CA certificate is also feasible in a warehouse or on site.

Root certificates need to be installed in the operator’s network to verify the authenticity of the EC during enrolment. Provisioning of the EC certificate in factory or warehouse raises the problem of certificate lifetime and revocation. The lifetime of the EC is an open issue, but it may be possible for an operator’s security policy to override the expiry time specified in the certificate and define a not-yet-expired EC as invalid. In general, the EC cannot be assumed to be used more than once, since it may expire between installations. It may even be prudent to revoke the EC after the enrolment of the TC is completed, since it is not supposed to be used again. 

The RA must verify that the EC is valid at the time of installation, which means having access to revocation status from the relevant CA. In the case of a vendor CA or a 3rd party CA, the revocation management is more involved than for an operator CA. In case of the EC being invalid, there must be a fallback solution such as indicated above: On-site provisioning of the EC shared secret, or the EC private key and public key certificate.

Note: As mentioned in section ‎2.3, it is desirable from a security point of view to establish management interfaces before control and user plane establishment. An option may be to use a credential established for securing a management interface as EC.

Examples of indirect provisioning of EC

An alternative is to consider online enrolment of an on-board generated EC public key after the eNB has left factory. The CA may be that of the operator or that of a 3rd party. 
Now, as we know, automated enrolment requires 4 parameters, but if it is the same CA for enrolment in both cases (i.e. the operator CA), then the RA address and Trust Anchor coincide between the two quartets. The main issue is the provisioning of yet another enrolment credential EC2. Recall this is now a two-stage process: Enrolment of EC (using EC2) followed by the enrolment of the TC (using EC). Now this seems like an infinite regression, but where the situation allows the use of EC2 being a one-time key, this may be an option.  

· Enrolment in warehouse with operator CA is one option. In this case EC2 can be handled “in-house”, e.g. with a one-time key.  

· Enrolment on site with operator CA is an alternative when warehouse provisioning is not possible, e.g. for macro base stations. This case also has the advantage that the revocation check of EC could be disregarded during installation, since it was issued during the installation.

In Table 1 is summarised what we consider the most plausible combinations of provisioning of private key and enrolment of public key certificate in the different loci.
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 Table 1: Provisioning/enrolment of EC certificate as a function of where the private key is provisioned.
3.3.3 RA address 

The RA address is needed for the eNB to autonomously contact the RA. The RA may be common for all eNBs in a network.

The RA address is probably the least sensitive parameter of the quartet, but also the one with most dependence on the transport network. The address may for instance be an IP address or a Fully Qualified Domain Name (FQDN) such as “RA.operatorA.com”. Provisioning of an FQDN assumes the use of DNS in the transport network.

Options for provisioning the RA address include:

· In factory. This creates logistic dependencies and also makes the RA address cumbersome to change. Installation and network specific data should ideally be provisioned by other means.

· In warehouse.

· On site.

· Using DHCP options as a part of the DHCP acknowledgement message. This requires that the operator has control of the transport network and can configure DHCP appropriately. This cannot be assumed in the general case.

3.3.4 Trust Anchor 

The operator Trust Anchor is used by the eNB in CMPv2 to authenticate the RA and verify the integrity of received message. The Trust Anchor may be common for all eNBs of an operator. We now list the options for direct provisioning of Trust Anchor.

· The certificate of the operator CA that will issue transport credentials can be provisioned in factory. This creates logistic dependencies. New certificates need to be provided to the vendor on a regular basis as the CA/RA certificates are renewed. In the roll-over phase between two generations of CA/RA certificates, it is essential that the provisioned RA address matches that of the provisioned CA certificate.  

· The use of a vendor certificate as trust anchor is excluded from the discussion, since the eNB cannot use it to distinguish between different operators.

· The Trust Anchor of the operator is feasible to provision in a warehouse or on site. 

The Trust Anchor may be revoked after provisioning but before installation. The eNB must verify the revocation status, and needs to access fresh revocation lists or online certificate status. Note that this information is needed before enrolment of the eNB. This is left FFS.

In the case of on-site provisioning of Trust Anchor, a recent CRL may be provisioned at the same time.

4 Dependence on base station variety

Different provisioning constraints are valid for different base station varieties: macro, micro/pico, femto and relay nodes. The WID mentions only macro and femto, but the others are included to broaden the picture.

Deployment is intrinsically a manual process, but the degree of manual involvement may differ significantly between different deployment procedures. Installation of a home base station performed by a subscriber is quite different compared to what could be expected to be performed by field engineer during assembly and initiation of macro base stations. 

4.1 Macro base stations
Macro base stations are typically delivered in parts and assembled on site, for example inserting boards in racks, installation of antenna, cabling etc. Hence warehouse provisioning is not expected to be common and is excluded from the discussion below. 
1. Since late binding is an important constraint, the Logical Identifier cannot be provisioned before installation on site (factory or warehouse provisioning is not feasible). Options for on-site provisioning are: 

a. An automated site detection mechanism such as GPS (see end of section 3.3.1 for limitations of GPS), or 

b. Some simple manually initiated provisioning of the Logical Identifier (see section 3.3.1). 

2. For the Enrolment Credential, the options are

· EC secret provisioned on site

· Table 1, excluding the column “In warehouse”

3. For macro base stations it may be possible to rely on DHCP/DNS for provisioning of the RA address, given that the operator controls the transport network. The other main alternative is to provision on site.

4. All options of Trust Anchor provisioning described in section ‎3.3.4 are applicable.

In the case of on-site provisioning of the Logical Identifier and/or RA address, other parameters of the quartet may be provisioned at the same time without adding or retracting to the amount of automation possible. A straight forward approach would be for the installation engineer to choose the correct on-site provisioning file from a list of alternatives. 

4.2 Pico base stations

We make no distinction between micro and pico base stations, and denote by pico the smaller type of base station typically used to providing coverage to people moving between large buildings or to provide in-building coverage and capacity (offices, hotels, shopping malls, train stations, etc.).
The main differences compared to a macro base station are

· Other form factor (typically 1 unit + antenna) 

· Allows to be provisioned in a warehouse

· Less control of transport network (shared network)

· Less requirements on field engineer

Most of what is stated about macro base stations applies, but there are more options since warehouse provision is feasible. 

1. The same options apply for provisioning of the Logical Identifier. The use of GPS for provisioning of site location is even less feasible because of lack of GPS coverage indoors. 

2. For Enrolment Credential, all options of Table 1 apply.

3. For RA address, provisioning in warehouse or on site are preferred.

Provisioning of RA address by using DHCP/DNS is not straightforward: Pico base stations are usually introduced where they provide best coverage or capacity given the existing macro radio coverage and capacity. In such places the operator might not have direct access to the ordinary (own) transport network. 

For instance, in a shopping mall, there may be a shared transport network, used by other parties and in particular other operators. It may even be the case that the base stations for different operators attached to the shared transport network are manufactured by same vendor. In this environment the DHCP server might not be able to determine to which operator the base station belongs. Consequently, it becomes difficult to provision the correct RA FQDN/IP address. Considering the potential issues with this, we assume that the other means for provisioning of RA address are preferred. 

4. All options of Trust Anchor provisioning described in section ‎3.3.4 are applicable.

4.3 Femto base stations
For home base stations, the situation differs from the macro base station in a similar way as for the pico base station, but is even more extreme. Home base stations are installed by laymen so any possible “on site” provisioning needs to be very user friendly. 

The main differences compared to a macro base station are

· Form factor 

· Allows to be provisioned in a warehouse

· No control of transport network (Internet)

· No requirements on person installing it

· Site (address of subscriber) may be known from subscription

· The installation engineer (the subscriber) needs to be considered as a hostile user
Home base stations may in principle be provisioned in factory or warehouse for a particular subscriber, in which case early binding between device and site may be acceptable. The costs for home base station manufacturing will most likely drive which provisioning options that are most desirable. 

1. The Logical Identifier may be provisioned in factory or warehouse, or that the subscriber uses some simple configuration of software or hardware such as writing an identifier in a web interface or inserting a hard token. The use of GPS for provisioning of site location is not feasible because of lack of GPS coverage indoors.
2. For the Enrolment Credential, the options are as in Table 1 with the side-condition that “on site” provisioning must to be very user friendly and not expose sensitive parameters to a potentially hostile user.

3. Provisioning of the operator’s RA address by means of DHCP, while possible for pico, seems not feasible for the femto case, since the operator may not even have a relation to the transport network provider. The RA address can be provisioned in factory, warehouse or on site.

4. The Trust Anchor can be provisioned in factory, in warehouse or on site. 

If we can assume that the target site is known, then the entire quartet can be provisioned (in factory or warehouse) before the base station is being posted to the subscriber. This gives early binding.
An option to retain late binding is to use e.g. SIM card provisioning “on-site” (which is what is used for GSM femto and WCDMA femto), in which case the quartet can be: (IMSI, SIM credential, operator RA FQDN, CA certificate fingerprint). The SIM credential could also be used for securing download of EC in an indirect provisioning scheme.

4.4 Relay Nodes

The Relay Node (RN) is an intermediary node between the eNB and the UE, introduced to extend coverage and/or capacity. Relay Nodes are backhauled over LTE, and in all four architecture alternatives (R2-095336), the RN attaches to the eNB as a regular UE and is therefore initially indistinguishable from a UE. In particular, the RN will use the LTE NAS protocol to attach and authenticate to the MME. This implies that the normal LTE NAS authentication procedure would be used to authenticate the RN. Unless one wishes to extend the LTE NAS authentication procedure to handle also other credentials, SIM credentials will be required to be able to set up a bearer and subsequently get IP connectivity, in contrast to the other base station varieties where IP connectivity is taken for granted. 

In this case, the SIM credentials can be used to secure provisioning of the Enrolment Credential from the operator’s network in an indirect provisioning scheme. A separate provisioning of EC would be redundant.  As explained in section 3.1, the RA address and Trust Anchor may be provisioned at the same time. 

The detailed work on backhaul security establishment for relay nodes is FFS.

4.5 Discussion

We have elaborated on the 4 parameters that need to be provisioned to the eNB. The degree of self-organization of the installation procedure depends on the degree of automation of the provisioning of these parameters. 
An installation process is only as self-organizing as its least automatic component. For example, there is little to gain from pre-provisioning the Trust Anchor in factory if the Logical Identifier needs to be provisioned manually on site. We argue that in most cases provisioning the Trust Anchor together with the Logical Identifier can be done without any major penalty in terms of increased complexity, time of installation, or required trust in, or qualification of, installation personnel. 
We believe that a field engineer who is trusted to access the site and to handle and install equipment of significant value and importance such as a macro base station can be trusted of doing something else besides connecting cables and turning power on, for instance  to specify on which site the equipment is placed (provisioning of Logical Identifier). Although this admittedly may be a manual operation, assuming a user-friendly provisioning device and intuitive user interface (e.g. selecting the relevant site from a list in a GUI and pressing OK), we don’t consider such an operation to violate the self-organizing nature of the entire installation, since it neither adds significantly to the complexity of, nor the time required for, performing the installation.  

5 Conclusions 

Four operator-dependent parameters need to be provisioned to the eNB for automating and securing the installation of a generic eNB on a particular site in a certain operator’s network: Logical Identifier, Enrolment Credential, Registration Authority address and Trust Anchor.
The degree of self-organization of the installation procedure depends on the degree of automation of the provisioning of these four parameters. There is an obvious risk for sub-optimization if only some of the parameters are considered. 

The Enrolment Credential can only be assumed to be valid for (at most) one enrolment. In the case of factory or warehouse provisioned certificate, the EC may be revoked and appropriate revocation verification is needed in the network, as well as provisioning of a valid EC. 

Establishment of security for management of eNB is similar to establishment of backhaul security for control and user plane, and the former should from a security point of view take place before the latter.  A credential used for establishment of management security may be used as EC.

Unless a fresh Trust Anchor is provisioned during installation, the Trust Anchor may have been revoked before installation and appropriate revocation verification is needed in the eNB. A valid Trust Anchor must also be provisioned.

Different provisioning constraints apply for different base station varieties (including relay nodes) since the requirements are different (on equipment and personnel) as is the environment into which they are introduced. 

· For macro base stations, the main option for provisioning of Logical Identifier is on site, pending the feasibility to use GPS or similar. 

· For femto and pico base stations, neither the provisioning of Logical Identifier using GPS, nor RA address using DHCP/DNS is feasible. 

· For relay nodes, SIM credentials are necessary to even get connectivity, and can be used to secure download of the Enrolment Credential, RA address and Trust Anchor.

Considering the different options and preferences as illustrated by this input, it is not a priori clear that it is desirable to standardize the provisioning locus of all or any of the parameters. 

6 Proposal 

If the Enrolment Credential is a private key & public key certificate, we propose that at least the vendor CA and operator CA to be valid CAs for the certificate. The detailed format of EC should be specified by SA3. 
We propose SA3 to define the Trust Anchor to be the operator CA certificate or a derivate of that (e.g. fingerprint). The detailed format of the Trust Anchor should be specified by SA3.
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