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7.6 
H(e)NB Distress Indication for AuV Capable Devices
7.6.1 
General Requirement

If the device integrity check for one or more components fails for devices that are capable of AuV, then this implies that either those components are compromised or that the corresponding trusted reference values are out of step with the code base on the device. Since a H(e)NB that fails device integrity verification cannot perform authentication procedure, it will not be able to communicate with the CN, and the CN will not be able to know why the device is not communicating with it. To mitigate this problem, the H(e)NB could initiate communications with the CN to indicate that it is in distress, thereby alerting the CN so that it will know that the device is  unable to authenticate to the SeGW and subsequently connect to the CN.  Optionally, the details of the distress signal could be expanded to facilitate a network-initiated update of the normal code image. In this context, “normal code” means any executable code which has to be verified by the TrE as part of the AuV process. It excludes any functions of the TrE itself.
7.6.2 
Fallback Code (FBC)

The H(e)NB should be equipped with a fallback code (FBC) function, the principal purpose of which is to facilitate transmission of a distress signal to the CN in case the H(e)NB fails device integrity verification.  
The FBC should be executed if the device integrity verification fails, including failure of the TrE and/or the normal code. The FBC should contain at least all necessary functions, methods and credentials needed for communication with the entity in the CN that is responsible for receiving the distress indication from the device.   A designated H(e)MS may be considered. 
The FBC should be immutable.

Optionally, the FBC may include functions necessary to receive a full, remote software update of the entire normal code image from the CN.This FBC function should be separate from any software update functions of the H(e)NB’s normal code image itself, and should work even if the H(e)NB’s software update functions cannot be started because they are themselves part of the normal code image which needs to be replaced. This FBC function would not be used to recover from the case where any related functions of the TrE have failed their integrity check.
7.6.3 
H(e)NB Distress Indication Procedure using FBC
AuV-only capable devices implement a secure start-up which allows the device to perform device authentication procedures if and only if local device integrity verification is successful. If any of the components fail their integrity check, the device shall be considered as having failed its integrity check.  However, by the use of the FBC image, the device should contact a designated H(e)MS to indicate that it is in distress. 
The FBC should include functionality for the H(e)NB to send a distress signal to the designated H(e)MS in case of integrity verification failure of either the TrE or the normal code of the H(e)NB.  Optionally, the distress signal that the FBC sends may include integrity check status for the normal code image as a whole component. 
7.6.4 
Optional Procedure for Replacement of Normal Code Image Using FBC
Optionally, the FBC may facilitate remote replacement of all of the normal code image of the device, if the CN initiates such a procedure as a result of the distress indication. This does not apply to the case where any related functions of the TrE have failed their integrity check. 

The optional replacement process for the normal code image of the H(e)NB should also include replacement of the corresponding trusted reference values.
Upon completion of the optional normal code image replacement process, the H(e)NB should reboot. 
7.6.5 
Requirements for FBC and Distress Indication 

Requirements on the FBC and Distress Indication should include the following: 

1. The FBC should be securely stored within the device.

2. The FBC image should be immutable.
3. The FBC should be loaded and started in case of a failed secure start-up of the TrE and/or normal code.

4. The address of a designated H(e)MS should be stored securely in the FBC image.
5. The FBC should be capable of authenticating itself to the H(e)MS.
6. The FBC should send a distress signal to the designated H(e)MS. Such a signal should include the device ID and the message should be cryptographically protected for confidentiality and integrity by key(s) securely stored as part of the FBC.

7. The designated H(e)MS, upon receipt of the distress signal should be able to ascertain that the device has failed integrity verification and requires maintenance. 

8. The FBC should include functionality to indicate, to the designated H(e)MS, the integrity check status of the TrE and the normal code (if the TrE check passes to allow checking of the normal code image). 
9. The FBC may optionally include functionality to facilitate a full replacement and rebuild of the normal code image and replacement of the corresponding Trusted Reference Value(s), by a process initiated by the H(e)MS
End of Modified Sections
�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to  � HYPERLINK "http://www.3gpp.org/specs/specs.htm" �http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" �http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm" �21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm" �21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





