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	In current specification there is no limitation to the partial native EPS security context lifetime. Partial native EPS security context existing too long would lead to security problems. 
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1) if the NAS Security Mode Command for a partial native EPS NAS security context fails, the partial context is still kept in UE and MME. According to the current specification, the value of the NAS COUNTs of this partial context is 0
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3) MME sends a NAS SMC to activate the partial native security context, the NAS downlink COUNT value of thie NAS SMC would repeat (e.g. is 0). If an attacker intercept the last NAS SMC for the same partial native security context, and apply a replay attack, then it would make the UE and MME using different security context.
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Or when MME and UE does not share a current security context, e.g. the NAS SMC is for initial attach, if the NAS SMC fails for initial attach, according to the current specification, the attach shall fail and the partial context is no longer to be used. 
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6.4
Handling of EPS security contexts

Any EPS security context shall be deleted from the ME if:

a) the UICC is removed from the ME when the ME is in power on state;

b) the ME is powered up and the ME discovers that a UICC different from the one which was used to create the EPS security context has been inserted to the ME;

c) the ME is powered up and the ME discovers that no UICC has been inserted to the ME.

KASME shall never be transferred from the EPC to an entity outside the EPC.

Both the UE and MME shall be capable of storing one non-current EPS security context and one current EPS security context in volatile memory. In addition, while connected to E-UTRAN the UE and MME shall be capable of storing in volatile memory the NCC, NH and the related KASME used to compute keying material for the current EPS AS security context.
Any successful run of an EPS AKA creates, by the definition in clause 3, a partial native EPS security context. This context shall overwrite any existing non-current EPS security context. 
If the NAS SMC relating to the eKSI associated with the partial native EPS security context fails, the security context shall be deleted from UE and MME.

If the MME receives a TAU Request or Attach Request protected with a non-current full EPS security context, then this context becomes the current EPS security context and the MME shall delete any existing current EPS security context.

After a successful run of a NAS SMC relating to the eKSI associated with an EPS security context, this context becomes the current EPS security context and shall overwrite any existing current EPS security context. 
The rules for handling security contexts at transition to EMM-DEREGISTRED are given in clause 7.2.5.1. The rules for handling security contexts after a handover to E-UTRAN are given in clause 9.2.2.1.
Storage of the EPS NAS security context, excluding the UE security capabilities and the keys KNASint and KNASenc, in the UE during power-off: 

a) If the ME does not have a full native EPS NAS security context in volatile memory, any existing native EPS NAS security context stored on the UICC or in non-volatile memory of the ME shall be marked as invalid. 
b) If the USIM supports EMM parameters storage, then the ME shall store the full native EPS NAS security context parameters on the USIM, mark the native EPS NAS security context on the USIM as valid, and not keep any native EPS NAS security context in non-volatible ME memory. 

c) If the USIM does not support EMM parameters storage, then the ME shall store the full native EPS NAS security context in a non-volatible part of its memory, and mark the native EPS NAS security context in its non-volatile memory as valid.

After power-on of the ME, the ME shall retrieve native EPS NAS security context stored on the USIM if the USIM supports EMM parameters storage and if the stored native EPS NAS security context on the USIM is marked as valid. If the USIM does not support EMM parameters storage the ME shall retrieve the stored native EPS NAS security context from its non-volatile memory if the native EPS NAS security context is marked as valid. The ME shall derive the KNASint and KNASenc after retrieving the stored EPS NAS security context; see Annex A on NAS key derivation. If the ME cannot retrieve native EPS NAS security context from any of these two places, the ME shall signal "no key available" in the Attach Request. The retrieved native security context shall be the current EPS security context.

NOTE: Only native EPS NAS security context is stored in the EMM parameters file on the USIM or in non-volatile ME memory. A mapped EPS NAS security context is never stored in these two places.

	End of modifications

























































































