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	Reason for change:
(

	The current requirements for emergency calling state that an emergency call shall proceed even if AKA authentication fails, and if the serving network’s policy supports unauthenticated emergency calling in LSM. If the serving network’s policy does not allow unauthenticated emergency calling in LSM, the MME shall reject the unauthenticated emergency bearer setup request from the UE.
Current clause 15.2.1 states that “If authentication of the USIM fails for any reason, the emergency call shall proceed as in Clause 15.2.3 below.” This statement does not take into account that the emergency call may not succeed if the serving network policy does not allow unauthenticated emergency calls.  
Also in clause 15.2.1 it is stated that the call will terminate in case integrity verification or ciphering fails. Since the handling of the call in this case would be the same as for non-emergency call handling, it is more appropriate to only refer to non-emergency call handling than to (again) specify exact behaviour another place of the specification. 
In clauses 15.2.3.1 and 15.2.3.2 when the UE and MME share a security context it is not specified what happens if the authentication fails and the serving network policy does not allow unauthenticated emergency calls. In this case it is proposed to handle the call in the same way as for non-emergency calls. 

Also in clause 15.2.3.2 it is specified that the UE shall continue using the existing current EPS security context even though it would receive an Authentication Reject message from the MME. However, this behaviour is breaking a principle protocol design rule of 3GPP, namely that the UE always follows the network’s decisions, and according to TS 24.301, the UE shall abort the connection if it receives the Authentication Reject message. If Authentication Reject is ignored by the UE in this situation, there is no way for the network to indicate to the UE that it should abort the connection, e.g. in the case when the authentication fails and the serving network policy does not allow unauthenticated emergency calls
Therefore, Authentication Reject should not be used in this case. Or more precisely, the UE should not ignore it. 
Additionally, it should be noted that the only reasonable reason for running AKA if the use of the old context is still allowed would be if the NAS COUNTs is about to be wrapped around during such a call. If AKA then fails and the call is allowed to continue with existing security context, this would result to keystream re-use However, the likeliness of NAS COUNTs wrapping around is seen to  be small and the probability that the AKA will fail at the same time is even smaller. 

It is also unclear if unauthenticated emergency calls in normal service mode are possible. It is proposed to clarify that initiation of emergency calls is possible in normal mode, but if the the authentication fails and the  emergency call still proceeds, the UE is then considered to be in LSM. This is because the UE clearly should not receive normal services in such a situation. 


	
	

	Summary of change:
(

	It is clarified that the emergency call may not succeed if the serving network policy does not allow unauthenticated emergency calls.

It is proposed to only refer to non-emergency call handling than to (again) specify exact behaviour another place of the specification in case the handling of emergency call and non-emergency call is similar.
It is proposed that the MME should not send Authentication Reject message if AKA authentication failed and the serving network policy allows unauthenticated emergency call in LSM, and the UE should not ignore Authentication Reject during emergency call.
It is proposed to handle NAS Count wrap around as for normal calls.
It is clarified that the confluence of emergency call set-up and AKA authentication failure will mean that the UE is considered to be in LSM even though the UE could have been in normal service mode before the emergency call
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not approved:
	Unclear handling of emergency calls which may lead to interoperability problems.
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	Other comments:
(

	Another CR (S3-091659) from Ericsson and ST-Ericsson is restructuring clause 15. However, the  substance of this CR is not in contradiction with S3-091659. CRs S3-091659 and S3-091660 should be handled together.


*** BEGIN CHANGES ***
15.2.1
Security procedures applied

UEs that are not in limited service state, shall initiate normal initial attach when not already attached to receive emergency EPS services.

The security mode procedure shall be applied as part of emergency call establishment as defined in TS 23.401 [2]. Thus, integrity protection (and optionally ciphering) shall be applied as for a non-emergency call. If authentication of the USIM fails for any reason, the emergency call shall be handled as in clauses 15.2.2 and 15.2.3 below. Once the call is in progress with NAS and AS integrity protection (and optionally ciphering) applied, failure of integrity checking or ciphering (for both NAS and AS) is an unusual circumstance and shall be treated as in the case of a non-emergency call.
15.2.2
Security procedures not applied

For an emergency attached UE, i.e. for UEs that have only emergency EPS bearers established, there is no NAS level security, since the UE cannot be authenticated.

As defined in TS 23.401 [2] and as a serving network option, emergency calls may be established in limited service mode without the network having to authenticate the UE or apply ciphering or integrity protection for either AS or NAS. 

The following are the only identified cases where the "security procedure not applied" option may be used:

a)
Authentication is impossible because the USIM is absent;

b)
Authentication is impossible because the serving network cannot obtain authentication vectors due to a network failure;

c)
Authentication is impossible because the USIM is in limited service mode in the serving network (e.g. there is no roaming agreement or the IMSI is barred, etc.);

d)
Authentication is possible but the serving network cannot successfully authenticate the USIM. 

If the ME receives a NAS SMC selecting EIA0 (NULL integrity) for integrity protection, then:

- the ME shall mark any stored native EPS NAS security context on the USIM /non-volatile ME memory as invalid; and 

- the ME shall not update the USIM/non-volatile ME memory with the current EPS NAS security context. 

These two rules override all other rules regarding updating the EPS NAS security context on the USIM/non-volatile ME memory, in this specification.

15.2.3
Optimization of security procedures
15.2.3.1
UE and MME share no security context

If the MME attempts to authenticate the UE after receiving the emergency bearer setup request and the AKA authentication failed and if the serving network policy does not allow unauthenticated emergency call, the UE and MME shall proceed as for non-emergency calls as described in clause 6.1.1.
If the UE, which may be in LSM,  is not yet authenticated and while the UE is trying to setup an emergency call, the AKA authentication failed, the UE shall ignore normal (non-emergency) post-authentication failure procedures and shall wait for a NAS SMC command to set up an unautheticated emergency bearer. If the serving network policy supports unauthenticated emergency calling in LSM, only then the MME shall support unauthenticated emergency bearer setup. In this case, the behaviours of the UE and the MME are as described below.
The confluence of emergency call set-up and AKA authentication failure means that the UE is considered to be in LSM even though the UE could have been in normal service mode before the emergency call.
UE behavior: 

After sending EC Indication to the serving nework the UE shall know of its own intent to make an Emergency Call. 

- Upon successful AUTN verification, the UE shall send User RES to the MME and shall start waiting for the NAS SMC from the MME.

- Alternatively, upon AUTN verification failure, the UE shall send Authentication Failure message (see TS 24.301 [9]) to the MME. The confluence of the EC Indication and the Authentication Failure messages positions the UE to expect NAS SMC selecting EEA0 and EIA0 algorithms from the MME.

MME behavior:

After receiving EC Indication from the UE, the MME knows of that UE’s intent to make an Emergency Call. 

- After the unsuccessful comparison of RES to XRES, i.e. AKA failure, the MME shall send NAS SMC with NULL algorithms to the UE.

-  After the receiving of both, the EC Indication and the Authentication Failure messages, the MME shall send NAS SMC with NULL algorithms to the UE.

If the serving network policy does not allow unauthenticated emergency calling in LSM, the MME shall reject the unauthenticated emergency bearer setup request from the UE.

15.2.3.2
UE and MME share a current security context

If the UE, which may be in LSM, is already authenticated and attempts to set up an emergency bearer, the UE shall use the already existing current EPS security context. If the MME successfully validates the UE emergency bearer setup request using the current EPS security context, the MME should accept the emergency bearer setup request. 

If the MME attempts to authenticate the UE after receiving the emergency bearer setup request which was integrity protected by the current EPS NAS security context and the AKA authentication failed and if the serving network policy does not allow unauthenticated emergency call, the UE and MME shall proceed as for non-emergency calls as described in clause 6.1.1.
If the MME attempts to authenticate the UE after receiving the emergency bearer setup request which was integrity protected by the current security context and the AKA authentication failed and the serving network policy allows unauthenticated emergency call in LSM, then the UE and the MME behaviours are described below 
The confluence of emergency call set-up and AKA authentication failure means that the UE is considered to be in LSM even though the UE could have been in normal service mode before the emergency call.
UE behavior: 

After sending EC Indication to the serving nework the UE shall know of its own intent to make an Emergency Call. 

- Upon successful AUTN verification, the UE shall send User RES to the MME and shall start waiting for the SMC from the MME. The UE shall continue using the current security context until it receives a NAS SMC. The MME should not send an Authentication Reject message if AKA authentication failed and the serving network policy allows unauthenticated emergency call in LSM
- Alternatively, upon AUTN verification failure, the UE shall send Authentication Failure message to the MME.  The confluence of the EC Indication and the Authentication Failure message allows the UE to continue using the current security context.
MME behavior:

After receiving EC Indication from the UE, the MME knows of the UE’s intent to make an Emergency Call. 

- After the unsuccessful comparison of RES to XRES, i.e. AKA failure, the MME shall use the current security context with the UE.

- After receiving both, the EC Indication and the Authentication Failure message, the MME shall allow the use of the current security context with the UE for establishing an emergency bearer.
NOTE 2: 
In the case that NAS COUNT values are about to wrap around, and AKA is not possible, the call is handled as for non-emergency call as described by TS 24.301 [9].
*** END OF CHANGES ***
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