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1 Introduction
Contribution S3-0901278 from SA3#56 was accepted in principle and modified call flow A.1 of Annex A of TS 33.320 where an optional Notify payload is defined for carrying integrity information. This contribution proposes resolution of the editor’s note in Annex A.1 by providing further clarification and details regarding the security of the notify payload.
2 Proposed Changes
It is proposed to agree the attached pCR.
****************************Start of changes*****************************************
7.2.2 Device Authentication Procedure 
………
Autonomous validation is performed during secure start-up and performs validation check against a list of components within H(e)NB.  He trustworthy state of other components that may not have been validated by autonomous validation, such as additional software modules, components and/or configurations, may need to be collected and analyzed further.  The information regarding the trustworthy state of these components is optionally carried in the Notify Payload (see Annex A.1) during IKEv2 procedures from the H(e)NB to the SeGW and maybe further transferred to other network components for further processing (e.g. statistical analysis, fraud analysis, further validation, or possible remediation).

Notify payload within IKEv2's IKE_AUTH message is protected by IKEv2 SK and AUTH.  In addition, the Notify Payload, as constructed by the TrE, shall include a nonce and cryptographically signed by the TrE to ensure that the content of the Notify Payload is not replayed, in case the interface between the TrE and the IKEv2 module is compromised.

****************************End of changes*****************************************



















































