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1 Introduction
This contribution proposes section in the TRE to define secure start-up and trusted start-up processes.
2 Proposed Changes
It is proposed to agree the attached pCR.
****************************Start of changes*****************************************
5.1.2.x Secure Start-up 
When a H(e)NB powers up, it shall execute a secure start-up procedure to bring it to a determined and trustworthy state:

· The TrE shall measure the interity of the modules (e.g. boot ROM)  needed to bring the system up

· The TrE shall compare the the integrity measurements of the modules against a set of expected measurements that are securely stored locally.

· Upon successful verification of the integrity measurements, the TrE shall load these modules.

5.1.2.x Trusted Start-up
After H(e)NB executes a secure start-up procedure, it shall execute a trusted start-up procedure to bring the rest of the system, modules, and other components to a trustworthy state:

· The TrE shall measure the integrity of all other modules, configurations, parameters not related to secure start-up.  These components may or may not reside in the TrE (e.g. in secure storage outside TrE)

· The TrE may compare the integty measurements of the components against a set of expected measurements if they are securely stored locally.

· If the expected measurements of these components are not available locally, the TrE shall prepare these measurements to be sent in the Notify Payload of the IKEv2 procedure.
· Upon successful verification of the integrity measurements, the TrE shall load these components.
****************************End of changes*****************************************



















































