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7.1
1 Introduction
In section 4.4.4, it’s said

“If the H(e)MS is accessible on the MNO Intranet, the mutual authentication between H(e)MS and H(e)NB may be replaced by the authentication between SeGW and H(e)NB. In this case only the identity of H(e)NB has to be transferred over the H(e)MS link.”
This contribution proposes some changes to section 8.3.4 to make them in line with section 4.4.4.
In addition, some editorial changes are also proposed in section 8.3.3.
2 Proposed Changes
It is proposed to agree the attached pCR.
****************************Start of changes*****************************************
8.3.3 TLS certificate profile
8.3.3.1 
TLS entity certificates
The H(e)NB and H(e)MS certificates for use with TLS shall both conform to the requirements set out in clauses 6.1.1 and 6.1.3a of TS 33.310 [7] with the following additions and exceptions:
-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor.

-
The H(e)NB certificate shall carry the H(e)NB identity in the common name field.

Editor’s Note:  The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003 [8]. Once this is done, this editor’s note should be replaced by a reference to this new sub-clause.

-
The H(e)MS certificate shall carry the identity of the H(e)MS in both the subjectAltName field and in the common name field. The reason for carrying the identity in the common name field is compatibility.

Editor’s Note:  Once it has been clarified if revocation handling is necessary, the agreed solution must be incorporated also in this subsection.

Note: In general, it is possible to use a TLS client certificate in accordance with this specification also for IKEv2, if key exchange algorithm and used key length for both TLS and IKEv2 are chosen identically. 
8.3.3.2 
TLS CA certificates
TLS CA certificates shall conform to the requirements set out in clauses 6.1.1 and 6.1.4a of TS 33.310 [7].

Editor’s Note:  Once it has been clarified if revocation handling is necessary, the agreed solution must be incorporated also in this subsection.

8.3.4 TR-069 protocol profile
For the management of the H(e)NB by the H(e)MS, the CPE WAN Management Protocol TR-069 [15] shall be used with the following restrictions and extensions:

-
SSL 3.0 shall not be used as it is outdated.

-
At least TLS 1.1 [16] shall be supported. TLS 1.2 [17] should be supported.

-
Shared-secret-based authentication between H(e)NB acting as CPE and H(e)MS acting as ACS shall not be allowed. Only certificate-based authentication shall be allowed.

-
The use of TLS to transport the CPE WAN Management Protocol shall be mandatory in case that H(e)MS is accessible on public internet.

-
The H(e)MS URI shall be specified as an HTTPS URL in case that H(e)MS is accessible on public internet.

-
The support of TLS cipher suite RSA_WITH_RC4_128_SHA shall not be mandatory. This TLS cipher suite shall not be used.

-
The support of TLS cipher suite RSA_WITH_AES_128_CBC_SHA shall be mandatory.

-
The H(e)NB acting as CPE shall not be obliged to wait until it has accurate absolute time before it contacts the H(e)MS acting as ACS.

-
If the H(e)NB contacts the H(e)MS without having the accurate absolute time, it shall not ignore components of the H(e)MS certificate that involve absolute time. 
-
The support for H(e)NB authentication using client-side (CPE side) certificates shall be mandatory.

-
The H(e)NB acting as CPE shall be authenticated to the H(e)MS by the globally unique H(e)NB identity contained in the H(e)NB certificate in case that mutual authentication between H(e)NB and H(e)MS is performed. The exact format of the TLS client certificate is specified in the applicable clause in this document.

NOTE:
This profile is intended to be consistent with the TLS profile in Annex E of TS 33.310 [7].

****************************End of changes*****************************************



















































