3GPP TSG-SA3 (Security)
S3-091613
SA3#ad hoc, 28-30 September 2009, Sophia-antipolis, France


Source:
Huawei, Deutsche Telekom
Title:
Discussion on CMPv2 transport protocol
Document for:
Discussion and approval
Agenda Item:
7.3
Work Item / Release:


Abstract of the contribution:
It is agreed in last SA3 meeting that choice(s) of CMPv2 transport protocol shall be specified. This contribution analyses possible CMPv2 transport protocols and propose to use TCP as mandatory choice of CMPv2 transport protocol. 

1 Introduction
Transport protocols of CMPv2 should be specified to ensure interoperability between base stations and the supporting certificate management infrastructure. S3-091332 [1] proposed that choice(s) of CMPv2 transport protocol shall be specified and SA3 endorsed the proposal in last SA3 meeting. This contribution analyses possible CMPv2 transport protocols specified in “Internet X.509 Public Key Infrastructure -- Transport Protocols for CMP” [2] and proposes to use TCP as mandatory CMPv2 transport protocol.

2 Background
There are four alternatives of CMPv2 transport protocol in [2]. CMPv2 transport protocol could be TCP-based, HTTP-based, File-based or Mail-based. The detailed description of these four alternatives could be found in [2].
In order for better interoperability between base stations and the supporting certificate management infrastructure in the backhaul environment, it is desirable to specify only one transport protocol as mandatory to implement and if there is a need for additional transport protocol support, other transport protocols can be specified as optional to support and implement. We will analyze which alternative specified in [2] is the best choice for mandatory implantation. 

When we are deciding which transport protocol is the best choice for mandatory implantation, following issues shall be considered:

(1) Whether this CMPv2 transport protocol is supported by most implementations of existing PKI products

(2) Whether this CMPv2 transport protocol could be easily introduced into backhaul environment
(3) Whether there are complexity or security differences

3 Analysis
(1) Whether this CMPv2 transport protocol is supported by most implementations of PKI products
CMP has already been implemented by many PKI product vendors. HTTP and TCP are as the primary CMP transport protocols in these implementations of PKI products. In order that better interoperability could be achieved, it is obvious that HTTP and TCP are considered as possible mandatory CMPv2 transport protocols in backhaul environment since certificate management infrastructure may choose HTTP and TCP as transport protocol implementations with high probability.

To further narrow down the choice for transport protocol, only HTTP alternative and TCP alterative are discussed.
It should be noticed that in old version of [2], HTTP is effectively used to transport TCP message containing PKIMessage in HTTP alternative. So in several legacy implementations, PKIMessage is conveyed over TCP and over HTTP. TCP alternative must be implemented in these legacy implementations as well.
In addition, HTTP alternative specified in [2] should also implement TCP alternative for backwards compatibility.
It could be seen that TCP alternative should be implemented anyway. So TCP alternative is a good choice for mandatory implementation.

(2) Whether this CMPv2 transport protocol could be easily introduced into backhaul environment

In case that HTTP is chosen as transport protocol, a web server should be deployed. Web server is usually located in a stand-alone device and is deployed in DMZ because of security. Such architecture presents some complexity issue for network management and maintenance.
In case that TCP is used as transport protocol, a stand-alone web server device is not needed and network architecture is simplified. So TCP alternative is easier to be introduced into backhaul environment than HTTP alternative.
(3) Whether there are complexity or security differences 

The HTTP alternative adds another protocol layer on top of TCP. This additional header provides no benefit in the backhaul environment. On the contrary, the HTTP protocol handler adds complexity and may bring additional vulnerabilities into the elements.

4 Conclusion and proposal

Based on analysis in section 3, it can be concluded that TCP alternative is the best choice of mandatory implementation of CMPv2 transport protocol.
It is proposed that SA3 agree to use TCP as mandatory choice of CMPv2 transport protocol in backhaul environment.
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