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1. Introduction 
This document presents some discussions on which EPS security context UE should use to protect the TAU request, the native EPS security context or the mapped EPS security context in both the cases of idle mode mobility from UTRAN to E-UTRAN and of Idle Mode Signaling Reduction (ISR). 
2. Problem Description and analysis
In case of handover from UTRAN to E-UTRAN, for protection of TAU request message, it is clearly said in TS33.401 v910 that “The TAU Request is integrity protected with the mapped EPS security context even if the UE and the MME share a native EPS security context since the UE cannot know for sure if the MME still has the native EPS security context at the time of sending the TAU Request.” But it is unclear which EPS security context UE shall be used to protect the TAU request, the native EPS security context or the mapped EPS security in both the cases of idle mode mobility from UTRAN to E-UTRAN and of Idle Mode Signaling Reduction (ISR). 
For example, security risk exists when native EPS security context is used and TIN indicates P-TMSI:

When UE moves from UTRAN to E-UTRAN with ISR activatied and TAU Request is protected with native EPS security context and  the TIN indicates “P-TMSI” since the UE holds a valid P-TMSI signature, the MME will send context request to the old SGSN to let it verify P-TMSI signature. The old SGSN can verify P-TMSI signature but it cannot verify MAC-I since SGSN doesn’t have EPS security context.  
To avoid this problem and make the issue clear and simple to handle, old GUTI should also be used as the indication of which type of current EPS security context that is used. That is, if the UE moves to E-UTRAN with GUTI (TIN indicates “GUTI” or “RAT-related”), the native security context shall be used. If the UE moves to E-UTRAN with P-TMSI (TIN indicates “P-TMSI”), the mapped security context shall be used.
3. Conclusion
Based on the analysis above, it is proposed that:

If the UE moves to E-UTRAN with GUTI (TIN indicates “GUTI” or “RAT-related”), the native security context shall be used to integrity-protect the TAU Request message. If the UE moves to E-UTRAN with P-TMSI (TIN indicates “P-TMSI”), the mapped security context shall be used to integrity-protect the TAU Request message.

4. Proposal

It is kindly proposed to approve related CR S3-091607.















