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1. Introduction

In SA3#54 the skeleton of TS33.xyz (3GPP Security Aspect of H(e)NB – S3-090320) was agreed. In this contribution, the agreed part for Security Mechanisms of H(e)NB Clock Synchronization in TR 33.820 is proposed for section 6.4. It is proposed that SA3 agrees to incorporate the text in the following pCR into the TS.
<comment NSN>:
The work for the TS 33.xyz shall concentrate on normative text to specify interfaces, which allow the interworking of equipment also of different vendors and in different deployment scenarios. Also the regulators require freely interchangeable H(e)NB equipment, thus unambiguous specifications are necessary with a set of features which are mandatory to support. On the other hand, this set of mandatory features should me minimal not to increase complexity of implementation and management of the H(e)NBs and gateways.

The proposal by Huawei/ZTE instead gives a bunch of implementation options. Such approach was appropriate for the TR 33.820, but is not suited to normative text in the light of the above requirements.

Security for clock synchronisation

The basic security requirement for clock synchronisation is that the H(e)NB clock is in synchable to securely be synchronised with the MNO network clock. Thus the simplest solution, not requiring any additional security measure over the specified backhaul link security, is to tunnel the clock messages through the secure backhaul tunnel.

It is not proposed to leave some clock synch messages unprotected, as this introduces additional complexity. With respect to performance, it is not expected that the clock synch messages add remarkable resource requirements in SeGW and H(e)NB. With respect to backhaul link bandwidth (e.g. DSL line), there is no real difference if the clock synch messages are transferred inside or outside the backhaul tunnel.

Methods for clock synchronisation

It is not task of SA3 to define particular methods for clock synchronisation. This may be specified by other working groups in 3GPP, if seen necessary by them.

Also the provisioning of clock server name is a OAM topic, and not a SA3 topic. Thus the related editor’s note of the original proposal is deleted.

Local clock

The only currently known requirement for a local clock which arises from security reasons is that for certificate validation check the current time is needed. This topic is until now not clarified to the following extent:
- which threats and risks arise from incorrect time settings? This will also depend on the future specification of certificate handling.
- which methods are available for secure local time? Please remember, that e.g. a TrE does not contain automatically a battery, and thus all existing descriptions in the TR 33.820 do not address the topic. Thus it must be postponed to later meetings, and therefore an editor’s note is added.
- after clarification of the above a trade-off between risks and expenses/effort can be decided by SA3.

Any other requirements for correct clock setting in H(e)NB e.g. coming from other working groups are not yet known, and therefore also not accessible for threat and risk analysis.

Proposal

Thus it is proposed to specify exactly one mechanism for clock message protection as mandatory to implement. Any other mechanism may be implemented additionally on a proprietary basis if wanted by some vendor.

The following proposal is against TS 33.xyz v0.0.0. It re-uses some of the text as proposed by Huawei/ZTE.
</comment NSN>
2. Proposed pCR

************************************ start of first change ************************************
5.3 Other security features
The communication between time server and H(e)NB shall be provided with adequate protection.
************************************ end of first change ************************************
************************************ start of second change ************************************
6.4 Measures for Clock Protection

6.4.1 Clock Synchronization Security Mechanism for H(e)NB

The clock server shall be located behind the SeGW, the communication between the clock server and H(e)NB shall be protected by the secure backhaul link between H(e)NB and the SeGW. 
Editor’s Note: Current time is important for certificate validation on establishment of secure links (IKE and/or TLS). It is ffs, which exact requirements on local time arise from certificate handling. This applies both to initial contact and to connection to SeGW/HMS after each boot.



************************************ end of second change ************************************
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