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1. Introduction 

The security concept for E-UTRAN is based on security contexts at the NAS and the AS levels. These security contexts are used, modified and synchronized by several procedures.
2. Discussion

Rules may be needed on allowing or disallowing procedures relevant to key handling to run concurrently. 
One example to consider is a potential conflict between the NAS SMC procedure and the INITIAL CONTEXT SETUP procedure. Assume the UE is in idle mode, and the MME wants to establish a new NAS security context by using the NAS SMC procedure, e.g. in order to take a stored native security context in use. When the UE now goes from IDLE to CONNECTED mode and the MME sends an Initial Context Setup Request before having received the NAS SM Complete message, the UE behaviour becomes unpredictable from MME and eNB points of view, because a) the AS SM Command may arrive at the UE before or after the NAS SM Command, and b) no eKSI is signalled at the AS level. Consequently, the UE will derive the AS security context from the old or the new KASME, depending on the outcome of a race condition.
Similar problems may arise when the NAS SMC procedure is run concurrently with one of the following messages:

· S1AP UE CONTEXT MODIFICATION 

· S1AP HANDOVER RESOURCE ALLOCATION

· S10 FORWARD RELOCATION 

· S1AP PATH SWITCH REQUEST ACKNOWLEDGE 
It is not claimed that the above examples provide an exhaustive list of potentially problematic cases.
3. Conclusion
It is proposed to discuss potential problems arising from the concurrent run of procedures relevant to key handling inside and between 3GPP companies with the aim to provide CRs in the appropriate WGs before the June meeting of SA, if required. TS 33.401 may be an appropriate place to document any rules for handling concurrency as procedures running concurrently may be under the responsibility of different stage 3 WGs. But the documentation in other specs is not ruled out at this point in time. 






















































