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1. Introduction

In S3-090471, Huawei and ZTE proposed to copy and insert the text in the TR 33.820 regarding Access Control Mechanisms into the section 8 of TS 33.xyz. 

In general InterDigital supportsthe contents of this pCR but we also have several comments and suggested changes that we hope more clearly specify the role of some of the existing referenced methods for the Access Control Mechanism for the H(e)NB TrE. 

We also propose to add some new text that specify the requirement to protect the integrity of the CSG list and the Access Control Mechanism functionality of the H(e)NB using the TrE and the device validation procedure. 

2. Proposed pCR

************************************ start of first change ************************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1] 3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.

[x] 3GPP TS 25.467: “UTRAN architecture for 3G Home NodeB; Stage 2”

[y] 3GPP TS 24.301: “Technical Specification Group Core Network and Terminals;Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3”
************************************ end of first change ************************************
************************************ start of second change ************************************
5.3 Other security features
Access control shall be performed when any UE accesses the H(e)NB.
************************************ end of second change ************************************
************************************ start of third change ************************************
8
Access Control Mechanisms for H(e)NB 

8.1 ACL for pre-R8 UE accessing to HNB
The access control mechanism for UE accessing to H(e)NB based on ACL (Access Control List) shall be  handled according to [X]. 
The ACL shall be securely stored, protected of its integrity and confidentiality, in the protected storage provided by the TrE of the H(e)NB. 
The H(e)NB shall provide functionality to verify the integrity of the internal functionality of the access control mechanisms using the ACL as part of the device validation procedure. 
8.2 CSG for H(e)NB
The access control mechanism for UE accessing to H(e)NB based on CSG concepts shall be handled as according to [X] and [y]. 
The CSG shall be securely stored, protected of its integrity and confidentiality, in the protected storage provided by the TrE of the H(e)NB. 

The H(e)NB shall provide functionality to verify the integrity of the internal functionality of the access control mechanisms using the CS as part of the device validation procedure. 
************************************ end of third change ************************************
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