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We propose to include the following text into the clause 7.x of TR 33.xxx “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)“. Clause 7 is entitled “Supporting Mechanisms and Solution Alternatives”. 
7.x.3.2 White List with Consent Mailbox

Figure 3 shows a SPIT/UC prevention scenario where a White List (WL) is combined with a Consent Mailbox (CMB). Compared to the ‘Simple Black List Scenario from chapter 7.x.3.1 a second telephone URI is needed for the Consent Mailbox. This URI is not visible to the caller. 
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Figure 3: White List with Consent Mailbox

A White List with Consent Mailbox can be achieved with Call Diversion on Originating Identity, sometimes also known as Selective Call Forwarding. 
If the caller matches a White List entry, he is put through to subscriber B. If however the caller doesn’t match a White List entry, he is re-directed to the Consent Mailbox. With that callers have the chance to convince subscriber B either to call them back or to put them on the White List. This procedure is called ‘getting consent’ and is one possibility how the introduction problem (how do I get on the White List?) can be solved. A disadvantage related to consent achievement by means of a Consent Mailbox is that legitimate users may not get immediate access to subscriber B in urgent cases.
Compared to the Black List, the White List provides a much better protection against SPIT/UC. It can not easily be circumvented by spoofing the originating identity. The disadvantage of a pure White List approach is usually that also legitimate callers, not being on the White List, are not able to reach subscriber B (introduction problem).
7.x.3.3 White List with Consent Mailbox, protected by a Black List

Figure 4 shows an enhancement of the ‘White List with Consent Mailbox’ scenario from chapter 7.x.3.2 that further improves the SPIT/UC protection for subscriber B.
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Figure 4: White List with Consent Mailbox, protected by a Black List
The basic functionality of the White List (WL) is the same as in chapter 7.x.3.2.
In the simple White List solution of chapter 7.x.3.2 already known SPITters are able to leave a message on the Consent Mailbox (CMB), thus causing nevertheless nuisance to subscriber B by forcing him to listen to these messages. This gap can be closed by protecting the Consent Mailbox with an additional Black List (BL), realized with Incoming Call Barring (ICB). Known SPITters, matching a Black List entry, are directly rejected with a denial announcement.
Optionally it is possible to activate ‘Anonymous Call Rejection (ACR)’ in front of the Consent Mailbox as protection against SPITters using the anonymity feature.

7.x.3.4 Sophisticated SPIT/UC Prevention Profile with Audio CAPTCHA

The text in this subclause shows by way of example, how standardized features like supplementary services, announcement and PIN entries transmitted by DTMF could be combined to enhance protection against UC. All these features and combinations have to be carefully balanced against usability requirements. In particular, the overriding of White Lists by having callees entering PINs or solve audio riddles may need to be carefully examined with respect to their suitability for widespread use in public telephone networks. It is difficult to imagine that any of these features would be mandated for use.   

Figure 5 shows a sophisticated SPIT/UC protection configuration with cascaded Supplementary Services that enables subscriber B to configure a rather complex SPIT/UC prevention profile.
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Figure 5: Sophisticated SPIT/UC Prevention Profile with Audio CAPTCHA
The Black List (BL) on the left side, realized with the Supplementary Service ‘Incoming Call Barring (ICB)’, rejects all matching numbers with a Denial Announcement thus protecting from known SPITters.

The Black List is followed by a White List (WL). Callers matching an entry on the White List are directly put through to subscriber B. While it is possible to circumvent a Black List by address spoofing, it is challenging to guess the entries of a White List. Therefore a White List is a strong protection for subscriber B.

As mentioned before (see chapter 7.x.3.2), a White List has the disadvantage that only callers matching the White List are able to reach subscriber B. As a consequence not only SPITters but also many legitimate users may be excluded. This problem (how do I get on the White List?) is usually called the introduction problem. The approach to solve this problem is called consent-based communication.

Incoming Call Barring can be easily enhanced by a feature that exists in many voice applications today and allows overriding of the White List by entering a PIN. Therefore a user not matching the White List is asked by an announcement to enter the PIN. The PIN, entered by means of the telephone keypad, is then compared to the expected PIN and the caller is put through to subscriber B if the PIN is correct. If not, the caller is forwarded to a so called Consent Mailbox (CMB). This Consent Mailbox can be either at user’s site or it can be a network-based mailbox. This mailbox performs now an automated Turing Test, a so called audio CAPTCHA (Completely Automated Public Turing test to tell Computers and Humans Apart) to prevent subscriber B from being called by SPIT/UC automata. The consent mailbox asks the caller a riddle where the solution of the riddle is the required PIN. This riddle can usually only be solved by a human and not by SPIT/UC automata. As every subscriber is able to create his personal audio riddle, it is not so easy to circumvent this Turing test, as the question has really to be understood and solved. If a human caller is able to solve the Turing test, he now possesses the PIN and is able to immediately call subscriber B again and will be put through after entering the correct PIN. This second call causes maybe additional cost plus additional time and therefore this SPIT/UC prevention scenario contains also elements of a grey list whose functionality is based on human behavior. It doesn’t protect from human SPITters, but as the procedure is cost and time consuming, it is usually not paying for a SPITter with commercial interest. In case that a human SPITter has overcome all these hurdles and nevertheless reaches subscriber B, he can be put on the Black List if not calling anonymously, and is then blocked at the next call attempt. If the call is not urgent, another possibility to get consent with subscriber B is to leave a message on the consent mailbox after the Turing test is played in order to convince him to either call back or to put him on the White List.
The sophisticated SPIT/UC prevention scenario provides optionally some additional features as indicated by the yellow boxes with the dotted lines in figure 5. They can be enabled on demand. 

Anonymous Call Rejection (ACR) can be enabled if subscriber B generally wants to exclude anonymous callers. This can be an effective measure as commercial SPITters often use the anonymity feature whether allowed by legislation or not.

Do Not Disturb (DND) allows to occasionally block all external callers if subscriber B doesn’t like to be interrupted, e.g. during a football match.

Call Diversion on Originating Identity with Time-of-Day feature (CD_OI ToD) is a very powerful Supplementary Service enhancement providing Black- and White Lists (selectable by user) that can be additionally combined with time tables. This service can be used to further restrict the White List (based on Incoming Call Barring) in a time dependent way, e.g.

· to further restrict the ICB White List during night time,
· to forward calls on the mobile on weekends,
· to forward calls to the office during office time.
7.x.3.5 SPIT/UC Feedback by User Based on Key Pad Entries in the Phone
Similar to what was said at the beginning of the preceding subclause, the features described here have to be carefully balanced against usability requirements, and should be optional.

For this feature, the user gives feedback to the network by entering digits on the key pad of his phone. In analogue telephones, this feature is realized using DTMF signaling. But also mobile or SIP phones provide features emulating the DTMF feedback.
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Figure 6: DTMF Based SPIT/UC Feedback
Figure 6 shows how DTMF-based signaling can be used to provide a SPIT/UC user feedback.
Either a new Supplementary Service or the enhancement of existing Supplementary Services could be used to provide a SPIT/UC feedback possibility, based on the use of the phone’s key pad. The SPIT/UC victim indicates by a specific key sequence either during or after the call that he/she perceived nuisance by SPIT/UC.
This SPIT/UC feedback can be used in two ways:

1. Automated Personal Black Listing
DTMF based SPIT/UC feedback provides an easy solution for a user to put the number of a caller, perceived as SPIT/UC, on the personal Black List. In case of network supported user self protection the personal Black List is located inside the network.
If a signaling based feedback solution is not available, then the feedback for the user is more troublesome. Other feedback channels, partly also used today are e.g.
  - calling the customer care center
  - writing a SMS or a mail to the customer care center
  - self administration of the personal Black List via an operator web interface
2. Input for a Reputation System
The SPIT/UC related feedback can additionally be provided as input for a network based reputation system. Only a system, gathering the SPIT/UC feedback from multiple users, is able to create an aggregated view of a caller’s behavior regarding SPIT/UC. 


























































































3GPP

SA WG3 TD


