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1
Introduction
For e2m media plane security it has been proposed to terminate the media plane security in the IMS Access GW and have the control in the P-CSCF/ALG, see S3-090490. In this contribution we discuss requirements on the interface between the P-CSCF/ALG and the IMS Access GW.
2
Analysis
2.1 
Architecture

In figure 1 the reference architecture for e2m media plane security is depicted. The P-CSCF/ALG controls the IMS Access GW over the Iq reference point, see TS 33.228 Annex G3. 
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Figure 1. Reference architecture for e2m media plane security

It shall be possible to terminate/initiate media plane security for different transport protocols in the IMS Access GW.  Currently it is only required to provide media plane security for RTP and TCP, i.e. it shall be possible to set up SRTP and PSK-TLS for the media plane. 

2.2
Processing in the P-CSCF

When a P-CSCF receives a session initiation offer from a UE over Gm, carrying an offer for e2m media plane security the P-CSCF/ALG shall anchor the media in the IMS access gateway to terminate the media plane security. The P-CSCF/ALG shall extract the information relevant for the security set-up from the offer. The offer shall be updated with the anchored information from the IMS access gateway (by updating the SDP part). The information carried in the SDP part of the offer is in principle part of the security context which is to be installed in the IMS Access GW for control of the media plane security. This security context information has to be appropriately coded for transfer over the Iq reference point.
The media plane security contexts to consider are for SRTP and PSK-TLS. In both cases key management will provide a pre-shared key upon which the security functionality will be based. 

For SRTP the security context extracted in the P-CSCF/ALG will in principle have to define all parameters needed to set up a SRTP session. The complete list of key management parameters in the original SRTP specification is given in section 8.2 in RFC 3711. Profiling of SRTP may limit the number of parameters used and their ranges. Note however, that new transforms and key derivation function can and have been defined. This implies that means for accommodation of new parameters in the signaling over Iq will be required. 
The situation is similar for PSK-TLS. Here the main parameters to transfer would be the pre-shared master key, a PSK identity and allowed cipher suites. The exact parameters are ffs.
2.3 
Stage 2 description/requirements 

The description below is in addition to the description in TS 23.228 and contains an initial set of requirements
2.3.1 
Required functions of the P‑CSCF

When supporting IMS e2m media plane security for a UE the P‑CSCF may include the IMS-ALG function that is defined in Annex I of TS 23.228. The following functions shall be performed in the P‑CSCF:

1)
The P‑CSCF shall be able to recognize that the UE requests e2m media plane security.
2)
The IMS-ALG function in the P‑CSCF shall control the IMS Access Gateway, e.g. anchor the media in the access gateway and request set-up of media plane security from the IMS Access Gateway, and shall perform the necessary changes of the SDP parameters.

3)
The IMS-ALG function in the P‑CSCF shall perform any necessary changes of headers in SIP messages. 

2.3.2
Required functions of the IMS Access Gateway

The required functions of the IMS Access Gateway for media plane security are the following:

1)
It initiates and terminates media plane security according to the requests coming from the IMS-ALG function of the P‑CSCF.

2)
It ensures proper encryption/decryption and integrity protection generation and verification of media packets/traffic coming from or going to the UE.

3)
The IMS Access Gateway provides media plane security for RTP and TCP media traffic.

3.3.3
Iq reference point

The Iq reference point is between the P‑CSCF and the IMS Access Gateway. It conveys the necessary information that is needed to set-up/terminate media plane security, and anchor the media. 

The reference point shall allow information passing for 

1) SRTP according to (a possibly profiled) RFC 3711. Clause 8.2 in RFC 3711 lists all key management parameters. 

2) PSK-TLS according to  a possibly profiled RFC 4279
The reference point shall allow for extensions in information passing for already specified security protocols  as well as for addition of new ones.  

4
Proposal
It is proposed that the architecture described in clause 2.1 and the requirements in 2.3 are integrated into the TS on IMS media plane security.
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