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	1st Modified Section


7.5.2.X validation based on policy
This section describes a mechanism that takes advantage of both trusted boot and secure boot with adequate consideration on how the operator’s policy applies.
The policy may be divided into two separate parts:

1. Part 1, the locally stored policy in HeNB that rules what measurements should be checked locally by the TrE in the H(e)NB and which of these measurements or data that captures the integrity check made by the TrE about these measurements should be sent to the network; 

2. Part 2, the network stored policy that describes how to use the validation results (locally or remotely) and how to make access control decisions, e.g. re-boot, limit access, network isolation or repair online.  

The operator is responsible for the policy generation, configuration, update and distribution. Usually the original copy of the policy is stored and maintained in the core network.

The network verifier could be the SeGW or AAA server or an independent Platform Validation Entity (PVE). If the SeGW receives the HeNB validation messages, it can handle them itself or forward the messages to the entity that has the ability to verify the integrity of H(e)NB (i.e. PVE or AAA server)

The process of performing validation based on policy is described below:

Stage 1. Execute a secure boot process STEP by STEP according to the locally pre-configured policy provided by the network.
E.g. the critical core code needs to be checked with the expected value. Only those definitely necessary checks take place at this time, e.g. BIOS, OS loader,(except for those influence the flexibility). It can be reduced the possibility of boot failure while maintaining the necessary boot security to apply local policy to restrict the amount of check values, or to limit the scope and the specific items to be checked during the boot procedure,

Stage 2. H(e)NB executes the local part of trust boot process. Additional components are loaded one by one according to the locally pre-configured policy provided by the network.
· Firstly, TrE records and stores actual measurements when components are loaded one by one. Do not validate until the end of boot process.

· Secondly, based on locally stored policy, the measurement items are classified to two types: 1) Type 1, for local validation. 2) Type 2, for network validation. 

For the type 1 measurements, TrE uses pre-stored check-values to validate integrity in the H(e)NB and obtains the local validation result .Then it stores the validation result for network check; For the Type 2 measurements, TrE collects and gets ready (i.e. TrE signs the data) for sending to network verifier for further validation.

Notes: If local validation succeeds, the success result is reported to the network. Otherwise, TrE reports the failure reason to inform the network. The signed data contains two parts: type1 local validation result and the type2 measurements.

Stage 3. Network executes remote validation to complete the trust boot process. 

· At the end of boot procedure, the TrE sends a signed status message to the network, including the Type 1 local validation result and Type 2 measurements.
· The network verifier analyzes and assesses the two parts . As to the actual measurement values, it compares them with the expected check-values stored in the network and obtained a remote validation result; 

· Network makes a H(e)NB access control decision according to the validation results (locally and remotely) and the network stored policy. Based on the two assess results, the core network determines whether H(e)NB is allowed to continue the access procedure, or whether H(e)NB is compromised and needs to be isolated or needs to be repaired by OAM. 
The policy update and re-validation process may also happen periodically or event-initiated when the H(e)NB has been in active status. Also, OAM and software update may also apply in this stage.

	End of modifications
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