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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.

In this contribution, we give a new security framework for HNB authentication, IPSEC key negotiation and integrity protection. .we kindly ask SA3 to take it account.
2
References

(Reference - in list form - should be made to previous SA3/3GPP/etc. documents.)

3
Rationale

(with bullet points, the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

For my understanding, the basic security problem of HNB security is HNB authentication, IPSEC key negotiation, as well as the HNB integrity protection. HPM authentication can be considered as a kind of HNB integrity. Based this assumption, we modify the architecture given in 33.820 and put forward a new security framework for HNB.
The following chart gives the new framework.
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In this chart, a new entity was introduced, it is EIMC(equipment integrity management center).

EAP-AKA was running at channel 1, during EAP-AKA procedure, HNB authentication and IPSec key negotiation was implemented. It is discribed clearly in 33.820.

HNB intregrity was verified at channel 2. The detailed method to verify software integrity is discribed in annex A.2 in 33.820, The detail method to verify hardware integrity is discribed in contribution S3-090478, 

Because HPM authentication is not mandatory, and we don’t think that we need HPM authentication any more. By the above framework, we can consider the HPM as a hardware module of H(e)NB,  the security of it can be done by verifying the HNB hardware integrity, and it is easy to expand. Considering the expansibility, it is more efficient than using HPM id in EAP-AKA procedure, because a right HPM ID don’t mean a secure HPM. If some security feature was added in HPM, it isn’t easy to modify the security procedure of EAP-AKA, however, it is very easy to  adjust it in the hardware integrity procedure.

4
Detailed proposal

According to the above analysis, we kindly ask SA3 to take the framework into account and accept it as the candidate solution for HNB security architecture.



_1298655892.vsd
�

S(e)GW�

EIMC


HLR/HSS�

HNB�

OAM Server�

1


1


2


2


2



