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1. Introduction

This contribution proposes to restructure the Table of Content of the TS. In particular the mechanisms for location locking are grouped under Security Aspects of H(e)NB Management, and not as Security Procedures between H(e)NB and Security GW.
2. Background
In the ToC as given in v0.0.0 of the TS Location Locking is a sub-clause in the section of procedures between H(e)NB and SeGW. This somehow conflicts with the goals the SeGW has to fulfil in the architecture.

Currently the task for the SeGW is seen to cater for security of the backhaul link of the H(e)NB and for admission (IP connectivity) of the H(e)NB to the core network. The SeGW is not involved in any mechanisms used for management of the H(e)NB itself, and also not for registration of the H(e)NB to Radio Level functionality.

On the other hand, location locking is tightly bound to the configuration of the H(e)NB and thus an HMS task. This is specified by SA5 in various procedures in section 5 of TS 32.583, which include location information.
In addition, the current ToC contains a sub-clause on “TLS between H(e)NB and OAM server”. This TLS tunnel, besides being conveyed inside the IPsec tunnel to SeGW, may also be established directly with the HMS. This is specified in TS 32.583. Here no SeGW is involved, but the location has to be checked by HMS to provide the H(e)NB with correct configuration (cf. also the related requirements in TS 32.581). Thus in this case location check is clearly a task of the HMS, and not of the SeGW.
The following therefore proposes to introduce a new main clause on “Security Aspects of H(e)NB Management”, and to put the location locking mechanisms as sub-clause into this clause. Besides it is proposed to put the existing clauses on Access Control and OAM backhaul security also as sub-clauses into this proposed clause on management topics. This clause can then also take up any further topics which are seen to be related to security of H(e)NB management.
In addition to the above change, the name “OAM server” was changed to the term “HMS” as used by SA5 in 32.581 and 32.583.

3. pCR

The following pCR is against 3GPP TS 33.xyz V0.0.0 (2009-01).
**************************** start of change ************************************

8.
Security Aspects of H(e)NB Management

8.1
Location Locking

8.2
Access Control Mechanisms for H(e)NB 

8.2.1
ACL for pre-R8 UE accessing to HNB

8.2.2
CSG for H(e)NB

8.3
Security Mechanisms for HMS connection of H(e)NB 

8.3.1
IPsec tunnel between H(e)NB and SeGW

8.3.2
TLS between H(e)NB and HMS
9
Security Aspects of Emergency Call Handling 

**************************** end of change ***********************************
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