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1. Introduction

H(e)NB Security TR 33.820 includes description related to device authentication and Hosting party authentication. In this document we first collect the descriptions already included in the TR and then propose to include the agreed part of the descriptions into TS 33.xyz. 

In TR 33.820, Section 7.1 makes the H(e)NB Authentication Principle, Section 8.1 makes some conclusion of H(e)NB Authentication and Section 7.6 makes the certificate-based and EAP-AKA-based Authentication Implementation Options. We propose to adopt the descriptions about device authentication based on certificate in these sections into Section 5.2 “Device Authentication” of the TS. We also propose to adopt the descriptions about Hosting party authentication based on EAP-AKA in these sections into the TS, it is suggest to add an new section of Hosting Party Authentication into TS 33.xyz since there has no this section in the TS.
It is proposed that SA3 agrees with the text in the following pCR into the TS. 
2. Proposed pCR
************************************ start of first change ************************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1] 3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.
[x]  3GPP TS 33.310: “Network Domain Security (NDS); Authentication Framework (AF)”.
[y]  IETF RFC 4945: “The Internet IP Security PKI Profile of IKEv1/ISAKMP, IKEv2, and PKIX”, Aug 2007
[z]  3GPP TS 23.003: “Technical Specification Group Core Network and Terminals; Numbering, addressing and identification”
************************************ end of first change ************************************
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5
Security Features 

5.1 Secure Storage and Execution

5.1.1 Hosting Party Module

5.1.2 Trusted Environment (TrE) 

5.2 Device Authentication
The device authentication is mandatory for H(e)NB, it is the mutual authentication of H(e)NB device and the operator’s network. 
The certificate-based authentication solution coupled with a hardware-based Trusted Environment shall be used for device authentication. The credentials and critical security functions for device authentication shall be protected inside a TRE that is securely integrated into the H(e)NB.

Editor’s note: The term “hardware based” may need to be further clarified.
The device authentication shall be securely bound to device integrity validation. At power up, the H(e)NB validation should precede device authentication. 
NOTE 1: For pre-Release 9 H(e)NB, it is acknowledged that device authentication solutions can exist, e.g.    EAP-AKA based or certificate based authentication, which can offer an acceptable security level prior to Release 9 compliant solutions becoming available.
NOTE 2: If a hardware-based Trusted Environment turns out to be not feasible for certificate based device authentication and device integrity validation, then an EAP-AKA based solution based on an embedded UICC could be re-considered for device authentication providing that a mechanism can be provided to bind the EAP-AKA based authentication to the device integrity validation.
The certificate-based device authentication shall have the following parts:

-  The H(e)NB shall be provisioned with a device certificate. This device certificate allows the authentication of the H(e)NB by the SeGW (and thus the operator network).
-
A H(e)NB device identity server shall be available in the core network to manages a whitelist holding the information about valid device identities of H(e)NBs.
-
The certificate management shall cover cases of authorized changes of H(e)NB owner or operator, compromise of certificates and certificate lifetime management. 

NOTE 3: It is FFS how to handle the certificate management.
-
A globally unique, Fully Qualified Domain Name (FQDN) formatted identifier shall be used for certificate based device authentication. The identifier shall be in alignment with TS33.310 [x], clauses 6.1.3b and 6.1.3, RFC4945 [y] section 5.1.3.6, and TS 23.003 [z] section 19.4.2.
5.3 Hosting Party Authentication
The hosting party authentication is optional performed by the operator’s network.

An EAP-AKA based method shall be used for hosting party authentication, which can be combined with the certificate-based device authentication. 

The hosting party authentication shall be performed in two ways:

-  The authentication of the hosting party is based on credentials contained in a separate Hosting Party Module (HPM) in H(e)NB. This authentication is performed as additional step over device authentication.

-  The authentication of the hosting party is bundled with the device authentication, i.e. there is no additional authentication step after device authentication.
The EAP-AKA based hosting party authentication shall have the following parts:
-
An AKA credential shall be stored in HPM enabling to use EAP-AKA. The SeGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server to retrieves an authentication vector from AuC via HSS/HLR. 
-
A globally unique identifier formatted like an IMSI shall be used for EAP-AKA based authentication. These IMSIs have to be marked in HLR/HSS as used for H(e)NBs, e.g. by allocating dedicated ranges or by adding specific attributes.
NOTE: The implementation of the related HLR/HSS entry is out of scope of this document.

5.4 Other security features

************************************ end of second change ************************************
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