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1. Overall Description:

RAN3 would like to inform about how the transfer of UE Security Capabilities to target eNB at S1 handover is implemented in S1AP specification and ask SA3 to take this solution into account. 
RAN3 has included transfer of UE Security Capabilities from MME to eNB in Initial Context Setup Request and in Handover Request S1 messages and further in X2 from source eNB to target eNB in Handover Request message. The UE Security Capabilities is directly included as an IE in the messages. For S1 handover the source to target transparent container is not used for forwarding the UE Security Capabilities from source eNB to target eNB, instead the target MME provides this information directly to the target eNB.
In 33.401 SA3 have based some requirements on the assumption that during intra LTE S1 handover the UE Security Capabilities is sent to the target eNB in the Source eNB to Target eNB Transparent Container, i.e.  MME is not involved in the forwarding of UE Security Capabilities to the target eNB.  Hence there is a risk for "bidding down attacks" of the UE Security Capabilities. SA3 has specified the following requirement in 33.401:
“In the handover notify message, the target eNB shall send the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.”

As S1AP protocol now specifies that the target MME provides the UE Security Capabilities to the target eNB directly in HANDOVER REQUEST message, the above requirement is no longer needed -  obviously there is no point in sending an IE just received from the MME back to the same MME.
2. Actions:

To SA3 group.

ACTION: 
RAN3 asks SA3 group to take the above information into account and based on the provided information of stage 3 implementation reconsider the requirement on inclusion of UE Security Capabilities in the Handover Notify message.
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