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1 Decision requested

The aim of this contribution is to clarify in TR 33.820 that it is recommended that Hosting Party authentication implementation is mandated in SEGW, core network and H(e)NB and the HPM-H(e)NB interface is mandated to implement in the H(e)NB. 
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Rationale

TR 33.820 does not provide any recommendation regarding the implementation of the Hosting Party authentication in  H(e)NB, SEGW and core network. 

Proposals were presented during Florence SA3#53 meeting in contributions S3-090158 and S3-090204. The contributions were noted due to lack of consensus. There was a certain consensus to recommend that the Hosting Party authentication is mandatory to implement in SEGW and core network. But, there was no consensus regarding the implementation of the Hosting Party authentication in the H(e)NB. 
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Detailed proposal

Implementation of Hosting Party authentication in the SEGW and core network. 

During Florence SA3#53 meeting, there was a consensus to recommend that the Hosting Party authentication is mandatory to implement in the SEGW and core network. 

Implementation of Hosting Party authentication in the H(e)NB. 

In order to determine which recommendation should be proposed for the implementation of the Hosting Party authentication in the H(e)NB, we are considering the following aspects: 

Flexibility 
If the implementation of the Hosting Party Authentication and the HPM-H(e)NB are optional then a H(e)NB without Hosting Party authentication capabilities can be provided to the Hosting Party if the operator wants device authentication only for this user. In this scenario, the operator cannot add later Hosting Party authentication with the existing H(e)NB. The operator is obliged to change the H(e)NB if he wants to add Hosting Party authentication for security reasons or because the Hosting Party moved to a specific type of subscription requiring Hosting Party authentication.  

If the implementation of the Hosting Parting Authentication and the HPM-H(e)NB are mandatory in the H(e)NB then the operator can decide to perform Hosting Party Authentication when he wants, independently from the H(e)NB capabilities. The operator provides a Hosting Party Module to the Hosting Party but without changing the H(e)NB. Moreover, not changing the H(e)NB is user friendly. The Hosting Party is not obliged to replace his H(e)NB and reconfigure the new one, he only needs to insert the Hosting Party Module provided by the operator. 

Technical feasibility

The implementation of the Hosting Party Authentication requires the presence of an HPM-H(e)NB interface. Different types of interfaces could be foreseen: standard serial interface (with external slot or internal slot as available in ME) , or USB interface (classical USB or USB Interchip). 

The availability of HPM-H(e)NB interface on a H(e)NB is realistic. Several femtocell manufacturers already propose femtocell with smart card slot and (U)SIM-based authentication. 

Costs 

If the implementation of the Hosting Party authentication in the H(e)NB is mandatory then a HPM-H(e)NB interface is required on all H(e)NBs. The cost of this interface could be less expensive than having to manage different production lines in H(e)NB factories (one for H(e)NB with HPM interface and one for H(e)NB without HPM interface), and manage different types of H(e)NB associated to the Hosting Party. 

Moreover, the cost of the HPM-H(e)NB interface has to be compared to the price of a new H(e)NB and associated logistics if the operator has to replace the H(e)NB on the field because the operator decides to add Hosting Party authentication while the H(e)NB on the field does not implement it. 

Conclusion

Mandatory implementation of the Hosting Party authentication and the HPM-H(e)NB interface in H(e)NB enables the operator to perform Hosting Party authentication when he wants, without requiring the change of H(e)NB on the field because the H(e)NB does not support Hosting Party Authentication. 

Consequently, we recommend that the Hosting Party authentication and the HPM-H(e)NB interface are mandatory to implement in the H(e)NB. 
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Conclusion

We kindly ask SA3 

· To agree that it is recommended that the Hosting Party Authentication is mandatory to implement in SEGW, core network and H(e)NB, and the HPM-H(e)NB interface is mandated to implement in th H(e)NB.

· To review and agree companion CR to TR 33.820: S3-090569.
