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***********************Change Starts********************

7.2.9
Key-change-on-the fly

7.2.9.1
General

Key-change-on-the fly consists of re-keying or key-refresh.

Key refresh shall be possible for KeNB , KRRC-enc, KRRC-int , and KUP-enc  and shall be initiated by the eNB when the PDCP COUNTs are about to wrap around. The procedure is described in clause 7.2.9.3.

Re-keying shall be possible for the KeNB , KRRC-enc, KRRC-int , and KUP-enc  . This re-keying shall be initiated by the MME when an EPS AS security context different from the currently active one shall be activated. The procedures for doing this are described in clause 7.2.9.2.

Re-keying shall be possible for KNAS-enc and KNAS-int. Re-keying of KNAS-enc and KNAS-int shall be initiated by the MME when a NAS EPS security context different from the currently active one shall be activated. The procedures for doing this are described in clause 7.2.9.4. 

Re-keying of the entire EPS key hierarchy including KASME shall be achieved by first re-keying KASME, thenKNAS-enc and KNAS-int, followed by re-keying of the KeNB and derived keys. For NAS key change-on-on-the fly, activation of NAS keys is accomplished by a NAS SMC procedure. 

When the KeNB re-keying is performed, the eNB and UE shall delete the stored {NH, NCC} if any after the new KeNB is derived from KASME and NAS COUNT. 
AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key changes on-the-fly shall be possible: local KeNB refresh (performed when PDCP COUNTs are about to wrap around), KeNB re-keying performed after an AKA run, activation of a native context after handover from UTRAN or GERAN.

The AS key-change-on-the fly procedure consists of a roundtrip of messages between eNB and UE, eNB sends the RRC Connection Reconfiguration message to the UE and the UE replies with the RRC Connection Reconfiguration complete message. See figure 7.2.9.1-1:
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            Figure 7.2.9.1-1 RRC Connection Reconfiguration procedure for key-change-on-the fly
The RRC Connection Reconfiguration message from eNB to UE shall be encrypted and integrity protected by the current AS security context, eNB shall start using new keys  to RRC downlink ciphering and integrity protection and uplink deciphering and integrity verification  after sending RRC Connection Reconfiguration. 

UE using current keys to decipher and integrity verify the RRC Connection Reconfiguration message，if successful, UE shall start using new keys to decipher and integrity verify  the following downlink RRC message, and shall start using new keys to cipher and integrity protect the flowing uplink RRC messages. UE shall send the RRC Connection Reconfiguration Complete message to eNB protected by the new keys.
For UP ciphering/deciphering, UE shall start using new key after sending RRC Connection Reconfiguration Complete and eNB shall start using new key after receiving RRC Connection Reconfiguration Complete. 
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