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1. Introduction
In S3-090485, Huawei proposed a CR to section 7.2.2.3 of the TR 33.820 v1.3.0, that attempts to clarify the various contexts of H(e)NB authentication (e.g. initial authentication, vs. re-authentication).
In general InterDigital supports the contents of this pCR but we felt that the CR needed some significant editorial clarifications and also some content modifications. 
Several comments and suggested changes are thus provided, using a Commenting pCR format for the submission of this document. 
The changes we propose, on top of Huawei’s proposed change of the text from the TR, are marked with a different color than the one used by Huawe, which is visible and distinguishable. 
2. Commenting pCR part begins here


3GPP TSG-SA3 (Security)	S3-09abcd
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	CR-Form-v9.4

	CHANGE REQUEST

	

	
	33.820
	CR
	CRNum
		rev	Comment by Explanation of field: 
 Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.
	-
		Current version:	Comment by Explanation of field: 
 Enter the revision number of the CR here. If it is the first version, use a "-".
	1.3.0
		Comment by Explanation of field: 
 Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to  http://www.3gpp.org/specs/specs.htm.

	

	For HELP on using this form look at the pop-up text over the  symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.	Comment by Explanation of field: 
 For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.

	



	Proposed change affects:		Comment by Explanation of field: 
 Mark one or more of the boxes with an X.
	UICC apps	Comment by Explanation of field: 
 SIM / USIM / ISIM applications.
	
	ME
	
	Radio Access Network
	X
	Core Network
	X



	

	Title:		Comment by Explanation of field: 
 Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".
	CR to section 7.2.2.3 H(e)NB Authentication

	
	

	Source to WG:		Comment by Explanation of field: One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.
	Huawei Technologies

	Source to TSG:		Comment by Explanation of field: For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where 
	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; 

	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". 
Examples: "C4", "R5", "G3new", "SP".
	SA3

	
	

	Work item code:		Comment by Explanation of field: 
 Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See 
http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm .
	FS_HNB_Sec
	
	Date: 	Comment by Explanation of field: 
 Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.
	11/03/2009

	
	
	
	
	

	Category:		Comment by Explanation of field: 
 Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report 21.900 "TSG working methods".
	C
	
	Release: 	Comment by Explanation of field: 
 Enter a single release code from the list below.
	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99	(Release 1999)
Rel-4	(Release 4)
Rel-5	(Release 5)
Rel-6	(Release 6)
Rel-7	(Release 7)
Rel-8	(Release 8)
Rel-9	(Release 9)

	
	

	Reason for change:		Comment by Explanation of field: 
 Enter text which explains why the change is necessary.
	It is proposed that the term explanation listed in this contribution is included in the TR, and hence the corresponding editor’s note be deleted.

	
	

	Summary of change:		Comment by Explanation of field: 
 Enter text which describes the most important components of the change. i.e. How the change is made.
	Following the last meeting conclusion, A clarification is given here about the definition of all authentication terms in section 7.2.2.3 H(e)NB Authentication.

	
	

	Consequences if 	
not approved:	Comment by Explanation of field: 
 Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.
	

	
	

	Clauses affected:		Comment by Explanation of field: 
 Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).
	7.2.2.3

	
	

	
	Y
	N
	
	

	Other specs		Comment by Explanation of field: 
 Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.
	
	X
	 Other core specifications		Comment by Explanation of field: 
 List here the specifications which are affected or the CRs which are linked.
	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:		Comment by Explanation of field: 
 Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.
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	1st Modified Section


7.2.2.3	H(e)NB Authentication  
H(e)NB authentication consists of:
1. H(e)NB identity authentication;
It This refers to device authentication, which is described in section 7.6.2.
2. TrE identity authentication;
Section 7.2.1.1 (Trusted Environment: General) proposes a requirement for a TrE to securely authenticate its identity to core network, so thatcan validate a TrE_ID as being that of a valid, issued, TrE and hence H(e)NB.
In cases where the TrE securely stores the H(e)NB_ID and uses it to represent itself as well as the H(e)NB; that is, if H(e)NB_ID serves as both the ID of the H(e)NB and the ID of the TrE, then the device authentication procedure effectively performs authentication of both the H(e)NB ID and the TrE_ID, and there is no need to perform a separate step for TrE ID authentication.
Although the H(e)NB_ID can be chosen as the Identity of the TrE itself, there is still a valid case in which the TrE has its own separate identity to identify it uniquely. .
Editor’s Note:  The current device authentication procedure description in section  does not consider the case where the TrE_ID needs to be separately authenticated from authentication of the H(e)NB_ID. Procedures for this case are FFS. 	Comment by Mike Meyerstein: It’s an Ed’s note, as there is a “FFS” in it

3. H(e)NB device identity and TrE identity logical binding;	Comment by Mike Meyerstein: It’s only a weak binding, unless the H(e)NB ID is stored securely and there is a secure channel between that and the TrE.
This refers to use of a unique TrE identity (TrE_ID) which is logically linked to a separate H(e)NB identity. In this case, the core network should store this binding relationship in advance. According to the pre-stored records, the core network can validate whether the new received IDs match in the authentication procedure.
4. The H(e)NB integrity validerification
This refers to the H(e)NB validation, more specifically, it refers to either verification of the signaling message that H(e)NB may send to the SeGW regarding the outcome or an aspect of a Semi-Autonomous Validation it has performed, as described in section .4, or the remote validation described in section 7.5.2.3

NOTE 1: the H(e)NB identity and the TrE identity can be used interchangeable when needed.
NOTE 2: the authentication we described here is for some specific scenarios when TrE has a separate identity. Whether it can be optimized depends on the specific policy of the operator.

There could be two broad categories of H(e)NB authentication scenarios:
1. Initial authentication
1. Re-authentication.
Initial authentication refers to the authentication that the H(e)NB performs to connect to the core network for the first time after the H(e)NB is delivered to the hosting party. In initial authentication, the four above a)b)c)d) steps and a related authentication are needed. After the above steps are completed, the authentication data that relates to the customization (such as H(e)NB location and Access Control List) will be downloaded and stored in the TrE securely. Because these data cannot be provided before the H(e)NB is ordered by the hosting party, it is necessary to securely access them online and then provision them into the TrE in a secure way.
During the H(e)NB initial authentication, the following are executed: the H(e)NB identity and TrE identity authentication, authentication of the binding relationship between H(e)NB device identity and TrE identity, the H(e)NB platform integrity verification, and any other H(e)NB related authentication/verification (such as HPM authentication, H(e)NB Location verification and UE authentication). When the last category of H(e)NB related authentication is successfully performed, the authentication data from these H(e)NB related authentication will be downloaded and stored in the TrE securely.
A H(e)NB related authentication/verification (e.g., HPM authentication, H(e)NB Location verification and UE authentication, etc) does not make use of pre-provisioned credentials, unlike in the case of the authentication of the H(e)NB or TrE identities. The related authentication may include H(e)NB Location verification and so on. These authentication data (i.e. the criterion)  generated and only stored in the core network at first.

During the H(e)NB re-authentication, the authentication process is similar to the initial authentication except for the fact that  the H(e)NB-related authentication isthe H(e)NB related authenticationis performed by the TrE, b ecause the TrE has against the authentication data it stored the authentication data as a result of the initial authentication.authentication.  According to the data , the TrE can complete the related authentication.
Editor’s Note: Inclusion of this section depends on definition of TrE identity. Definition of all authentication terms needs to be clarified. Use of initial and re-authentication needs to be clarified. Title will need to be changed later.

	End of modifications
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