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We propose to include the following text into a new clause 4.x of TR 33.xxx “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)“. Clause 4 is entitled “System Environment for PUCI”.
4.x Architectural Issues
4.x.1 Introduction
This clause tries to give an overview about UC prevention techniques, tries to classify them and to discuss the architectural impacts on IMS.
Figure 1 shows seven levels of UC prevention, ordered by complexity and impact on IMS from the base to the top of the pyramid. The lower five levels can be realized without any changes required for IMS interfaces and IMS protocols (applies for level 5 only, if the UC feedback is not based on changes in SIP signaling). This means that level 1 to 5 can be made available relatively easily. The highest three levels provide on the one side enhanced UC prevention functionality, but require on the other side changes in IMS interfaces and/or IMS protocols. For level 5 this statement is only valid for a SIP-based UC user feedback. The pyramid is as well horizontally split into two parts: a part with non-technical UC protection measures, the basis of the pyramid, and a part with technical UC protection measures, building upon this basis.
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Figure 1: UC Prevention ordered by complexity and impact on IMS

It is important to mention that authenticated users with strong identities are the prerequisite for many UC prevention measures shown in the pyramid. 

The illustration of UC prevention in the form of a pyramid implies in no way that all levels of the pyramid have to be realized in order to provide UC prevention. If for example UC related legislation does not exist in a certain country, then level 1 of the pyramid is not present. But if, however, UC related laws have been passed in another country, these laws have to be observed by all higher UC prevention layers. It is also possible that some intermediate or the top UC prevention layer may be omitted, e.g.

· there may be networks that are not operator controlled (( level 2 of UC pyramid is missing)
· technical UC prevention could end at layer 5 or could even start with layer 5.

But according to the defense in depth principle it is likely that UC prevention relying on a number of synchronized prevention measures is less susceptible to circumvention attempts than a single UC prevention measure.
The statement that level 1 to 5 of the UC prevention pyramid require no changes in interfaces and/or protocols and the fact that they can be made available relatively easily implies that no principal architectural issues are related to theses UC prevention measures. The most challenging impacts concerning network architecture generally and IMS architecture in particular are associated with level 6 of the UC prevention pyramid, that is to say ‘UC score network-to-user’, and level 7, which may be based on scoring.
Therefore the main part of this chapter deals with architectural impacts of UC identification and scoring. The intention is neither to give an exhaustive overview about all potential architectural impacts nor to provide/exclude any solutions but only to discuss some basic aspects of UC scoring.
In the following discussions UC score delivering equipment is regarded to be composed of two parts:
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A UC Identification part (I) that gathers and provides UC relevant information, necessary to estimate a UC score

2. A UC Scoring part (S) that processes the information, gathered by the Identification part, according to a UC algorithm and delivers as result a UC score to be provided to the terminating user

The Identification part as well as the Scoring part can be centralized or distributed.

4.x.2 Originating/Terminating UC Identification and Scoring
This section discusses whether UC scoring should be located in the UC originating network or in the UC terminating network
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Figure 2: Originating/Terminating UC functionality

SPITter inside the network of Operator 1

In this case operator 1 is able to authenticate the SPITter and to react to him, e.g. by contract conditions or traffic restrictions. If equipped with a UC scoring equipment, then he can deliver a UC score to his users and the users of other networks, if so standardized. This UC score can be based on reliable information, as it is determined in the UC originating network, where identity spoofing is hardly possible and a maximum of signaling and/or media information is available to determine the UC score. (But note that a UC score can never be fully reliable in the individual case as it is likely to be based on statistical information and heuristic algorithms). 
SPITter inside another trusted IMS network

Similar considerations as for the first case apply as the terminating network can reliably identify a caller in another trusted IMS network. 

SPITter inside a potentially un-trusted non-IMS network

In this case the SPITter is in another network, but in contrast to another IMS-network the network (e.g. a non-IMS VoIP network) may be potentially un-trusted. This means that a UC score, if delivered by the potentially un-trusted non-IMS network, may as well be regarded not reliable.

If operator 1 tries, however, to determine a UC score in the UC terminating (his own) network, this is difficult. It must be taken into account that the use of a UC score - determined in the terminating network - may be questionable or even dangerous, in addition to the unavoidable uncertainties associated with a score, as the originating identity may be spoofed and the database of a UC scoring equipment is likely to be based on the originating identity. In case of spoofed originating identities, terminating UC scores will distort the UC databases and can be used for UC scoring attacks to the detriment of legitimate users, attempting to damage their reputation.
But if so standardized, the operator of the other non-IMS network could implement strong authentication measures and similar UC prevention standards as the IMS operator 1. If this other network could be regarded as trusted, then operator 1 could rely on the received UC scores to a higher degree.
The conclusion of the discussions above is that UC identification and scoring would be most effective and reliable in the UC originating network. But terminating networks can’t rely on that, if connected to potentially un-trusted networks. The alternative to determine the UC scores in the UC terminating network is associated with fundamental problems.
Another impression is that there is a certain imbalance of effort and benefits between trusted networks like IMS, where technical effort to combat UC at the source may be high while the probability of using IMS networks as a UC source is expected to be low, and potentially un-trusted VoIP networks, where the technical effort to combat UC at the source may be low while the probability of using such networks as a UC source is expected to be high.
Conclusion:

The observed difficulties suggest that agreements on a minimum level of UC measures standards in all – IMS- or non-IMS - networks to which an IMS network is connected are required if UC measures in general, and scoring in particular, used to protect IMS users are to be effective. 
4.x.3 Central/Distributed UC Identification and Scoring
This section discusses some aspects whether UC prevention functionality should be distributed over several  types of networks (e.g. access, IMS, transit) or should be concentrated in a specific network (e.g. IMS), and, if the latter, whether it should be concentrated in one or several IMS components. The presented architectural variants need to be considered before taking a decision on the PUCI architecture, but the conclusions here are by no means final yet. 
4.x.3.1 Distributed UC Identification and Distributed UC Scoring
A largely distributed UC prevention approach is shown in ETSI TR 187 009 ‘Feasibility study of prevention of unsolicited communication in the NGN’. The majority of network based UC prevention scenarios in chapter 6.5 ‘NGN design impact’ shows a distributed UC functionality (identify, mark) that is located in the access network, in the core network and in the residential network (residential network is called home network in TR 187 009). Other networks like transit networks are not regarded. This approach assumes that every scoring entity communicates their scores to the entities further down the communication path.
Figure 3 shows an IMS-to-IMS call with a completely distributed UC (identification, scoring) approach.
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Figure 3: Distributed UC identification and distributed UC scoring

The issues of a completely distributed approach are:
· the UC equipment is needed at multiple locations ( high cost

· the distributed UC scoring parts are, in general, not synchronized and may be provided by different vendors ( scoring results are likely to differ (see chapter 4.x.4)
· the distributed UC functionality may have influence on the complexity of UC related signaling enhancements (see chapter 4.x.4)

· the distributed UC functionality may have influence on the connection setup time as every network has to inquire its own UC database and wait for the corresponding UC score for every call attempt
Besides these general considerations it is not clear whether the access networks, mentioned in chapter 6.5 ‘NGN design impact’, are access networks in the sense of IMS. Although it may be possible to analyze SIP traffic in IMS access networks e.g. by deep packet inspection, the network elements of IMS access networks are not SIP aware and will therefore not insert any UC scores into SIP messages. As a result the conclusion can be drawn that IMS access networks are not well suited to support UC scoring.
This leads to another variant of the distributed approach where the UC functionality (identification, scoring) is still distributed, but centralized per operator. An example would be that UC functionality would be located in an application server communicating with all S-CSCFs, while other IMS functional entities would not be UC-aware. The UC entities in different networks would communicate their scores to UC entities in other networks.
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Figure 4: Distributed UC identification and scoring, centralized per operator

Figure 4 shows that in this case the number of UC equipment, necessary in the communication path, is significantly reduced. The consequence is that the quantitative aspects of the issues discussed above are reduced, but that the qualitative aspects remain.
A third variant of the distributed approach is that the UC functionality (identification, scoring) is still available in several networks, but the UC entities in different networks would NOT communicate their scores to UC entities in other networks, i.e. each operator would operate their UC functions independently, and react to the locally determined score. Within their own networks, operators could use a distributed or centralized approach. An example of a centralized approach would be, as above, that UC functionality would be located in an application server communicating with all S-CSCFs, while other IMS functional entities would not be UC-aware.
The issues of this third variant are as follows: 

· each operator is independent from other operators in deploying identifying, marking and reacting functionality. This seems to make this a quite practical approach

· however, the effectiveness of UC scoring in the terminating IMS network still depends on measures in other operators’ network (as discussed in chapter 4.x.2), e.g. regarding strong authentication or appropriate reaction at the source

· it follows from the two items above that the need for technical cooperation and business agreements among operators may be reduced, but not eliminated 

· If networks do not cooperate wrt scores, they may not exploit the full available information. A consequence of this operator independent UC approach is that reaction on UC scores, determined in the originating IMS network, is only possible in the UC originating network
· the cost for UC equipment per operator depends on how the operator implements their UC functionality 
· the distributed UC functionality may still have influence on the connection setup time as every network has to inquire its own UC database and wait for the corresponding UC score for every call attempt. However, this delay could be limited if only originating network, or only terminating network, or only originating network and terminating network, but no other networks, are involved, and there is a centralized approach in one network. 
4.x.3.2 Distributed UC Identification and Central UC Scoring
A possibility to overcome one of the main disadvantages of a distributed approach is to centralize the scoring part (see figure 5). Centralization in this sense means a single scoring instance, located above the operator level and operated by a neutral organization. As the UC sensor functionality (identification part) has necessarily to be located inside the networks to monitor the signaling and/or media traffic, this functionality is distributed across different networks, as before. Whether all networks report to the central scoring instance, as shown in figure 5, or only some of them is left open.
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Figure 5: Distributed UC identification, centralized UC scoring

The issues of a distributed identification, centralized scoring approach are:
· the scoring part of the UC equipment is only once needed ( possibly lower cost

· a central UC scoring part guarantees always consistent UC scoring results, as only one score is delivered. This does not necessarily guarantee the accuracy of the score, though. 
· legal concerns may be related to a central UC scoring instance
· additional traffic is generated to transfer the UC identification information to the central UC scoring instance
4.x.4 Standardized/Vendor-Specific UC Scoring Algorithms
Another question is whether the scoring algorithms are standardized or whether they can differ, depending on the vendor of the UC equipment. This point is closely related to the topic ‘centralized/distributed UC functionality’. Generally two different cases have to be distinguished:
centralized UC scoring instance (see chapter 4.x.3.2)

In case of a centralized UC scoring instance only one UC score is delivered which leads automatically to a consistent behavior, regardless how accurate the UC score is. Therefore no special need for a standardized UC scoring algorithm is seen.

distributed UC scoring (see chapter 4.x.3.1)
For this scenario the differentiation between standardized and vendor specific UC scoring algorithms is more interesting:
If the UC scoring algorithms are standardized, the scoring results of different vendor equipment are ideally identical. But then the question arises why the UC functionality should be installed multiple times in different kind of networks. The consequence for standardized UC algorithms would be to install the UC equipment only once in the network that is best suited. It is ffs study what this best suited network would be. It may also be doubted whether it is advisable to plead in favor of standardized UC scoring algorithms as agreements on ‘the ideal algorithm’ are difficult to achieve and changes of the algorithm to adapt to new UC scenarios are not easily possible.

If however the UC scoring algorithms are vendor specific, then differing UC scoring results are very likely in a distributed UC approach with the consequence that users and other UC entities in the network may have difficulties to determine the meaning of a score received from another entity as the semantics of the score would not be standardized. Furthermore, the syntax of SIP signaling enhancements may become complicated. In figure 6 a SIP message is shown that travels from the SPITter across different networks, all of them equipped with UC functionality, and in the worst case all from different vendors. According to our assumption the UC scoring algorithms are vendor specific and differ in this example from low to high.
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Figure 6: Vendor specific UC scores in a distributed approach
As every UC equipment must be able to deliver its score, SIP signaling enhancements would have to provide possibilities to transfer multiple UC scores. Various possibilities are available to handle the potential consistency problem, none of them really convincing:
· deliver all scores to the user ( confusing

· deliver a UC range (min, max) to the user ( confusing

· deliver an averaged UC score to the user ( not confusing, but potentially wrong

· deliver only one score (first, last, ?) to the user ( not confusing, but potentially wrong
· potentially others?
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