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1
Decision/action requested

Agreement to incorporate the proposed text into the TS re H(e)NB security
2
References

S3-090320: Technical Specification Group Services and System Aspects; 3GPP Security Aspect of Home NodeB and Home eNodeB;

3
Rationale

This contribution proposes some content for the draft TS on security aspects of H(e)N; specifically  the currently empty subsection 6.1 Device Integrity Check.

We add three new sub-headings for autonomous validation, semi-autonomous validation and remote validation, respectively. We provide proposed content for the sub-section 6.1.2  semi-autonomous validation.

Revision marks are not used, since section 6.1 is currently empty, i.e. all of the proposed text is new.

4
Detailed proposal
6
Security Procedures in H(e)NB

6.1 Device Integrity Check
*********************START OF CONTRIBUTION************************
6.1.1 Autonomous Validation

6.1.2 Semi-Autonomous Validation

Informative note: Semi-autonomous validation (SAV) has a lower messaging overhead than remote validation and provides a higher level of trust than autonomous validation. The H(e)NB’s validity is assessed internally by the TrE without depending on external entities. The result of the assessment and required evidence are signalled to the PVE, which can make its own decisions based on the content of the validation messages and, optionally, on supplementary certification information from a third party.
Support of the semi-autonomous validation (SAV) procedure by H(e)NBs shall be mandatory. 
Support of the SAV procedure by PVEs shall be mandatory.

In the SAV procedure, the TrE shall perform the validation prior to the establishment of backhaul links and prior to the H(e)NB device authentication procedure.

As a result of the SAV procedure, the PVE:

a) may trace information about the security properties of the specific device type to manufacturer or third party certification authority;

b) shall assess the security of the device;

c) may blacklist a device in case of a detected aberration of behavior

d) may issue a command for re-validation of the H(e)NB to the TrE

e) may report its assessment of the H(e)NB’s integrity to other elements in the Core Network so that it may use such information for purposes such as remote reconfiguration of the device

For backhaul links, the PVE shall signal the outcome of the SAV procedure to the SeGW. Upon receipt, the SeGW shall allow or disallow the establishment of the link.
The SAV procedure shall consist of five steps, as follows:

Step 1: The integrity of certain pre-designated components (such as boot codes) of the H(e)NB shall be checked by the root of trust of the TrE. The TrE must be fully built by the time the process of the integrity-checking of the pre-designated components is completed. The TrE, once it is fully built, shall support a capability to initiate this process autonomously. The TrE, once it is fully built, shall also support a capability to enforce a local initiation of this process after being requested to initiate this process by the PVE. 

Step 2: The TrE shall support a capability to check the integrity of a pre-defined set of additional components of the rest of the H(e)NB. The TrE also shall support a capability to protect the integrity of a measuring component in the H(e)NB, external to the TrE, which itself can check the integrity of additional components of the H(e)NB. Integrity of these additional components may be checked when they are loaded or started, or at other, pre-defined run-time events, wherever such are available to the measuring component. The results of the checks performed up to this point in time shall be recorded in ways that utilize the protective storage provided by the TrE 

Step 3: The TrE shall then process the results of the checks obtained in Steps 1 and 2, in such a way as to use them to form a message to be conveyed to the PVE. The PVE, upon receipt of such a message, shall then use it to assess the trustworthiness of the H(e)NB. The PVE and TrE shall support at least the following method to do that:

a. The message shall include indicators to the reference metrics used in integrity-checking of the components of H(e)NB. 

b. The TrE shall sign the message, using a signing key protected by the TrE and hence protecting the integrity of the message, that the H(e)NB has passed the integrity checks it has performed. The message may also include evidence that can be used by the PVE to assess the state or result of the integrity check performed by the TrE. The message may also include evidence of any binding between the performed integrity-check and a subsequent procedure of device authentication.
c. The message shall contain information that can be used for authentication of the TrE as the entity that performs the SAV. Such authentication of the TrE may be done by use of an explicit TrE-specific ID (TrE_ID) or by use of certificates or public keys.   
d. The TrE shall put a time-stamp on such a message to ensure freshness.
Step 4: The TrE shall forward the signed message to the PVE (via the SeGW), which shall use it to decide whether to allow the H(e)NB to move forward with device authentication. 
Step 5:
 The PVE, upon receipt of the signed message, shall use the information in the message in the following ways:

a) The PVE shall check the reported integrity against a single, static configuration, and shall send a message to the SeGW instructing either approval or rejection of the access connection for the H(e)NB. 

b) The PVE shall check the reported integrity and make a fine-grained decision on access control, e.g., access can be denied, based on the presence/absence and integrity of single/multiple components, and shall send a message to the SeGW instructing either approval or rejection of the access connection for the H(e)NB. 

c) The PVE may decide to fetch information on the integrity and security properties of components of the H(e)NB from trusted third parties, e.g. manufacturers or device certifiers.
d) The PVE may report its assessment of the information to a pre-designated entity (e.g. an OMA DM server) in the Core Network, which later may mandate configuration changes on the H(e)NB before allowing it to access the network. Such remediation procedures may include for instance forced software updates.

A H(e)NB which supports SAV shall be in possession of reference metrics to compare with the integrity measurement taken on the loaded components. The TrE shall protect the integrity of the  reference metrics.
Where required, elements of the signalling between H(e)NB and the PVE shall be protected to provide integrity, freshness and confidentiality.
6.1.3 Remote Validation

*********************END OF CONTRIBUTION************************
