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1
Decision/action requested

Agreement to incorporate the proposed text into the TS re H(e)NB security
2
References

S3-090320: Technical Specification Group Services and System Aspects; 3GPP Security Aspect of Home NodeB and Home eNodeB;

3
Rationale

This contribution proposes some content for the currently empty subsection 5.1.2 Trusted environment (TrE of the draft TS on security aspects of H(e)NB.
It provides a stage 2 description of some basic functionality and of some interfaces of the TrE
Revision marks are not used, since section 5.1.2  is currently empty, i.e. all of the proposed test is new.
4
Detailed proposal
*********************START OF CONTRIBUTION************************

5
Security Features 
5.1 Secure Storage and Execution

5.1.1 Hosting Party Module

5.1.2 Trusted Environment (TrE) 
5.1.2.1
General
The Trusted Environment (TrE) shall be a logically separate entity and set of functions and resources within a H(e)NB. The TrE shall provide a trustworthy environment for the execution of software and the storage of sensitive data, as well as for the protection of particular hardware functions.
Isolation of the TrE vs. its surrounding shall be provided.
The TrE shall protect software executables and data by separating their functionality and data from those of the H(e)NB as a whole and protecting them from unauthorized access and tampering.
All data produced through execution of functions within the TrE shall be unknowable to external entities.
The security of the TrE shall be assured by physical security of appropriate component(s) and storage that protects data it holds from unauthorized access and tampering. 

An immutable, irremovable root of trust shall be part of the HeNB.

The TrE shall be built by the root of trust by way of a secure start up process.

The secure start up process shall consist in checks of the integrity of every loaded or started component of the TrE.

Secure start up shall ensure that only components passing the latter integrity check are loaded or started.
The root of trust shall remain a part of the TrE after this. 

The secure start up shall locally ensure that the TrE reachs a determined trustworthy state in a normal boot process. 

The start up process may be further extended to a trusted start up of the operating system, and of other programs and/or components, through integrity verification by the TrE.
An immutable, irremovable root of trust shall be part of the HeNB. The TrE shall be built from the root of trust using a secure start up process. The root of trust shall remain a part of the TrE after this. This process shall locally ensure that the TrE reaches a determined trustworthy state in a normal boot process. The start up process may be further extended to the operating system, and to other programs and/or components, through integrity verification. 
A TrE shall have an unique identity (TrE_ID), bound to the H(e)NB identity.

The TrE_ID shall be stored inside the TrE and may be used interchangeably with the H(e)NB identity.

A TrE shall securely store the HPM identity. 

The TrE shall provide protected functions needed to perform H(e)NB device authentication with a SeGW. 

The TrE shall provide protected functions needed to perform H(e)NB device integrity validation toward a PVE. 

The TrE shall provide protected functions needed to bind H(e)NB device integrity validation to H(e)NB device authentication.

The TrE shall have the capability to protect the integrity of a component (e.g. real time clock) within the H(e)NB, which provides a measure of real time. The TrE shall provide functions to issue cryptographically signed time stamps on data.

The TrE shall be pre-provisioned with any required security-sensitive functions, cryptographic keys and other credentials that relate to the H(e)NB’s identity using a secure, out-of-band process. The TrE shall be capable of securely authenticating its identity to authorised external entities using standardised protocols. These entities can validate a TrE_ID as being that of a valid and authorised TrE.
A TrE shall have cryptographic capabilities needed to perform device authentication and other security-sensitive functions. In detail a TrE shall provide:

· symmetric encryption and decryption
· asymmetric encryption and decryption

· hash-value generation and verification
·  random number generation
· generation and verification of digital signatures

· possibilities to set up and use secure channels with other parts of the H(e)NB. 

Third party evaluation of the TrE may be requested by an operator.

Support and enforcement of a security policy for the TrE and the ability to convey assertions about the trustworthiness of the TrE to an authorized external verifier may be applied. 
The TrE may provide additional security functions and algorithms that associate the TrE to the HPM or data the HPM holds.

The TrE may provide isolation of multiple functions inside it, with different software executables, data and possibly hardware functions which may be separated from each other. Additionally, secondary identities for these functions may be embedded, based upon prior authentication with the entity which can verify the TrE through standardised secure protocols. Any additional functions required shall be provisioned by download after the H(e)NB is deployed.
5.1.2.2 
TrE Interfaces 

5.1.2.2.1 
General
The TrE within a H(e)NB needs to interact with several H(e)NB functional building blocks to securely perform the desired functions such as device authentication and H(e)NB validation and therefore the TrE shall have access to the various interfaces to such functions and resources within the H(e)NB. 
The interfaces of the TrE shall be initialized in the secure start-up process of the TrE,to assure that they operate correctly.

5.1.2.2.2
TrE Interface Categories

Two security categories of TrE interfaces shall be provided:

1. Unprotected interfaces. shall facilitate communication between the TrE and general resources of the H(e)NB. Unprotected interfaces can give access to data which is cryptographically protected by the TrE, for instance when the TrE is in possession of pertinent key material and cryptographically secures data stored in unsecure memory. The interface may be made available only after the TrE checks the code of its counter-part resource across the interface, for example during a secure boot-up of the H(e)NB.

2. Protected interfaces: shall provide either protection of the integrity and/or confidentiality of the data carried across the interfaces. Protected interfaces can use either security protocols which provide encrypted communication or hardware interfaces. If security protocols are used, they may also provide other security-wise beneficial measures such as authentication of the entity with which the TrE communicates with, and message authentication and/or confidentiality.
The manufacturer and the customer of the H(e)NB shall decide on the type of protection mechanism, either a security protocol or a dedicated hardware interface. Further he shall decide on the type of data protection (integrity, confidentiality, or both).

Unprotected interfaces may be chosen, when the communicating entity does not provide protection of the communicated data. 
Protected interfaces may be chosen when there is a need to provide protection of data integrity and/or, confidentiality between the TrE and another resources on the H(e)NB that the TrE needs to communicate with.
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