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	1st Modified Section


8.1
Authentication

In this study device authentication was identified as the essential precondition for H(e)NB security. Besides, it is obvious that the integrity of the device must be validated and the authentication must be tied to the validated device for any device authentication.

For device authentication, EAP-AKA based and certificate-based methods are described in this document.

For optional hosting party authentication, an EAP-AKA based method is described in this document which can be combined with the certificate-based device authentication. 

It is recommended that the credentials and critical security functions for device authentication shall be protected inside a hardware-based Trusted Environment that is securely integrated into the H(e)NB and that device authentication shall be securely bound to device integrity validation.
Editor’s note: The term “hardware based” may need to be further clarified.

It is also recommended that a single certificate-based device authentication solution, coupled with the Trusted Environment, is standardized as mandatory part of Release 9 and may be combined with optional EAP-AKA-based hosting party authentication which should also be standardized as part of Release 9.

NOTE: 
If within the timeframe of the Release 9 specification work a hardware-based Trusted Environment turns out to be not feasible for certificate based device authentication and device integrity validation, then an EAP-AKA based solution based on an embedded UICC could be re-considered for device authentication providing that a mechanism can be provided to bind the EAP-AKA based authentication to the device integrity validation.
It is acknowledged that pre-Release 9 H(e)NB device authentication solutions can exist, e.g. based on EAP-AKA or certificate based authentication, which can offer an acceptable security level prior to Release 9 compliant solutions becoming available.

It is also recommended to use IKEv2 as authentication protocol since it includes the establishment of a secure backhaul connection between the H(e)NB and the SeGW based on IPsec, and also supports binding of device authentication and the optional hosting party authentication.
8.2
Device Integrity Validation

Semi-autonomous validation is recommended as the preferred option for integrity validation of H(e)NBs from Rel-9 onwards. 
Autonomous validation may be preferred for H(e)NBs prior to Rel-9 and/or where network operators allow such deployment. However, this has the limitation that it would not be possible to explicitly bind such a validation to the H(e)NB device authentication.
This recommendation does not preempt any concrete architectural realization thereof on the part of the network, nor any implementation option on the part of the device. 
End of modifications
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