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5.3

Policy requirements for the MAPsec SPD

The security policies for MAPsec key management are specified in the NE’s SPD. SPD entries define which MAP SAs (if any) to use to protect MAP signalling based on the PLMN of the peer NE. There can be no local security policy definitions for individual NEs. Instead, SPD entries of different NE within the same PLMN shall be identical.

Editor’s note:
Some issues need to be investigated: Include and clarify fallback indicator;  Non-synchronised expiration times issue, mechanism to distinguish inbound/outbound SPDs ? Implications of Protection Mode 0 differing between operators for the same type of operation (Danger of active attacker changing the source PLMN ID). 

Annex A (informative): 
Guidelines for manual key management

A.1
Inter-domain Security Association and Key Management Procedures 

Manual Inter-domain Security Association and Key Management procedures is subject to roaming agreements. 

Some important parts of an inter-domain Security Association and Key Management agreement is:

· to define how to carry out the initial exchange of MAPsec SAs

· to define how to renew the MAPsec SAs.
· to define how to withdraw MAPsec SAs (including requirements on how fast to execute the withdrawal)

· to decide if fallback to unprotected mode is to be allowed

· to decide on key lengths, algorithms, protection profiles, and SA lifetime etc (MAPsec SAs are expected to be fairly long lived)

When renewing a MAPsec SA used for incoming MAP traffic, the “old” SA should be kept in the NEs until its expiry time is reached, unless the SA renewal was due to compromise of the keys of the “old” SA in which case the “old” compromised SA should immediately be removed from the SAD.
When renewing a MAPsec SA used for outgoing MAP traffic, the “old” SA should continue to be used by the NEs until its expiry time is reached, unless the SA renewal was due to compromise of the keys of the “old” SA in which case the “old” compromised SA should immediately be removed from the SAD. Note that one way to force the NEs to use a newly defined MAPsec SA is to distribute to NEs a new version of the SAD in which the old SA no longer exists but only the new SA.
To ease SA renewal, both PLMNs may decide to set up several MAPsec SAs in advance so that NEs can automatically switch from one SA to another SA when the former expires. In such a situation, the MAPsec SAs would have different expiry times.
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