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1
Opening of the meeting

The SA WG3 Chairman, Valtteri Niemi (Nokia) opened the meeting hosted by ETSI in Sophia-Antipolis, France and welcomed the delegates.
2
Agreement of the agenda and meeting objectives

The draft agenda in S3a070979 was introduced by the SA WG3 Chairman.

Meeting objectives:
· Start on Tuesday with SAE/LTE security. As agreed in SA3#49, the intention is to proceed with pseudo-CR’s and the main goal is to improve our draft TS’s. New versions of the TS’s and TR’s will be created after the ad hoc meeting and those will be used as a baseline for SA3#50 input contributions.

· Wednesday morning: start with joint meeting with TISPAN WG7. The intention is to cover Common IMS security work and also other areas of joint interest. For Common IMS security, we do not use pseudo-CR’s but instead, as agreed in SA3#49, try to agree CR’s made against the “intermediate” versions of 33.203 provided by MCC. Our hope is that the difference between these intermediate versions and the ones created after SA plenary #38 would be minimal. A procedure must be put in place so that agreed CR’s are converted to CR’s against the correct baseline; MCC will try to do this conversion after the meeting.

· If there is still time left on Wednesday after all IMS issues are handled, SAE/LTE will be treated again.

· Thursday: continue discussion of contributions and handle the ones that have been improved during the meeting and off-line discussions.
There were no comments and the draft agenda and objectives were approved.

2.1
IPR Call Reminder

The chairman made the following call for IPRs, and asked ETSI members to check the latest version of ETSI's policy available on the web server:

	The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:.

- to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

- to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).


3
Assignment of input documents

The allocation of documents to their respective agenda items was reviewed and the document list updated accordingly.

4
Report of SAE/LTE and IMS issues from SA#38

The Chairman Valtteri Niemi presented S3a0701013 on the report from SA Plenary #38.
Lots of discussions were devoted in the SAE/LTE area on how to handle functionalities that were not identified as essential in the previous SA plenary meeting. As one end result, the list of “non-essential” SAE/LTE features was prioritized, mainly for the purpose of helping SA2 to specify as many of these features as possible before the June deadline. Obviously, this guidance has to be taken into account in SA3 work for SAE/LTE. 
The two SAE architecture specs were approved. These are 23.401 “GPRS enhancements for E-UTRAN access” (SP-070828) and 23.402 “Architecture Enhancements for non-3GPP accesses” (SP-070829). Both of these contain extensive referencing to various security features.

It was decided to have a separate WID for “Single Radio Voice Call Continuity (SR-VCC)” as a building block under SAES WI (SP-070949). The SAES WID itself was updated in SP-070933, including agreements on WiMAX interworking.
The target completeness date for the SAE/LTE (including all of stage 3) is December 2008. The target completeness date of Release 8 is identical to the SAE/LTE date. Stage 1 was already frozen but several exceptions were granted until March. The target date for stage 2 is June 2008.

It was pointed out that the numbers for the two SA3 work items will be granted by MCC as soon as the SA3 work item is "hooked" to the appropriate SA2 work item. This will happen in March 2008.
5
Incoming LS’s sent to SA3 about SAE/LTE and IMS

	S3a071005
	LS on NAS Service Request
	SA W2
	LS IN


Günther Horn presented the LS from RAN WG2.
RAN WG2 state that the NAS Service Request will be handled as other NAS messages (e.g. TAU) i.e. always be sent in a separate message after the RRC Connection Request. As a result, the 72 bits limit discussed earlier does not apply to the NAS Service Request. In order to fulfil the 100ms delay requirement for LTE_IDLE → LTE_ACTIVE transition, RAN2 believes that the NAS service request should not be larger than 32 bits when excluding the S-TMSI, which would be sent in the RRC Connection Request. 
	S3a070985
	Reply LS on piggy-backed Service Request
	SA WG2
	LS IN


Günther Horn presented the LS from SA WG2.
On the same subject as S3a1005 SA2 would appreciate clarification as to whether, if the 32 bit limit cannot be achieved, is it worth trying to keep the size below 40 bits, or, is the next ‘step size’ at 56 bits. In addition, SA2 like to know what additional information elements are provided via S1 from eNodeB to MME, e. g. Radio Access Priority used by the UE.
	S3a071006
	LS on status of security discussions in RAN2
	RAN WG2
	LS IN


Alec Brusilovsky presented the LS and the two attachments to the LS from RAN WG2.
The two proposed LS replies in S3a070921 and S3a070971 from Ericsson and Nokia Siemens Networks were discussed and compared to agree on the answer to be sent.
Concerning question (1), on whether a key change is required during active state or if it can wait until completion of the voice call, it was decided to also discuss contributions 947 and 929. Subsequently it was decided the information in the two contributions was enough to answer the question.
Concerning question (2) the two proposed LS replies in S3a070921 and S3a070971 are aligned in that there is no need for FRESH as an input for the integrity protection algorithm.

Concerning question (3) it was decided to also discuss contribution 958. Subsequently it was decided that in the light of the two contributions discussed the information was enough to answer the question.
Concerning question (4) it was agreed that the preferred reply is that only time issues and not the amount of traffic does not concern KASME.
Concerning question (5) it was it was decided to also discuss contributions 947 and 960. Subsequently it was agreed to answer that from the SA3 there is no security reasons that make a difference (as the key change is done due to scarcity of a counter).
Concerning question (6) the two LS's are not fully aligned. It was pointed out that for emergency calls NULL algorithm is used. It was agreed to draft an answer on the fact that from the security point of view any of the solutions are equivalent. Subsequently it was pointed out that it has to be added on the answer that no AKA run can be conducted in such a case, being it UICC-less.
Concerning question (7) on NAS Service Request, both LS replies suggest that there is no need for integrity protection for the S-TMSI as the request will fail in any case.

Concerning question (8) it was agreed that the two LS replies suggest the same answer, in that this is more of an issue for RAN2 to decide.

Karl Norrman and Günther Horn will produce a joint answer along these lines in S3a1017.

	S3a071017
	Reply LS to LS R2-074549 on the Security Status
	Ericsson, Nokia, Nokia Siemens Networks
	LS OUT


Karl Norrman presented the outgoing LS. The LS was agreed to be sent.
	S3a071004
	LS on signalling for paging
	RAN WG2
	LS IN


Günther Horn presented the LS.

	S3a070987
	Response to LS on signalling for paging
	SA WG2
	LS IN


Peter Howard presented the LS.

	S3a070972
	Draft Reply to LS R2-074587 and S2-075795 on Signalling for Paging
	Nokia, Nokia Siemens Networks
	LS OUT


Günther Horn presented a proposed reply to the LS in S3a070987.

It was proposed, as the IMSI mod K is similar to hashing. to actually use a real hashing as the proposed solution might be too simplistic. It was replied that this would happen only if paging is necessary and TMSI is not available.
An open issue identified was that the paging might reveal the connection to different TMSI's; this has to be investigated internally in SA3.
A slight correction to the last sentence of the proposed reply has to be made, to generalise it.
A reply along these lines in S3a1018.
	S3a071018
	Reply to LS R2-074587 and S2-075795 on Signalling for Paging
	Nokia, Nokia Siemens Networks
	LS OUT


Günther Horn presented the outgoing LS. Agreed to be sent out.
	S3a070995
	LS on Handling of IMEI(SV) on E-UTRAN
	CT WG1
	LS IN


Marc Blommaert presented the LS. 
	S3a070950
	Draft Reply to LS C1-073192 on Handling of IMEI(SV) on E-UTRAN
	Nokia, Nokia Siemens Networks
	LS OUT


Marc Blommaert presented the proposed reply to the LS in S3a070995. 
Concerning the proposed answer to action 2, it was suggested that it should be stated more strongly that the IMEI should not be sent before the activation of security. In that perspective the previous LS sent out to CT WG1 in S3-070843 was reviewed. In that case SA3 had noted the possibility for the IMEI to be sent unprotected in case of emergency calls.

It was agreed to emphasize in the reply that under this scenario active attacks are less threatening than passive ones, and apologise for a possibly misleading previous reply. An LS along these lines will be drafted in S3a071020.

It was decided to tentatively note the LS and come back to it after having discussed contributions 973, 962 and 966.

After consulting these contributions a reply was drafted in S3a071020.

	S3a071020
	Reply to LS C1-073192 on Handling of IMEI(SV) on E-UTRAN
	Vodafone
	LS OUT


Marc Blommaert presented the outgoing LS. Agreed with some modifications online.
6
Technical contributions in SAE/LTE

6.1
Security architecture

	S3a070984
	LS on EPS Identities
	SA WG2
	LS IN


Peter Howard presented the LS.

It was noted that the discussion via e-mail on this matter has started (chaired by Adrian Escott) with the intention to reach a common understanding; it was also agreed not to inform SA2 for the moment, until this common understanding has been reached.
	S3a070946
	Preventing active IMSI attack in SAE/LTE
	Huawei
	Contribution


Yang Mei presented the contribution, discussing a possible solution for the distribution and use of Pseudonyms to prevent IMSI catching.
It was pointed out that this solution needs a first request for the IMSI to be able to allocate a Pseudonym. So a possibility for an active attack can occur at this first attempt to send the IMSI.
It was also pointed out that the proposed solution would make the HSS too expensive. In addition, in Alternative 1 there would be a dependency on the MME in the message in number 8 as the MME could use a different Pse2 and thus lead to a misalignment.

It was decided not to ask CT WG1 for their opinion on the proposal and to note the contribution due to the series of hidden complexities identified.

	S3a070959
	COUNTER check procedure for eUTRAN
	Nokia, Nokia Siemens Networks
	Contribution


Dan Forsberg presented the contribution.

It was suggested that in the case of a MITM attack this might not be a sufficient solution. It was also suggested that this should be implemented in the core network rather than in the eNB; it was replied that doing this on the S1 interface would lead to a more complex solution.
It was agreed to add the proposal and accept the pCR with some revisions as in S3a071021, also adapting TR33.821.

	S3a071021
	COUNTER check procedure for eUTRAN
	Nokia, Nokia Siemens Networks
	Contribution


Agreed.

	S3a070963
	EPS/eUTRAN Security Architecture Overview
	Nokia, Nokia Siemens Networks
	Contribution


Dan Forsberg presented the contribution.

There were no major comments and it was decided to agree the contribution to be added.
Algorithm input and output

	S3a070991
	LS on algorithm input and output
	RAN WG2
	LS IN


Rajavelsamy Rajadurai presented the contribution.
	S3a070997
	Reply LS on algorithm input and output
	CT WG1
	LS IN


Adrian Escott presented the contribution. Noted, there will be no answer sent.

	S3a070961
	Proposed reply-LS to R2-075219
	Nokia, Nokia Siemens Networks
	LS OUT


Dan Forsberg presented the proposed reply LS to 991.

The first answer on 3.a) was agreed.
On the second answer on 3.b) the decision on the answer will be taken after discussing agenda item 6.5. Subsequently it was decided to answer that on the first bullet it is agreed, but the second part the second bullet will be referred to and on the second bullet the assumption up to this point was that the situation is this, but this currently under re-evaluation.
A revised reply will be drafted in S3a071023.
	S3a071023
	Reply LS to  R2-075219
	SA WG3
	LS OUT


Agreed.

User Plane encryption

	S3a070956
	Mandatory implementation of UP ciphering in eNB and UE
	Nokia, Nokia Siemens Networks
	Contribution


Dajiang Zhang presented the contribution.

	S3a071016
	Update to S3a071007 Comments to S3a070956
	CMCC, ZTE
	Contribution


Liu Gan presented the contribution, discussed in conjunction with the previous contribution.

It was agreed that regardless of this proposal ciphering should in any case be implemented in each eNB and terminal.

Concerning turning off ciphering as an option, it was agreed that the situation with the e-mail discussion is that there is no conclusion yet and proposed to continue the e-mail discussion. Timeline: the e-mail discussion will conclude on 15 January 2008 to be ready to send some input to the SA1 meeting that will be held in the end of January. No LS will be sent.
Interworking

	S3a070999
	Reply LS on SAE Interworking with Pre-REL8 system
	SA WG1
	LS IN


Yang Mei presented the contribution.

	S3a070926
	EPS and pre-Rel-8 HLR interworking
	Ericsson
	Contribution


Vesa Lehtovirta presented the contribution. This contribution proposes a way forward for interworking between EPS and Pre-Rel-8 HLR.

	S3a070954
	Solutions for EPS interworking with a pre-Rel-8 HSS/HLR
	Vodafone, NSN, Nokia
	Contribution


Peter Howard presented the contribution. This contribution evaluates several solutions to allow operators to offer E-UTRAN services to users on a pre-R8 HSS/HLR. The contribution proposes that the evaluation is sent to SA1, SA2 and CT4 for consideration and feedback.
There was some discussion on the different proposals. It was agreed to send an LS with the table proposed in the document and the evaluation of the options from the security point of view, and let SA1 have the final word on this. It was also agreed to add the Ericsson variant in 926 before sending the LS. This combined paper will be attached to the shorter text of the actual LS. The LS will be sent to CT4 and SA1 will be put on copy.
The LS along these lines will be drafted as S3a1030.

	S3a071030
	Reply LS to S1-071887 on pre-R8 interworking
	SA WG3
	LS OUT


Peter Howard presented the LS. Agreed.
	S3a070951
	pCR to TS 33.abc: Separation bit checking by the ME
	Nokia, Nokia Siemens Networks
	Contribution


Marc Blommaert presented the contribution. The pCR was agreed.

It was reminded that AMF is operator specific, so a note will be added in 33.102 and 33.abc to point out that.
6.2
Authentication and key agreement

	S3a070927
	Observations on RAND and 256-bit keys in E-UTRAN
	Ericsson
	Contribution


Karl Norrman presented the contribution.

This contribution analyses potential threats from 128 bit RAND, the potential threat being that “full” 256-bit security is not achieved due to the restricted length of RAND.
It was agreed that the contribution will be added to the TR under the 256-bit key considerations.

	S3a070922
	System support for 256 bit keys
	Ericsson, Gemalto, Alcatel-Lucent
	Contribution


Rolf Blom presented the contribution.
This document describes the key change-on-the-fly use cases with the goal to decide whether it is necessary or desired to be able to update AS keys independently from NAS keys.

It was pointed out that foreseeing the possibility for 256-bit keys could be beneficial as experience showed that for UMTS the use of 128-bit keys had already created issues as 64-bit keys had been previously hard-coded to the system.
It was agreed to add an Editor's note to state the the f function in the proposal could be subject to modifications if SAGE have objections to make.
Another note will be added to state that the input parameters are ffs.

	S3a071048
	LS to SAGE on Security Algorithms Recommendations
	SA WG3
	LS OUT


Agreed to be sent out.

	S3a071019
	A method to support 256 bits keys
	ZTE Corporation
	Contribution


Liang Jiang presented the contribution. 
It was pointed out that two different identifiers are necessary, for 128 and 256 bit keys. Key derivation would be simpler if only 128 bit keys are used. The contribution was noted.
	S3a070938
	Migration path for 256-EPS AKA
	Gemalto
	pCR


Mireille Paulliac presented the contribution.

It was pointed out that the proposals would bring the result that the parameters of input and output of AKA (RAND, IK, CK) would still be 128 bit long.
It was agreed to remove the part on the fact that "support of 256 EPS AKA is optional".
It was agreed not to insert the pCR as the statement that support for 256 must be able is too strong, but the discussion part will be inserted in the TR.

	S3a070953
	Authentication Failure Reporting (AFR) functionality for EPS
	Nokia, Nokia Siemens Networks
	Contribution


Agreed. It was agreed to remove the AFR functionality.
6.3
Key derivation

	S3a070939
	UICC-based EPS key hierarchy
	Gemalto


Mireille Paulliac presented the contribution. 

It was pointed out that allowing for different options (storage or non storage of KASME in UICC) could create issues. It was replied that this option would allow operators not having to run AKA every time they have to check if there is a smart card present.

There was not enough support and the proposal was noted.
6.4
Integrity and ciphering mechanisms

	S3a070918
	Algorithm ID Discussion
	ZTE Corporation, Nokia Siemens Networks, Nokia
	Contribution


Liu Gan presented the contribution.

	S3a070919
	Algorithm ID PCR
	ZTE Corporation, Nokia Siemens Networks, Nokia
	pCR


Liu Gan presented the contribution.

Some inconsistency was noted between 918 and 919 in the numbering of the algorithms. The pCR (919) contains the correct content.

The naming conventions should be made a bit simpler than in the contribution. It was also suggested that the key length could also be indicated (128). The first sentence of the chapter could state this.
NULL is missing in the contribution.

An Editor's note will be added on these issues. With these modifications the pCR was agreed.

	S3a071015
	Update of S3a070970: pCR on integrity protection on the service request message
	Nokia, Nokia Siemens Networks
	pCR


Günther Horn presented the pCR.
In the phrase "UE security [context] is not deleted", "context" is missing. With this change the pCR was agreed.
	S3a071014
	Update of S3a070969: Draft reply to LS S3a070985 (S2-075598) on Service Request
	Nokia, Nokia Siemens Networks
	LS OUT


Günther Horn presented the draft LS.

The LS text was approved and converted into an LS in S3a071047.
	S3a071047
	LS to SA2 on Service Request
	SA WG4
	LS OUT


Agreed to be sent out.
	S3a070976
	Recommendations for the Security Algorithms
	Qualcomm Europe
	Contribution


Adrian Escott presented the contribution.
It was agreed to convert the text of the contribution into an LS to SAGE, with the addition of offering the possibility to SAGE to propose a new derivation function.
6.5
Security mode establishment and mobility aspects

	S3a070990
	Reply LS on Active mode key change
	RAN WG3
	LS IN


Alec Brusilovsky presented the LS. Postponed as the other contributions in 6.5 must be discussed before drafting a reply.
	S3a071046
	Reply LS to RAN3 to 990
	SA WG3
	LS OUT


The LS will be used for email discussion.

Deadline for comments is 11 January 2008, after which the agreed version will be provided, taking into account the comments on 15 January. Comments on the approved version can be sent until 18 January.
	S3a070967
	Storing the NAS security context during detach
	Qualcomm Europe
	Contribution


Adrian Escott presented the contribution, suggesting that if KASME can be stored securely then the rest of the security context could be stored securely.

It was proposed to revise the proposal and produce a pCR proposing a solution based on this discussion.

	S3a070966
	Integrity protection of Attach and Tau messages
	Qualcomm Europe
	Contribution


Adrian Escott presented the contribution.

There was some a discussion on the proposal; it was not clear what kind of DoS attacks are prevented inserting integrity protection of attach and TAU request messages. It was decided to have a revised proposal in the February meeting.
	S3a070917
	K_enb generation at idle mobility
	ZTE Corporation, Ericsson
	Contribution


Liu Gan presented the contribution.

The working assumptions in the contribution were agreed, however it was noted that in the TAU there may be a case with active flag, where they keys would be needed.
	S3a070920
	update NAS keys
	ZTE corporation


Lian Jiang presented the contribution.

It was agreed to revise the contribution and propose it again in the February meeting.
	S3a070928
	Agreements of K_eNB freshness parameters and related issues
	Ericsson, Nokia, Nokia Siemens Networks
	Contribution


Karl Norrman presented the contribution.

	S3a070923
	pCR K_eNB freshness parameters
	Ericsson, Nokia, Nokia Siemens Networks
	Contribution


The pCR was discussed in conjunction with the previous contribution. Karl Norrman presented the contribution.

It was pointed out that the confidentiality must be implemented after the secure negotiation is completed. An Editor's note in 7.2.6 has to be added on the fact that there might be security implications.

With this change the pCR was agreed.

	S3a070924
	Draft LS on outstanding NAS messages w.r.t. K_eNB freshness parameters
	Ericsson, Nokia, Nokia Siemens Networks
	LS


Karl Norrman presented the draft outgoing liaison.

It was decided that attaching S3a070928 to the LS is not necessary.
An LS will be drafted with the comments made in S3a1035.

	S3a070943
	Security handling on idle mode mobility
	Huawei
	Contribution


Dony He presented the contribution.

The contribution provides further rationale on handling a case of handover.
	S3a070944
	Update of section 7.4.11 Key handling on idle mode mobility
	Huawei
	Contribution


The pCR was discussed in conjunction with the previous contribution.

There was some discussion and it was agreed that S3a0945 has to be treated before deciding what to do with S3a070944, so the decision was postponed. Subsequently, S3a070944 was replaced by S3a071039.

	S3a071039
	Update of section 7.4.11 Key handling on idle mode mobility
	Huawei
	Contribution


Dony He presented the contribution.

It was agreed to modify the Editor's note in step 3 to clarify that if the security capabilities are needed in step 3 then possibly they are not needed in step 1.
It was also agreed to extend the Editor's note to state that this procedure should be harmonised with the procedure in S3a071040.

	S3a070958
	On algorithms negotiation and bidding down attack
	Nokia, Nokia Siemens Networks
	Contribution


Dan Forsberg presented the contribution.

It was asked whether in question AS allowed algorithms (1) it should be per user as the reference to TS 33.102 suggests so as well as the interaction with the UE.
In (2), it was argued that the AS algorithm priority list does not prevent from bidding down attacks; this was acknowledged. It was proposed that the control should be given to all eNB's on this; it was replied that this would not anymore be MME controlled.
It was agreed concerning (3) to put an Editor's note to keep in the possibility to replace this with management procedures.

With these comments in mind the pCR was approved.
	S3a070974
	Security procedure needed to satisfy ISR security requirements
	Qualcomm Europe
	Contribution


Adrian Escott presented the contribution.

It was agreed that the reply on the issue from SA2 is necessary to proceed on this issue so this will be awaited in the next meeting. The contribution was noted.
	S3a070968
	pCR for TS 33.abc on Security Mode command
	Nokia, Nokia Siemens Networks
	pCR


Dan Forsberg presented the contribution.
There is a mistake in that confidentiality protection begins afterwards; this has to be corrected in the pCR. There were no objections and the pCR was agreed.
	S3a070975
	Re-keying for prepared eNode Bs
	Qualcomm Europe
	Contribution


Adrian Escott presented the contribution.

Only section 2 was discussed as the later sections were discussed in conjunction with S3a070960 and S3a071045. 
	S3a070960
	KeNB handling during intra- and inter-eNB handovers
	Nokia, Nokia Siemens Networks
	Contribution


Dan Forsberg presented the contribution.

	S3a071045
	Comments to 0960
	Alcatel-Lucent
	Contribution


Alec Brusilovsky presented the contribution.

It was questioned why there is a reference to backwards security. It was discussed the use of the C-RNTI and its benefits; it was pointed out that the C-RNTI is specified in the TS, but with an Editor's note. I
It was decided that both unified key derivation and addition of input remain still open as there are different views from the various companies. The working assumptions will be reviewed.
It was also decided that the ; it was agreed that the binding of C-RNTI does not improve security as much as previously expected and that perhaps more random bits might be necessary, but the inclusion is under re-evaluation for this reason.

It was proposed to include these issues in the reply LS to the RAN groups and ask whether this simplifies the procedure mentioning that the security benefit has been challenged. This was agreed.

	S3a070977
	EPS Active Re-keying procedures
	Qualcomm Europe
	Contribution


Adrian Escott presented the contribution.

It was objected that refreshing KeNB forcing AKA could add complexity; further comments suggested that the use cases seemed to heavy and complex. It was preferred that a more lightweight solution should be used and was proposed to revise the contribution in that sense in the next meeting.
	S3a070947
	Proposed Reply LS to RAN3 about LTE-active key update
	Huawei
	Contribution


Yang Mei presented the contribution.

	S3a070929
	Key-change-on-the-fly
	Nokia, Nokia Siemens Networks
	Contribution


Marc Blommaert presented the contribution. Section 2 was agreed to be added in the TR.
The first proposal in S3a070947 was agreed with slight modifications.
The second proposal was not agreed and the reply will be based on S3a070929, as it was agreed that there is no difference between the two options.
The third proposal was agreed.

For the remaining questions SA3 will reference the TR in place of an answer.
6.6
Mobility with GSM, UMTS networks

	S3a071040
	Key handling on idle mode mobility from UTRAN to E-UTRAN
	Huawei
	pCR


Dony He presented the contribution.

It was pointed out that in step 6 it would be simpler not to cipher just one entity (TMSI), but the entire TAU Accept Message. 
It was proposed that in the first Editor's note it should be highlighted that the active is a special case and should be studied further.

In the second Editor's note it should be specified how the procedure described in the pCR changes the overall SMC, in that the TAU message can be combined with the SMC. The intention is to include this pCR in the TS.

	S3a070962
	P-TMSI signature generation from NAS keys
	Nokia, Nokia Siemens Networks
	Contribution


Dan Forsberg presented the contribution.

It was agreed to use the pre-allocation method but the use of 16 or 32 bits remain still open.
	S3a070973
	A method of calculating P-TMSI signature like parameter for E-UTRAN to U-TRAN/GERAN mobility
	Qualcomm Europe
	Contribution


Adrian Escott presented the contribution which was discussed in conjunction with the previous paper S3a070962. It was agreed that there is need to further studying into the matter. Noted.
No LS to SA2 will be sent on the matters in S3a070962 and S3a070973.
6.7
Mobility with non-3GPP networks

	S3a071012
	Reply LS on DSMIPv6 security over the S2c reference point (S2-074939 / S3-070845)
	SA WG2
	LS IN


Günther Horn presented the LS.

	S3a070978
	DSMIPv6 security association establishment via IKEv2
	Qualcomm Europe
	Contribution


Adrian Escott presented the contribution.

It was agreed to insert the pCR into the TS with some minor modifications.

	S3a070980
	pseudo CR to TR 33.922 v0.1.0: new subclause on PMIP and access authentication
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon Wireless, Vodafone
	pCR


Günther Horn presented the pCR.

The pCR was agreed.
	S3a070981
	pseudo CR to TS 33.xyz v0.0.0: text on PMIP
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon Wireless, Vodafone
	pCR


Günther Horn presented the pCR.

The pCR was agreed, with the clarification that the affected clause is 7.4.1.2.
	S3a071029
	Use of EAP-AKA for trusted non-3GPP access to the EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon Wireless, Vodafone
	Discussion


Günther Horn presented the contribution.
	S3a071028
	Update of S3a070982: pseudo CR to TS 33.xyz v0.0.0: text on access authentication 
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon Wireless, Vodafone
	pCR


Günther Horn presented the pCR.

There was some discussion on the pCR as the requirement might seem too strong; there was enough support for the pCR and it was agreed.
Concerning the proposal in S3a071029 to send the LS to SA2, this was agreed and the LS will be drafted as S3a071052.

	S3a071052
	LS to SA2 on Use of EAP-AKA for trusted non-3GPP access to the EPS
	Telecom Italia
	LS OUT


Mauro Castagno presented the LS. Agreed to be sent out.
6.8
Network domain security

	S3a070992
	LS Reply on S6a Reference Point Security.
	CT WG4
	LS IN


Vesa Lehtorvita presented the LS. It was agreed to create a forwarding LS to GSMA IREG Packet and CT3, this will be S3a071053.

	S3a071053
	LS to S6a Reference Point Security to CT3 and GSM  IREG Packet
	Ericsson
	LS OUT


Vesa Lehtorvita presented the LS. Agreed to be sent out.

	S3a070925
	IKE version in NDS/IP for EPS
	Ericsson
	Contribution


Karl Norrman presented the contribution.

It was suggested that some further analysis should be conducted (maybe introduced into the TR) before taking a decision on the IKE version to use. It was reminded that this part would be inserted in 33.210.
It was agreed that for S1 and X2 IKEv2 will be used as a working assumption.

	S3a070955
	S1 and X2 reference point security in EPS
	Vodafone
	pCR


Peter Howard presented the contribution.
It was agreed to insert the pCR.
	S3a071044
	New version of Media Security Draft
	Vodafone
	TR


Agreed to be used as the new baseline for pCR's.
6.9
eNodeB security

	S3a071003
	LS on availability of IMSI and IMEI(SV) in eNB
	RAN WG3
	LS IN


A reaction from SA5 will be awaited on this matter. Noted.
6.10
Security for home eNodeB deployments

	S3a070988
	Reply LS on Home NodeB/eNodeB regarding localization/authorization
	SA WG2
	LS IN


Marc Blommaert presented the LS. Noted. 

	S3a070989
	Response LS to SA3 on HomeNodeB authorization / localisation
	RAN WG4
	LS IN


Yang Mei presented the LS. Noted.

	S3a071002
	LS on Home NodeB/eNodeB regarding localisation/authorisation
	SA WG1
	LS IN


Frank Ciotti presented the LS. 

	S3a071000
	LS on Home NodeB OAM Domain Security
	SA WG5
	LS IN


Yang Mei presented the LS. It was agreed to create a brief answer to confirm that SA3 would like to review the SA5 document from the security point of view and expect the same kind of feedback on the SA3 relevant documents. This will be drafted as S3a071054.
	S3a071054
	Reply LS to 1000 to SA5 on Home NodeB OAM Domain Security
	Samsung 
	LS OUT


Rajavelsamy Rajadurai presented the LS. Agreed.
	S3a070948
	skeleton of H(e)NB security TR_HW
	Huawei
	Contribution


Yang Mei presented the Draft TR. It was confirmed that Yang Mei will be the Editor of the TR.
It was agreed that clause 4 should be reworded as there is not yet designed a security architecture. In clause 5 it was suggested that after the threat analysis should derive requirements so to have a clause on this following; also agreed.

LTE/SAE has to be replaced with EPS.

A new version with these comments will be presented in S3a071055.

	S3a071055
	New version of  H(e)NB security TR
	Huawei
	TR


	S3a070983
	Some security threats and requirements with H(e)NBs
	Qualcomm Europe
	Contribution


Adrian Escott presented the contribution. 
	S3a071011
	H(e)NB threat Analysis - Update 949
	Nokia, Nokia Siemens Networks, Vodafone
	Contribution


Marc Blommaert presented the contribution, which was discussed in conjunction with the previous contribution. It was observed that there is some overlap with S3a070983. It was decided that the two contributions should not be inserted in the TR for the moment. Possible concerns on these two papers may be raised until the end of January to decide whether to insert them into the TR and possible modifications.
Telecom Italia noted that 2G SIM should not be used in H(e)NB and that this should not be part of the underlying assumptions for future contributions.

6.11
Other areas

	S3a071041
	Updated WID SAES to include security building block
	Nokia, Nokia Siemens Networks
	Contribution


Marc Blommaert presented the contribution. In (3) the first deliverable should be amended as 33.abc. With this and some more minor modifications the WID was agreed as in S3a071056.

7 
Joint meeting with ETSI TISPAN WG7

The Chairman of TISPAN WG7, Judith Rossebø and the Chairman of SA WG3 Valtteri Niemi, opened the meeting and showed the proposed order of the documents.

7.1
Common IMS issues

	S3a070996
	LS on Common IMS (joint liaison with CT3 ''C3-071112'' and CT4 ''C4-072033'')
	CT WG1
	LS IN


Günther Horn presented the LS.

It was asked what was meant by "re-documentation" of security procedures in SA3. It was replied that probably the LS refers to the inclusion of NASS bundled authentication into the current SA3 work items without the creation of a new one.

It was agreed that SA3 will alert WG7 when the work is incorporated into the 3GPP deliverables and then WG7 will proceed to remove the content from their deliverables. The approval of the CR's will occur in March for SA3, so TISPAN will be able to remove them in their May plenary.
	S3a070998
	Re: LS on Codecs and Common IMS
	3GPP2 TSG-C
	LS IN


Valtteri Niemi presented the LS.

It was asked how emergency calls will be treated, in the sense of whether there will be a special codec needed. It was replied that seamless emergency call functionality is currently under discussion.

7.1.1
TS 33.203 issues

IMS AKA
	S3a070932
	Correction of integrity protection indicator Rel-7
	Nokia, Nokia Siemens Networks
	CR


Günther Horn presented the CR.

There were no objections and the CR was agreed.

	S3a070933
	Correction of integrity protection indicator Rel-8
	Nokia, Nokia Siemens Networks
	CR


Mirror CR, agreed.

SIP Digest
	S3a070934
	Stage 2 text on place for nonce generation
	CableLabs, Nokia, Nokia Siemens Networks
	CR


Günther Horn presented the CR.

There were no objections and the CR was agreed.

	S3a070994
	LS on SIP-Digest password change
	CT WG4
	LS IN


Vesa Lehtovirta presented the LS.

	S3a070935
	SIP Digest password change
	Nokia, Nokia Siemens Networks, Vodafone
	Contribution


Günther Horn presented the contribution, which analyzes the alternatives proposed in the LS in S3a070994.
Alternative (D) was discussed, as the contribution suggests it as the best solution. It was argued that this alternative might have a strong dependency on the UE.
It was proposed that network re-registration could be used in combination to accelerate solution A.

It was questioned why solution C would be less secure than D. It was acknowledged that this has to be corrected in the analysis as the two solutions are equally strong.

A reply LS will be drafted to CT4 on this issue in S3a071036.

	S3a071036
	Reply LS to CT4 of SIP Digest
	SA WG3
	LS OUT


Günther Horn presented the LS, which was agreed.

	S3a070936
	Support for dynamic SIP Digest password change
	Nokia, Nokia Siemens Networks, Vodafone
	CR


Günther Horn presented the CR.
There was an extended discussion on the CR and the other alternatives proposed in 0994 and analyzed in 0935. It was discussed the operational way to have a password change. It was observed that probably there would be a period when the old and the new password would have to co-exist. 
It was decided to continue the discussion offline.
	S3a071037
	Revised CR on Sip Digest
	Nokia, Nokia Siemens Networks, Vodafone
	CR


Günther Horn presented the CR revising S3a070936 after some offline discussion, which was agreed.
TLS
	S3a071033
	Wg7TD07r3 "Clarifications of TLS in 07026"
	TISPAN WG7
	Contribution


Martin Euchner presented the contribution.

There were no objections and the contribution was noted to be taken into account in the common IMS work.

	S3a071034
	Wg7TD08r2 "Clarifications of TLS in 07029"
	TISPAN WG7
	Contribution


Martin Euchner presented the contribution.

There were no objections and the contribution was noted to be taken into account in the common IMS work.
NASS-IMS-bundled authentication

	S3a070937
	Inclusion of NASS-IMS-bundled authentication scheme in Common IMS
	Ericsson, Nokia, Nokia Siemens Networks
	CR


Matti Enqvist presented the CR.

It was pointed out that UPSF should be explained to be the equivalent of HSS in 3G somewhere in this deliverable or globally. There was a comment and the Editor's note was reworded slightly.
With these changes the CR was approved as S3a071038.
	S3a071038
	Inclusion of NASS-IMS-bundled authentication scheme in Common IMS
	Ericsson, Nokia, Nokia Siemens Networks
	CR


Agreed.

Co-existence of authentication schemes:

	S3a071025
	Update of S3a070930: Commented version of CR on "Co-existence of authentication schemes"
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Discussion


Günther Horn presented the contribution, which introduces the CR in S3a071026. Agreed to be used as baseline for future (see discussion below).
	S3a071026
	Update of S3a070931: CR on "Co-existence of authentication schemes"
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	CR


Günther Horn presented the CR. Noted.

	S3a071008
	Coexistence of authentication schemes
	Huawei
	Contribution


Dony He presented the contribution. Noted.
	S3a071027
	Co-existence of authentication schemes: proposed way forward
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Discussion


Günther Horn presented the contribution.

It was pointed out that one of the differences with the Huawei contribution is the terminology. A property of P-CSCFs is called "TISPAN-enabled" in 1025 while the same property is called "PANI-aware" in S3a071008. This however is not seen as a major issue. 
The main issues identified to be solved were:
1. In P.3: Huawei suggests that if the REGISTER request contains an Authorization header but was received over a 3GPP access, then this is an error case and the P-CSCF shall discard it. This issue was taken offline.
2. In P.2.4: The original step 2 in TR 33.803 works under the condition that if a request is received via a 3GPP access a “TISPAN-enabled” P CSCF shall not insert a PANI header, but the condition is changed to “the “TISPAN-enabled” P CSCF may also (instead of "shall not") insert a PANI header over 3GPP access. It was pointed out that this is not considered an issue TR 33.803.
3. TISPAN-enabled/PANI-aware: it was agreed that it should be optional.

4. The S-CSCF lets the HSS decide whether to use Digest or NBA. Huawei proposes that the S-CSCF gives more specific information to the HSS whenever the S-CSCF has enough information to make a decision between Digest and NBA.
It was decided to use S3a071026 as a baseline for a revised CR on these issues (there was support from BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia and Telia-Sonera, while opposition from Huawei). Also, an Editor's note with the major issues identified (here above and also in S3a071027 will be added to S3a071026, noting that if on these 6 differences the Huawei solution is found to have advantages it may be preferred. S3a071027 was noted. 

The above-mentioned revision of S3a071026 will be presented for approval to this meeting with the agreement above in S3a071042.

	S3a071042
	Co-existence of authentication schemes New Baseline
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Contribution


Günther Horn presented the contribution. Agreed.
	S3a071009
	Coexistence of authentication schemes
	Huawei
	Contribution


Presented (implicitly) during the discussion above and noted.

	S3a071010
	Comment to S3a070930
	Huawei
	Contribution


Presented (implicitly) during the discussion above and noted.

	S3a070942
	Trust the information of P-Access-Network-Info Header
	Huawei
	Contribution


Dony He presented the contribution.

It was questioned how legacy P-CSCF would be handled if a new protocol based solution as this would be used (concerning backwards compatibility).
It was proposed to send an LS to CT1 to ask for a protocol based solution to prevent fraud attacks.

Also, a second proposal was to include SA3’s comments on the PVNI-based solution from the security point perspective and ask CT1 to evaluate from other points of view whether this solution is feasible. It was observed that there is already a work item in CT1 on fraud prevention (C1-073137/C4-072031).
It was agreed to draft a LS to CT1 in S3a071043 and state that SA3 acknowledges the possibility to give security requirements to CT1 on this issue as well as to acknowledge the possibility to use the solution proposed by CT1 as a possible solution.
	S3a071043
	LS to CT1 on protocol based solution for fraud prevention
	SA WG3
	LS OUT


Dony He presented the outgoing LS. There was some online rewording and there could not be reached a conclusion about the Actions in the LS. An email discussion will be conducted on this.
Deadline for comments is 11 January 2008, after which the agreed version will be provided by Dony He, taking into account the comments on 15 January. Comments on the approved version can be sent until 18 January.
7.1.2
Security for early IMS

No input.
7.1.3
Security Requirements in Support of Cable Deployments
No input.
7.1.4
Security enhancements for IMS

	S3a070964
	IMS media security: Use cases
	Ericsson
	Contribution


Rolf Blom presented the contribution.

It was discussed in voice mail where the key would be stored. It was agreed to keep the requirement for a key for voice mail.

It was agreed to keep a requirement to support group key management.

It was decided to insert an Editor's note to the second requirement in 3.1 to state that some rewording is needed.

Concerning 2.1 it was pointed out that link layer tunnelling solutions had never been discussed; it was proposed to take out this requirement. It was decided to put an Editor's note in that the comparison between application and link layer tunnelling solution must be made more specific.

It was proposed to eliminate the references to SIP messaging in 2.3 as the scope of media security is limited to the user plane and signalling should be excluded. This was agreed, as well as putting an Editor's note to clarify this.
Concerning 3.2 it was clarified that there are no requirements concerning that part.

It was agreed to insert a note concerning multimedia telephony to clarify that the work item in SA1 on the same subject has no one-to-one mapping.

It was proposed to insert a phrase on the fact that key management solutions should support secure multi-party (or group) communications.
	S3a071024
	State of IETF discussions concerning media plane security
	Nokia, Nokia Siemens Networks
	Discussion


Günther Horn presented the contribution.

The group was encouraged to take into account the recommendations in the document, or even possibly contribute to the work if concerned.

There was some discussion on the term "middlebox" as this does not exist in the 3GPP and TISPAN terminology. Noted.
7.2
Unsolicited communication (WG7) and SMS, MMS spam (SA3)

	S3a070957
	WI07025 - UC in TISPAN - overview
	Rapporteur
	Information


Noted for information.
7.3
Other areas of co-operation

	S3a071001
	LS on new WID “IMS initiated and controlled PSS and MBMS user services
	SA WG4
	LS IN


Vesa Lehtovirta presented the LS. Noted.
	S3a070993
	LS on new WID “IMS initiated and controlled PSS and MBMS user services”
	CT WG1
	LS IN


Vesa Lehtovirta presented the LS.

Revising the SA#38 report it was observed that the WID was not approved due to concerns and sent back to SA4 for revision. SA3 will monitor the proceedings in SA4 on this issue. Noted.
9
Future meeting dates and venues

The planned meetings are as follows:

	Meeting
	Date
	Location
	Host

	SA3#50
	25-29 Feb 2008
	Sanya, China
	China Mobile

	SA3#51
	14-18 Apr 2008
	North America (tba)
	NAF

	SA3#52
	23-27 Jun 2008
	Sophia-Antipolis, France
	EF3

	SA3#53
	13-18 Oct 2008
	North America (tbc)
	NAF


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI#28
	05 - 07 Feb 2008
	Sophia-Antipolis, France
	ETSI

	SA3 LI#29
	22 - 24 Apr 2008
	North America (tba)
	NAF


TSG SA Plenary meeting schedule

	Meeting
	Date
	Location
	Primary Host

	TSGs #39
	10 - 13 Mar 2008
	Puerto Vallarta, MX
	NAF

	TSGs #40 
	2 - 5 Jun 2008
	Prague, Czech Republic
	EF3

	TSGs #41
	15 - 18 Sep 2008
	Japan
	tbd

	TSGs #42
	8 - 11 Dec 2008
	Europe
	EF3


10
Any other business

All TR's and TS's new versions will be provided by Editors by Monday 17 December. Comments to these versions will be provided by 19 December.
12
Close

The Chairman thanked the delegates, the Editors, the Vice-Chairmen and the Secretary for their contributions and support and closed the meeting.
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	122
	-
	Rel-8
	A
	8.1.0
	 
	 
	TEI8

	S3a070934
	Stage 2 text on place for nonce generation
	CableLabs, Nokia, Nokia Siemens Networks
	CR
	 
	Yes
	agreed
	33.203
	123
	-
	Rel-8
	C
	8.1.0
	 
	 
	PktCbl-Sec

	S3a070935
	SIP Digest password change
	Nokia, Nokia Siemens Networks, Vodafone
	Contribution
	 
	Yes
	Taken offline
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070936
	Support for dynamic SIP Digest password change
	Nokia, Nokia Siemens Networks, Vodafone
	CR
	 
	Yes
	Replaced by 1037
	33.203
	124
	-
	Rel-8
	B
	8.1.0
	 
	 
	PktCbl-Sec

	S3a070937
	Inclusion of NASS-IMS-bundled authentication scheme in Common IMS
	Ericsson, Nokia, Nokia Siemens Networks
	CR
	 
	Yes
	Replaced by 1038
	33.203
	125
	-
	Rel-8
	B
	8.1.0
	 
	 
	IMS-Sec

	S3a070938
	Migration path for 256-EPS AKA
	Gemalto
	pCR
	Description of migration path for 256-EPS AKA
	Yes
	Noted, discussion part to be inserted into TR
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070939
	UICC-based EPS key hierarchy
	Gemalto
	pCR
	Description of possibility to derive EPS Key Hierarchy in the UICC
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070940
	Coexistence of authentication schemes
	Huawei
	Contribution
	In last SA3 #49 meeting, the coexistence issue of different authentication schemes in a common-IMS environment was discussed in S3-070680/S3-070681. 
	Yes
	Replaced by 1008
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070941
	CR for Coexistence of authentication schemes
	Huawei
	CR
	 
	Yes
	Replaced by 1009
	33.203
	119
	-
	Rel-8
	B
	8.1.0
	 
	 
	IMS-Sec

	S3a070942
	Trust the information of P-Access-Network-Info Header
	Huawei
	Contribution
	Both SA2/SA3 and CT1/CT4 has raised requirements to certify by IMS entities the P-Access-Network-Info (PANI) header. This header may be inserted by either the UE or the P-CSCF. However, currently the value inserted by the UE in the P-Access-Network-Info header may not be considered as trusted information by the IMS.  This contribution will give some proposes on how to solve this issue.  
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070943
	Security handling on idle mode mobility
	Huawei
	Contribution
	In last SA3#49 meeting, contributions S3-070684(idle mode mobility within EUTRAN) and S3-070685(idle mode mobility from UTRAN to EUTRAN) are discussed. The main concern is whether the UE’s security capabilities should be carried in the TAU request message. The conclusion is “There was some discussion on how to handle a case of handover. It was decided that there is need for more rationale on why this procedure is necessary, and the contribution must re-submitted revised.”  This contribution will make further clarifications on this issue.  
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070944
	Update of section 7.4.11 Key handling on idle mode mobility
	Huawei
	Contribution
	This contribution will propose some updates for TAU procedure in TR 33.821 section 7.4.11.3.
	Yes
	Replaced by 1039
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070945
	Key handling on idle mode mobility from UTRAN to E-UTRAN
	Huawei
	Contribution
	In 3GPP TS 23.401 v1.4.1 section 5.3.3.2, TAU procedure from UTRAN to E-UTRAN is introduced. But there is no such a corresponding security part in TR 33.821.  This contribution will propose to add a new section to reflect this in TR 33.821.  
	Yes
	Replaced by 1040
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070946
	Preventing active IMSI attack in SAE/LTE
	Huawei
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070947
	Proposed Reply LS to RAN3 about LTE-active key update
	Huawei
	Contribution
	 
	Yes
	Agreed to be inserted in the reply LS with modifications
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070948
	skeleton of H(e)NB security TR_HW
	Huawei
	Contribution
	 
	Yes
	Agreed with comments to be incorporated in 1055
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070949
	H(e)NB threat analysis
	Nokia, Nokia Siemens Networks
	Contribution
	The contribution contains a start of the threat analysis for the work on H(e)NB security Study Item
	Yes
	Replaced by 1011
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070950
	Draft Reply to LS C1-073192 on Handling of IMEI(SV) on E-UTRAN
	Nokia, Nokia Siemens Networks
	LS OUT
	Draft LS with proposed answers to CT1 LS.
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070951
	pCR to TS 33.abc: Separation bit checking by the ME
	Nokia, Nokia Siemens Networks
	Contribution
	TS 33.abc section 6.1.2 contains the HSS side of handling the separation bit of the AMF.  The ME requirement is missing in the TS, and maintaining the HSS requirement without the ME requirement does not make any sense. We propose to add the missing ME requirement (see TR 33.821 section 7.4.8.2)
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070952
	Updated WID SAES to include security building block
	Nokia, Nokia Siemens Networks
	Contribution
	Updated WID: 3GPP System Architecture Evolution Specification (SAES)  -- Updated to include SA3 building block for security
	Yes
	Replaced by 1041
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070953
	Authentication Failure Reporting (AFR) functionality for EPS
	Nokia, Nokia Siemens Networks
	Contribution
	TS 33.102 defines functionality for reporting authentication failures back to the Home network.  This contribution analyses the usefullness for EPS.   
	Yes
	agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070954
	Solutions for EPS interworking with a pre-Rel-8 HSS/HLR
	Vodafone, NSN, Nokia
	Contribution
	This contribution evaluates several solutions to allow operators to offer E-UTRAN services to users on a pre-R8 HSS/HLR. The contribution proposes that the evaluation is sent to SA1, SA2 and CT4 for consideration and feedback.
	Yes
	Agreed with addition of 926 in
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070955
	S1 and X2 reference point security in EPS
	Vodafone
	pCR
	This contribution proposes to add a new section on S1/X2 interface security to TR 33.821.
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070956
	Mandatory implementation of UP ciphering in eNB and UE
	Nokia, Nokia Siemens Networks
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070957
	WI07025 - UC in TISPAN - overview
	Rapporteur
	Information
	Dear 3GPP,    in the attached slide-set you will find the latest overview of the work in TISPAN regarding the feasibility study on prevention of unsolicited communication in the NGN (WI07025)    Kind regards      Thilo Ewald
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070958
	On algorithms negotiation and bidding down attack
	Nokia, Nokia Siemens Networks
	Contribution
	There are some stage 2 level open issues regarding the algorithms handling in eUTRAN that should be resolved
	Yes
	agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070959
	COUNTER check procedure for eUTRAN
	Nokia, Nokia Siemens Networks
	Contribution
	In this contribution we propose to COUNTER CHECK for eUTRAN to provide detection of service theft attacks in the user plane for use cases, where user plane ciphering is not in use and thus packet injection or deletion attacks can be performed successfully on cleartext user data
	Yes
	Replaced by 1021
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070960
	KeNB handling during intra- and inter-eNB handovers
	Nokia, Nokia Siemens Networks
	Contribution
	This contribution clarifies the Editor's note in section 7.2.3 in TS 33.abc v0.2.0 about C-RNTI binding with the keys and also proposes a unification scheme to the key derivations handled in different cases for the eNB, which receives the UE’s security context. The attached pCR also proposes to clarify the “fails continuously” issue identified in the RAN2 LS (R2-074549). 
	Yes
	Partially agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070961
	Proposed reply-LS to R2-075219
	Nokia, Nokia Siemens Networks
	LS OUT
	Proposed reply-LS to R2-075219
	Yes
	Replaced by 1023
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070962
	P-TMSI signature generation from NAS keys
	Nokia, Nokia Siemens Networks
	Contribution
	In idle mode mobility from eUTRAN to GERAN/UTRAN the new SGSN requests UE’s security context from the old MME. This security context request from the new SGSN needs to be authenticated and authorized in the old MME
	Yes
	Agreed (preallocation)
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070963
	EPS/eUTRAN Security Architecture Overview
	Nokia, Nokia Siemens Networks
	Contribution
	The security architecture overview section 4 in TS 33.abc is currently empty. We propose to take the corresponding figure 1 and related text from TS 33.102 v7.1.0 and extend it with minimal changes to reflect the eUTRAN/EPS security architecture
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070964
	IMS media security: Use cases
	Ericsson
	Contribution
	 
	Yes
	Agreed with modifications
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070965
	A method to support 256 bits keys
	ZTE Corporation
	Contribution
	In this contribution, we provide a method to support 256 bits keys in LTE/SAE.
	Yes
	replaced by 1019
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070966
	Integrity protection of Attach and Tau messages
	Qualcomm Europe
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070967
	Storing the NAS security context during detach
	Qualcomm Europe
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070968
	pCR for TS 33.abc on Security Mode command
	Nokia, Nokia Siemens Networks
	pCR
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070969
	Draft reply to LS S2-075598 on Service Request
	Nokia, Nokia Siemens Networks
	LS OUT
	 
	Yes
	replaced by 1014
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070970
	pCR to TS 33.abc on integrity protection on the service request message
	Nokia, Nokia Siemens Networks
	pCR
	 
	Yes
	replaced by 1015
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070971
	Draft Reply LS to LS R2-074549 on the Security Status
	Nokia, Nokia Siemens Networks
	LS OUT
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070972
	Draft Reply to LS R2-074587 and S2-075795 on Signalling for Paging
	Nokia, Nokia Siemens Networks
	LS OUT
	 
	Yes
	replaced by 1018
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070973
	A method of calculating P-TMSI signature like parameter for E-UTRAN to U-TRAN/GERAN mobility
	Qualcomm Europe
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070974
	Security procedure needed to satisfy ISR security requirements
	Qualcomm Europe
	pCR
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070975
	Re-keying for prepared eNode Bs
	Qualcomm Europe
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070976
	Recommendations for the Security Algorithms
	Qualcomm Europe
	Contribution
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070977
	EPS Active Re-keying procedures
	Qualcomm Europe
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070978
	DSMIPv6 security association establishment via IKEv2
	Qualcomm Europe
	Contribution
	 
	Yes
	Agreed with modifications
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070979
	Draft Agenda
	WG Chairman
	Meeting Agenda 
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070980
	pseudo CR to TR 33.922 v0.1.0: new subclause on PMIP and access authentication
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon Wireless, Vodafone
	pCR
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070981
	pseudo CR to TS 33.xyz v0.0.0: text on PMIP
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon Wireless, Vodafone
	pCR
	 
	Yes
	agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070982
	pseudo CR to TS 33.xyz v0.0.0: text on access authentication
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon Wireless, Vodafone
	pCR
	 
	Yes
	Replaced by 1028
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070983
	Some security threats and requirements with H(e)NBs
	Qualcomm Europe
	Contribution
	 
	Yes
	Postponed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070984
	LS on EPS Identities
	SA WG2
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070985
	Reply LS on piggy-backed Service Request
	SA WG2
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070986
	Reply LS on DSMIPv6 security over the S2c reference point (S2-074939 / S3-070845)
	SA WG2
	LS IN
	 
	Yes
	Withdrawn
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070987
	Response to LS on signalling for paging
	SA WG2
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070988
	Reply LS on Home NodeB/eNodeB regarding localization/authorization
	SA WG2
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070989
	Response LS to SA3 on HomeNodeB authorization / localisation
	RAN WG4
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070990
	Reply LS on Active mode key change
	RAN WG3
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070991
	LS on algorithm input and output
	RAN WG2
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070992
	LS Reply on S6a Reference Point Security.
	CT WG4
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070993
	LS on new WID “IMS initiated and controlled PSS and MBMS user services”
	CT WG1
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070994
	LS on SIP-Digest password change
	CT WG4
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070995
	LS on Handling of IMEI(SV) on E-UTRAN
	CT WG1
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070996
	LS on Common IMS (joint liaison with CT3 ''C3-071112'' and CT4 ''C4-072033'')
	CT WG1
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070997
	Reply LS on algorithm input and output
	CT WG1
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070998
	Re: LS on Codecs and Common IMS
	3GPP2 TSG-C
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a070999
	Reply LS on SAE Interworking with Pre-REL8 system
	SA WG1
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071000
	LS on Home NodeB OAM Domain Security
	SA WG5
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071001
	LS on new WID “IMS initiated and controlled PSS and MBMS user services
	SA WG4
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071002
	LS on Home NodeB/eNodeB regarding localisation/authorisation
	SA WG1
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071003
	LS on availability of IMSI and IMEI(SV) in eNB
	RAN WG3
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071004
	LS on signalling for paging
	RAN WG2
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071005
	LS on NAS Service Request
	SA W2
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071006
	LS on status of security discussions in RAN2
	RAN WG2
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071007
	Comments to Mandatory implementation of UP ciphering in eNB and UE
	CMCC, ZTE Corporation
	Contribution
	Comments to S3a070956 Mandatory implementation of UP ciphering in eNB and UE
	Yes
	replaced by 1016
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071008
	Coexistence of authentication schemes
	Huawei
	Contribution
	This is the revised version of S3a070940
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071009
	Coexistence of authentication schemes
	Huawei
	CR
	This is the revised version of S3a070940
	Yes
	Noted
	33.203
	119
	1
	Rel-8
	B
	8.1.0
	 
	 
	IMS-Sec

	S3a071010
	Comment to S3a070930
	Huawei
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071011
	H(e)NB threat Analysis - Update 949
	Nokia, Nokia Siemens Networks, Vodafone
	Contribution
	The contribution is an update of 949 and contains a start of the threat analysis for the work on H(e)NB security Study Item
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071012
	Reply LS on DSMIPv6 security over the S2c reference point (S2-074939 / S3-070845)
	SA WG2
	LS IN
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071013
	Report to SA3 from SA#38
	WG Chairman
	Report
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071014
	Update of S3a070969: Draft reply to LS S3a070985 (S2-075598) on Service Request
	Nokia, Nokia Siemens Networks
	LS OUT
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071015
	Update of S3a070970: pCR on integrity protection on the service request message
	Nokia, Nokia Siemens Networks
	pCR
	 
	Yes
	Agreed 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071016
	Update to S3a071007 Comments to S3a070956
	CMCC, ZTE
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071017
	Reply LS to LS R2-074549 on the Security Status
	Ericsson, Nokia, Nokia Siemens Networks
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071018
	Reply to LS R2-074587 and S2-075795 on Signalling for Paging
	Nokia, Nokia Siemens Networks
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071019
	A method to support 256 bits keys
	ZTE Corporation
	Contribution
	In this contribution, we provide a method to support 256 bits keys in LTE/SAE.
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071020
	Reply to LS C1-073192 on Handling of IMEI(SV) on E-UTRAN
	Vodafone
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071021
	COUNTER check procedure for eUTRAN
	Nokia, Nokia Siemens Networks
	Contribution
	In this contribution we propose to COUNTER CHECK for eUTRAN to provide detection of service theft attacks in the user plane for use cases, where user plane ciphering is not in use and thus packet injection or deletion attacks can be performed successfully on cleartext user data
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071022
	New version TR33.821
	Nokia, Nokia Siemens Networks
	TR
	 
	No
	-
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071023
	Reply LS to  R2-075219
	SA WG3
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071024
	State of IETF discussions concerning media plane security
	Nokia, Nokia Siemens Networks
	Discussion
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071025
	Update of S3a070930: Commented version of CR on "Co-existence of authentication schemes"
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Discussion
	Replaces S3a070930
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071026
	Update of S3a070931: CR on "Co-existence of authentication schemes"
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	CR
	Replaces S3a070931
	Yes
	Replaced by 1042
	33.203
	120
	1
	Rel-8
	B
	8.1.0
	 
	 
	IMS-Sec

	S3a071027
	Co-existence of authentication schemes: proposed way forward
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Discussion
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071028
	Update of S3a070982: pseudo CR to TS 33.xyz v0.0.0: text on access authentication 
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon Wireless, Vodafone
	pCR
	replaces S3a070982
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071029
	Use of EAP-AKA for trusted non-3GPP access to the EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon Wireless, Vodafone
	Discussion
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071030
	Reply LS to S1-071887 on pre-R8 interworking
	SA WG3
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071031
	Combination of 926 and 954
	Vodafone, Ericsson, NSN
	Discussion
	 
	Yes
	-
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071032
	Update of 922: System support for 256 bit keys
	Ericsson, Gemalto, Alcatel-Lucent
	Contribution
	 
	No
	-
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071033
	Wg7TD07r3 "Clarifications of TLS in 07026"
	TISPAN WG7
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071034
	Wg7TD08r2 "Clarifications of TLS in 07029"
	TISPAN WG7
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071035
	 LS on outstanding NAS messages to RAN2 RAN3 and SA2
	SA WG2
	LS OUT
	 
	No
	Agreed - 1050 att missing
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071036
	Reply LS to CT4 of SIP Digest
	SA WG3
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071037
	Revised CR on Sip Digest
	Nokia, Nokia Siemens Networks, Vodafone
	CR
	 
	Yes
	Agreed
	33.203
	124
	1
	Rel-8
	B
	8.1.0
	 
	 
	PktCbl-Sec

	S3a071038
	Inclusion of NASS-IMS-bundled authentication scheme in Common IMS
	Ericsson, Nokia, Nokia Siemens Networks
	CR
	 
	Yes
	agreed
	33.203
	125
	1
	Rel-8
	B
	8.1.0
	 
	 
	IMS-Sec

	S3a071039
	Update of section 7.4.11 Key handling on idle mode mobility
	Huawei
	Contribution
	This contribution will propose some updates for TAU procedure in TR 33.821 section 7.4.11.3.
	Yes
	Agreed with modifications
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071040
	Key handling on idle mode mobility from UTRAN to E-UTRAN
	Huawei
	pCR
	In 3GPP TS 23.401 v1.4.1 section 5.3.3.2, TAU procedure from UTRAN to E-UTRAN is introduced. But there is no such a corresponding security part in TR 33.821.  This contribution will propose to add a new section to reflect this in TR 33.821.  
	Yes
	Agreed with modifications
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071041
	Updated WID SAES to include security building block
	Nokia, Nokia Siemens Networks
	Contribution
	Updated WID: 3GPP System Architecture Evolution Specification (SAES)  -- Updated to include SA3 building block for security
	Yes
	Replaced by 1056
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071042
	Update of S3a071026: CR on "Co-existence of authentication schemes"
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	CR
	 
	Yes
	Agreed
	33.203
	120
	2
	Rel-8
	B
	8.1.0
	 
	 
	IMS-Sec

	S3a071043
	LS to CT1 on protocol based solution for fraud prevention
	SA WG3
	LS OUT
	 
	Yes
	To be used as baseline for email discussion
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071044
	New version of Media Security Draft
	Vodafone
	TR
	 
	Yes
	To be used as the new baseline for pCRs 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071045
	Comments to 0960
	Alcatel-Lucent
	Contribution
	 
	Yes
	Noted
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071046
	Reply LS to RAN3 to 990
	SA WG3
	LS OUT
	 
	Yes
	To be used as baseline for email discussion
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071047
	LS to SA2 on Service Request
	SA WG3
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071048
	LS to SAGE on Security Algorithms Recommendations
	SA WG3
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071049
	New version TS33.xyz
	Nokia Siemens Networks
	TS
	 
	No
	-
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071050
	New version TS33.abc
	Nokia Siemens Networks
	TS
	 
	No
	-
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071051
	New version TR33.922
	Nokia
	TR
	 
	No
	-
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071052
	LS to SA2 on Use of EAP-AKA for trusted non-3GPP access to the EPS
	Telecom Italia
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071053
	LS to S6a Reference Point Security to CT3 and GSM  IREG Packet
	Ericsson
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071054
	Reply LS to 1000 to SA5 on Home NodeB OAM Domain Security
	Samsung 
	LS OUT
	 
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071055
	New version of  H(e)NB security TR
	Huawei
	TR
	 
	No
	-
	 
	 
	 
	 
	 
	 
	 
	 
	 

	S3a071056
	Corrected WID SAES to include security building block
	Nokia, Nokia Siemens Networks
	Contribution
	Updated WID: 3GPP System Architecture Evolution Specification (SAES)  -- Updated to include SA3 building block for security
	Yes
	Agreed
	 
	 
	 
	 
	 
	 
	 
	 
	 


Annex C:
List of CRs to specifications under SA WG3 responsibility at the meeting 

C.1
List of all CRs and their handling

	Doc#
	Title
	Source
	Status
	Spec
	CR
	Rev
	Phase
	Cat
	Version-Current
	Workitem

	S3a070931
	Co-existence of authentication schemes
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Telecom Italia
	Replaced by 1026
	33.203
	120
	-
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3a070932
	Correction of integrity protection indicator Rel-7
	Nokia, Nokia Siemens Networks
	agreed
	33.203
	121
	-
	Rel-7
	F
	7.8.0
	TEI7

	S3a070933
	Correction of integrity protection indicator Rel-8
	Nokia, Nokia Siemens Networks
	agreed
	33.203
	122
	-
	Rel-8
	A
	8.1.0
	TEI8

	S3a070934
	Stage 2 text on place for nonce generation
	CableLabs, Nokia, Nokia Siemens Networks
	agreed
	33.203
	123
	-
	Rel-8
	C
	8.1.0
	PktCbl-Sec

	S3a070936
	Support for dynamic SIP Digest password change
	Nokia, Nokia Siemens Networks, Vodafone
	Replaced by 1037
	33.203
	124
	-
	Rel-8
	B
	8.1.0
	PktCbl-Sec

	S3a070937
	Inclusion of NASS-IMS-bundled authentication scheme in Common IMS
	Ericsson, Nokia, Nokia Siemens Networks
	Replaced by 1038
	33.203
	125
	-
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3a070941
	CR for Coexistence of authentication schemes
	Huawei
	Replaced by 1009
	33.203
	119
	-
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3a071009
	Coexistence of authentication schemes
	Huawei
	Noted
	33.203
	119
	1
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3a071026
	Update of S3a070931: CR on "Co-existence of authentication schemes"
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Replaced by 1042
	33.203
	120
	1
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3a071037
	Revised CR on Sip Digest
	Nokia, Nokia Siemens Networks, Vodafone
	Agreed
	33.203
	124
	1
	Rel-8
	B
	8.1.0
	PktCbl-Sec

	S3a071038
	Inclusion of NASS-IMS-bundled authentication scheme in Common IMS
	Ericsson, Nokia, Nokia Siemens Networks
	agreed
	33.203
	125
	1
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3a071042
	Update of S3a071026: CR on "Co-existence of authentication schemes"
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Agreed
	33.203
	120
	2
	Rel-8
	B
	8.1.0
	IMS-Sec


C.2
List of agreed CRs to be presented to TSG SA#39 for approval

	Doc#
	Title
	Source
	Status
	Spec
	CR
	Rev
	Phase
	Cat
	Version-Current
	Workitem

	S3a070932
	Correction of integrity protection indicator Rel-7
	Nokia, Nokia Siemens Networks
	agreed
	33.203
	121
	-
	Rel-7
	F
	7.8.0
	TEI7

	S3a070933
	Correction of integrity protection indicator Rel-8
	Nokia, Nokia Siemens Networks
	agreed
	33.203
	122
	-
	Rel-8
	A
	8.1.0
	TEI8

	S3a070934
	Stage 2 text on place for nonce generation
	CableLabs, Nokia, Nokia Siemens Networks
	agreed
	33.203
	123
	-
	Rel-8
	C
	8.1.0
	PktCbl-Sec

	S3a071037
	Revised CR on Sip Digest
	Nokia, Nokia Siemens Networks, Vodafone
	Agreed
	33.203
	124
	1
	Rel-8
	B
	8.1.0
	PktCbl-Sec

	S3a071038
	Inclusion of NASS-IMS-bundled authentication scheme in Common IMS
	Ericsson, Nokia, Nokia Siemens Networks
	agreed
	33.203
	125
	1
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3a071042
	Update of S3a071026: CR on "Co-existence of authentication schemes"
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Agreed
	33.203
	120
	2
	Rel-8
	B
	8.1.0
	IMS-Sec


Annex D:
List of Liaisons to SA WG3#49
D.1
Liaisons to the meeting

	Doc#
	Title
	Source

	S3a070984
	LS on EPS Identities
	SA WG2

	S3a070985
	Reply LS on piggy-backed Service Request
	SA WG2

	S3a070986
	Reply LS on DSMIPv6 security over the S2c reference point (S2-074939 / S3-070845)
	SA WG2

	S3a070987
	Response to LS on signalling for paging
	SA WG2

	S3a070988
	Reply LS on Home NodeB/eNodeB regarding localization/authorization
	SA WG2

	S3a070989
	Response LS to SA3 on HomeNodeB authorization / localisation
	RAN WG4

	S3a070990
	Reply LS on Active mode key change
	RAN WG3

	S3a070991
	LS on algorithm input and output
	RAN WG2

	S3a070992
	LS Reply on S6a Reference Point Security.
	CT WG4

	S3a070993
	LS on new WID “IMS initiated and controlled PSS and MBMS user services”
	CT WG1

	S3a070994
	LS on SIP-Digest password change
	CT WG4

	S3a070995
	LS on Handling of IMEI(SV) on E-UTRAN
	CT WG1

	S3a070996
	LS on Common IMS (joint liaison with CT3 ''C3-071112'' and CT4 ''C4-072033'')
	CT WG1

	S3a070997
	Reply LS on algorithm input and output
	CT WG1

	S3a070998
	Re: LS on Codecs and Common IMS
	3GPP2 TSG-C

	S3a070999
	Reply LS on SAE Interworking with Pre-REL8 system
	SA WG1

	S3a071000
	LS on Home NodeB OAM Domain Security
	SA WG5

	S3a071001
	LS on new WID “IMS initiated and controlled PSS and MBMS user services
	SA WG4

	S3a071002
	LS on Home NodeB/eNodeB regarding localisation/authorisation
	SA WG1

	S3a071003
	LS on availability of IMSI and IMEI(SV) in eNB
	RAN WG3

	S3a071004
	LS on signalling for paging
	RAN WG2

	S3a071005
	LS on NAS Service Request
	SA W2

	S3a071006
	LS on status of security discussions in RAN2
	RAN WG2

	S3a071012
	Reply LS on DSMIPv6 security over the S2c reference point (S2-074939 / S3-070845)
	SA WG2


D.2
Liaisons from the meeting

	Doc#
	Title
	Source
	Status

	S3a071017
	Reply LS to LS R2-074549 on the Security Status
	Ericsson, Nokia, Nokia Siemens Networks
	Agreed

	S3a071018
	Reply to LS R2-074587 and S2-075795 on Signalling for Paging
	Nokia, Nokia Siemens Networks
	Agreed

	S3a071020
	Reply to LS C1-073192 on Handling of IMEI(SV) on E-UTRAN
	Vodafone
	Agreed

	S3a071023
	Reply LS to  R2-075219
	SA WG3
	Agreed

	S3a071030
	Reply LS to S1-071887 on pre-R8 interworking
	SA WG3
	Agreed

	S3a071035
	 LS on outstanding NAS messages to RAN2 RAN3 and SA2
	SA WG2
	Agreed

	S3a071036
	Reply LS to CT4 of SIP Digest
	SA WG3
	Agreed

	S3a071047
	LS to SA2 on Service Request
	SA WG3
	Agreed

	S3a071048
	LS to SAGE on Security Algorithms Recommendations
	SA WG3
	Agreed

	S3a071052
	LS to SA2 on Use of EAP-AKA for trusted non-3GPP access to the EPS
	Telecom Italia
	Agreed

	S3a071053
	LS to S6a Reference Point Security to CT3 and GSM  IREG Packet
	Ericsson
	Agreed

	S3a071054
	Reply LS to 1000 to SA5 on Home NodeB OAM Domain Security
	Samsung 
	Agreed


Annex E:
List of WIDs, TSs or TRs to go to SA

Corrected WID SAES to include security building block (S3a071056).
Annex F:
List of WIDs to go to SA

None.

Annex H:
Actions from the meeting

· None
3GPP

SA WG3
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