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SA3 has agreed there shall be confidentiality and integrity algorithms based on both AES and Snow3G specified for EPS. All these algorithms shall use a 128 bit key and the integrity algorithm shall provide a 32 bit MAC. The exact modes of these algorithms are still for FFS and the decision on them should be taken by SAGE. The confidentiality algorithms are needed to protect NAS signalling, RRC signalling and UP traffic, while the integrity algorithms are only needed for NAS and RRC signalling. Similarly there is a need for a Key Derivation Function (KDF) for deriving the various keys that are needed in EPS, e.g. KeNB from KASME.  

SA3 discussed the choice of modes and have agreed some recommendations for SAGE to consider while developing the modes, but leave the final decision to SAGE. The general recommendations are as follows:
· Use of standard modes where appropriate
· Use of a common mode for all the different types of traffic 

For Snow3G, SA3 recommend to use the same modes of the algorithm (for confidentiality and integrity) as in UMTS providing that the different input parameters for EPS compared to UMTS can be successfully accommodated. 
For AES, SA3 recommends AES-CTR mode with 128 bit keys for encryption and AES-CMAC algorithm with 128-bit keys (as specified by NIST) for integrity.

For the KDF, SA3 is considering the use of HMAC-SHA-256 along with the construction proposed earlier by SAGE. SA3 would like to know if SAGE is still happy with that construction or whether they consider that another mode or algorithm would be more appropriate. 
Actions:

SA3 kindly asks SAGE to take account the above recommendations into their work on the algorithm and provide feedback as appropriate. 
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