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1 Introduction
This contribution will propose some updates for TAU procedure in TR 33.821 section 7.4.11.3.
2 Proposal
It is proposed that SA3 adopt the changes reflected in TR33.821 section 7.4.11.3. 
===========Begin changes====================================================

7.4.11.3 Proposed procedure

Upon idle mode mobility the old MME shall include the current values of the counters for NAS integrity and NAS encryption, as well as the old NAS keys and KASME in the MME context response message during tracking area updates. The procedure is illustrated in Figure 13: 
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Figure 13: Key handling on idle mode mobility

1. UE sends a Tracking Area Update (TAU) request including UE’s security capabilities (including EPS/eUTRAN and UTRAN/GERAN if supported by UE) to the new MME. UE includes KSIASME and integrity protects the TAU request.
2. New MME sends an MME context request including the TMSI (and optionally the TAU request, not decided yet) to the old MME
3. . If the TAU request was included in the MME context request by the new MME (pending decision according to 23.401), the old MME verifies the TAU request.
4. The old MME sends back an MME context response to the new MME including the TMSI, KASME as well as the current counter values for NAS to the new MME, the identifiers of the currently used NAS algorithms, and UE’s security capabilities and currently selected security algorithms so that target MME knows if algorithms change or not.  
5. If the TAU request was not sent to the old MME for verification, the new MME now verifies the TAU request using the received security context. 
Editor’s Notes: It is FFS whether the UE’s security capabilities in this step is needed for security handling. MME needs to know which algorithms were used to protect the TAU request.
6. Optionally, the new MME initiates a new AKA authentication to get a fresh KASME.
7. The new MME select the NAS algorithms to use (according to its own, and UE’s capabilities), and derives NAS keys (KNASenc, KNASint) from KASME using the identifiers of the NAS algorithms and other key derivation parameters as input parameters for the KDF. 
8. The new MME includes the selected NAS algorithm identifiers and UE’s security capabilities (including EPS/eUTRAN and UTRAN/GERAN if supported by UE), and optionally a ciphered (with the new NAS ciphering key) new TMSI in the TAU accept message and integrity protects the message with the new NAS integrity key.

9. The UE optionally derives new NAS keys (KNASenc, KNASint) from KASME.. UE checks NAS-MAC and that the received UE security capabilities match with the sent ones.

10. Optionally UE sends integrity protected TAU Complete (see TS 23.401 v2.0.0 section 5.3.3.1).


Editor’s note: it needs further study in the case that UEs need to change algorithms due to a handover (i.e. NAS 





Key handling when changing MME).
   Editor’s note: verification of the TAU request in the new MME is only possible if old MME and new MME support the same integrity protection mechanisms. As a consequence, the support of all NAS integrity mechanisms has to be mandatory for all MMEs or the integrity protection of the TAU request has to be checked by the old MME. 
Editor’s note: If a regular NAS SMC is used to select new NAS algorithms during MME change and this resets the NAS sequence numbers to zero and clearing the replay window, a replay attack is possible if the UE changes back to the original MME again (see S3-070553). Two proposed solutions for this are to not reset the NAS sequence numbers with this NAS SMC or to refresh the NAS keys when NAS algorithms are changed.
===========End changes=====================================================
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