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Abstract:
This contribution identifies the need to clarify security requirements allowing usage of TLS in current draft 07026, in particular usage of TLS in the context of IMS.
Discussion:

It is being recognized that is not particularly clear how the current draft 07026 addresses TLS:
· Published TS 187001 “NGN R1 Security Requirements” does not address TLS specifically. This is because at the time TS 187001R1 was developed, TLS between UE and P-CSCF was not yet readily specified by 3GPP in TS 33.203 Rel-7 and has been included only in the Rel-8 version of TS 33.203; and as such TLS for UE to NGN was not an NGN R1 security feature.
· It is true that TS 187001R1 makes references to TS 33.203; however only to ISIM-based authentication methods from TS 33.203. However, the reference is generic and it is not clear if TLS as specified by TS 33.208 in Rel-8 is covered by NGN R2 or not.
· 3GPP SA3 in recognition of requirements to allow TLS-protected access to IMS for non-3GPP access networks (cable, TISPAN NGN), has developed and completed specification of the (optional) TLS feature in TS 33.203 in Rel-8 Annex O “Enhancements to the access security to enable TLS”.
· TLS as specified in TS 33.203 Annex O allows full security protection of SIP REGISTER messages and other SIP non-registration messages. This capability increases the security whereas other IMS/NGN security methods (e.g. SIP HTTP digest) leave SIP REGISTER messages (partially) unprotected/unauthenticated.
· TS 33.203 Annex O explicitly specifies TLS access for IMS over non-3GPP access networks; “TLS access security and the requirements in this Annex shall not apply to access networks defined in 3GPP specifications”. Annex O is optional for use and optional for implementation. Annex O requires server-side X.509 certificates in the P-CSCF and requires SIP HTTP digest over TLS for UE authentication to the IMS.
· Note the conflict in that even though TLS is mandatory supported by SIP proxies according to RFC 3261 it is proposed to be Optional for implementation in the P-CSCF in 3GPP/TISPAN specifications. 

· Ecma has requested support of TLS for security protection of NGCN to NGN communication. This is in recognition that NGCNs out in the field typically are close to plain SIP terminals/proxies/B2BUAs and largely provide TLS capabilities as it is mandatory according to the RFCs but very rarely support IPSec, xSIM-based IMS AKA, or NASS-IMS bundled authentication in reality. It is also being understood that pure SIP HTTP digest is most likely not considered sufficiently secure as a security measure in corporate networks where the network and application traffic has to be protected additionally.

· Ecma has also requested support of TLS for security protection of UE to NGN communication for hosted enterprise services (HES), in recognition of the need to accommodate standard IETF SIP terminals for HES and the need for terminal portability between NGCN and HES environments for enterprises that use both.

· Finally, it is being recognized that security measures specified for NGN (R1, R2) early deployment scenarios (when using NASS-IMS bundled authentication, or SIP HTTP digest) have substantial limitations (no mobility, incomplete security protection). On the other hand, xSIM-based security equipment is not widely available even though it is mandatory in 3GPP/TISPAN specifications, and as such, support of legacy SIP equipment (plain SIP terminals) becomes a need also in NGN R2.
· There are also a number of practical deployments that implement security at the border firewall  within an A-SBC and this is often based on TLS (for TCP based SIP terminal only) or a non 3GPP AKA  version of IPSec e.g.  IPSec with IKEv2 and certificates with an IP address binding check at the SIP layer.
The contributor(s) believe that TLS should be optionally supported for NGN UE to P-CSCF security protection. We believe that TISPAN NGN access to IMS is covered by the notion of “on 3GPP access network”. We also propose to mandatory support TLS for securing the hosted enterprise communication if HES is provided by the NGN and business trunking if that is provided by the NGN.

To adequately support all three cases, we therefore propose to add (solution-independent) security requirements to WI draft 07026 that allow letting the NGN R2 security architecture (WI 07029) reference TLS as an optional security solution towards IMS access in NGN R2 and reference TLS as mandatory security solution for supporting hosted enterprise between enterprise UEs and NGN for HES and between NGCN and NGN for business trunking.

Proposal:

It is proposed to incorporate into WI draft 07026 the following changes as summarized below; a changed marked version is attached to this contribution.
1) Add the abbreviation “NGCN” to clause 3.2.

NGCN
Next Generation Corporate Network
HES
Hosted Enterprise Services
2) Add new security requirement to 4.2 “General Access authentication” and also to the table in clause 5.3 to read:

(R-AA- 6.1):
Access security using IMS-AKA with IPsec (see clauses 4, 5, 6, 7, 8 and Annex I of [8]) shall be supported. However, TLS as specified by Annex O of [8] may be supported in NGN Release 2 for the following deployment scenarios:
1a) The SIP terminal supports IMS AKA with IPSec but the P-CSCF or Access-Session Border Controller only supports TLS or
1b) The P-CSCF or Access-Session Border Controller supports IMS AKA with IPSec but the SIP terminal supports only TLS.
2 There is no requirement to support SIP clients using UDP as the transport protocol.
3 There is no requirement to provide service to inbound roamers at the P-CSCF or to allow the users SIP terminal to attach to a visited network to obtain services from the S-CSCF (i.e., the P-CSCF function is always in the home network).

Note:
This requirement does not address NGCN SIP entities and any support of business trunking; see clause 4.17.4 for business trunking requirements.
{editor’s note: find suitable TISPAN term for “Access-Session Border Controller”}
3) Add 6 new security requirements in 14.17.3 “Hosted enterprise services”:
The following security requirements shall apply only if the NGN supports hosted enterprise services. It is assumed that UE includes the NGN UE, NGCN UE or other NGCN UE such as SIP proxies and SIP B2BUAs.
(R-HES-1):
Access security using IMS-AKA with IPsec (see clauses 4, 5, 6, 7, 8 and Annex I of [8]) shall be supported.
{Editor’s note: any exceptions for HES? If any, please provide actual use cases/deployment scenarios}
4) Add 6 new security requirements in 14.17.4 “Business Trunking”:

The following security requirements shall apply only if the NGN supports business trunking. It is assumed that UE includes the NGN UE, NGCN UE or other NGCN UE such as SIP proxies and SIP B2BUAs.
4.17.4.1
Security requirements for (subscription-based) business trunking application
(R-BT-1):
Access security using IMS-AKA with IPsec (see clauses 4, 5, 6, 7, 8 and Annex I of [8]) shall be supported.
{Editor’s note: any exceptions for BT? If any, please provide actual use cases/deployment scenarios}
4.17.4.2
Security requirements for (peering-based) business trunking application
{editor’s note: WG7 believes that the requirements can be fully met by NDS/IP and its recent extensions to support TLS, TS 33.203 clause 6.5and TS 33.210, TS 33.310.}
5) Add R-AA-6.2 to the table in clause 5.3:

	(R-AA- 6.1):
Access security using IMS-AKA with IPsec (see clauses 4, 5, 6, 7, 8 and Annex I of [8]) shall be supported. However, TLS as specified by Annex O of [8] may be supported in NGN Release 2 for the following deployment scenarios:
1a) The SIP terminal supports IMS AKA with IPSec but the P-CSCF or Access-Session Border Controller only supports TLS or
1b) The P-CSCF or Access-Session Border Controller supports IMS AKA with IPSec but the SIP terminal supports only TLS.
2) There is no requirement to support SIP clients using UDP as the transport protocol.
3) There is no requirement to provide service to inbound roamers at the P-CSCF or to allow the users SIP terminal to attach to a visited network to obtain services from the S-CSCF (i.e., the P-CSCF function is always in the home network).


Conclusions:

We would like to note that this contribution may not cover all possible security requirements in support of TLS but rather focuses just on the UE to P-CSCF interface and in particular, specifically addresses the hosted enterprise services scenario (see WI 02040, WI 02041) and the business trunking scenario (see WI 02040, WI 02042). It is not ruled out that several other scenarios for corporate network to NGN interconnection may also require support of TLS resp. require suitable security requirements which are not specified in this contribution; e.g. for IP connectivity scenario/VPNs, for the Transit scenario and for the roaming scenario; such requirements are currently missing in 07026 but should be addressed as part of NGN R2.
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