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1 State of discussions in the IETF 

The IETF is close to finalizing their media security requirements document. The current version is

draft-ietf-sip-media-security-requirements-01: "Requirements and Analysis of Media Security Management Protocols".
It is planned to be put into state "working group last call" pretty soon after the IETF#70 meeting (2-7 Dec 2007). (The milestone for this according to the SIP working group charter has already been slightly missed.)
The IETF claims that only the DTLS-SRTP solution (see section 2.3 for references) is compliant to these requirements. Consequently, DTLS-SRTP is the IETF's preferred SRTP keying mechanism.
DTLS-SRTP performs the key exchange in the media path. Self signed certificates are used to transport public keys between the peers during the DTLS-SRTP handshake. Fingerprints of these certificates are transported via the signaling path between the peers. If an endpoint can rely on the integrity of the signaling path, it can verify whether a certificate presented in a DTLS-SRTP handshake belongs to the peer indicated in the signaling messages.
As it is a media plane key exchange solution, DTLS-SRTP suffers from problems with session border controllers (SBCs). Such problems have been described in S3-070268 ("Signalling path and media path key management"). They are the reason, why the 3GPP IMS media plane security requirements in TR33.828 V0.4.0 state that the key exchange has to be done in the signaling path.

However, the IETF is aware of the problem of "middleboxes", i.e. intermediate nodes in the media path that may block the media path before the session has been established via SIP signaling. There is now an Internet-Draft describing problems with middleboxes:

draft-sipping-stucker-media-path-middleboxes-00: "Analysis of Middlebox Interactions for Signaling Protocol Communication along the Media Path".

It has been presented on the IETF#70 meeting (2-7 Dec 2007). (See appendix for the presentation slides.) In its current state, this draft gives 3 "preliminary recommendations", aiming in two directions:
· designing and implementing media plane key exchange protocols in a way that takes the presence of middleboxes into account;
· designing/implementing/configuring middleboxes in a way that they do not block all media plane message exchange prior to session establishment.
It has been agreed on the IETF meeting, that work on this draft is to be continued in the IETF's mmusic working group.
It is understood, that the 3GPP IMS media plane security solution must support SBCs in the media path. Taking into account the current decisions and activities within the IETF, it seems worth considering whether problems with SBCs really mandate a signaling path solution. Future SBCs will support media path signaling solutions, if they follow the recommendations the IETF is likely to make as a result of the work described above. Even for SBC-products that are already deployed, there is reason to assume that they feature a considerable degree of flexibility and can be configured in a way that does not preclude signaling path key exchange solutions.
No detailed proposals for modifications to DTLS-SRTP in draft-ietf-sip-dtls-srtp-framework-00, cf. below, have been made at the IETF meeting last week in order to better address the identified problems with SBCs, but a presentation made there, cf. bullets above and Appendix below, mentions this possibility of DTLS-SRTP modification. 
2 Current IETF documents
This section shortly describes the relevant IETF documents. The versions refer to the state of the documents during the IETF#70 meeting (2-7 Dec 2007).
2.1 Media security requirements

The former I-D describing the media security requirements

draft-wing-media-security-requirements-nn

plus the I-D evaluating requirement compliance of different approaches to media security

draft-wing-rtpsec-keying-eval-nn
have now been replaced by

draft-ietf-sip-media-security-requirements-01: "Requirements and Analysis of Media Security Key Ma​nage​​ment Protocols)"

which is a working group item of the SIP working group.
There is still some discussion, mainly about two topics:
(1) The requirement to support sessions that start with RTP and switch to SRTP later: The requirement itself is not in doubt, but it is discussed, whether more detailed requirements should be stated about this.

(2) The requirement to support intermediate nodes in the media path that need to treat the media in "cleartext", e.g. transcoders. Here, the only solution that is currently seen is a key disclosure procedure. For DTLS-SRTP, such a procedure has been described in an I-D (see section 2.3).
The media security requirements document currently explicitly excludes the support of shared key conferencing, which is required by TR33.828 v0.4.0. However, concepts for this are also in discussion in the IETF. For DTLS-SRTP, an approach has been described in an I-D (see section 2.3).

2.2 Middleboxes

The "middlebox" issues are described in

draft-sipping-stucker-media-path-middleboxes-00: "Analysis of Middlebox Interactions for Signaling Protocol Communication along the Media Path".
It has been described in section 1, and the related IETF meeting presentation slides can be found in the Appendix.

2.3 DTLS-SRTP

The DTLS-SRTP solution is described in the following three drafts:

draft-ietf-avt-dtls-srtp-01: "DTLS Extension to Establish Keys for SRTP"
From the abstract: "This document describes a method of using DTLS key management for SRTP by using a new extension that indicates that SRTP is to be used for data protection, and which establishes SRTP keys." 
draft-fischl-mmusic-sdp-dtls-04:" SDP Indicators for DTLS"
This document describes new SDP syntax that allows to indicate that DTLS-SRTP is to be used to secure the media.
draft-ietf-sip-dtls-srtp-framework-00: "Framework for Establishing an SRTP Security Context using DTLS"
From the abstract: "This document specifies how to use the Session Initiation Protocol (SIP) to establish an Secure Real-time Transport Protocol (SRTP) security context using the Datagram Transport Layer Security (DTLS) protocol."

A key disclosure procedure for DTLS-SRTP is currently described in

draft-wing-sipping-srtp-key-02: "Disclosing Secure RTP (SRTP) Session Keys with a SIP Event Package "
In this I-D, it is proposed that user agents send SRTP keys to trusted nodes in the network, in order to support scenarios, where the network has to decrypt the media, e.g. because of the need for transcoding or other necessary modification of the media streams. While this is expected to be done with knowledge and agreement of the end users, one could imagine that an operator mandates such a procedure for all calls. In this case, lawful interception could easily performed.

Support for shared key conferencing with DTLS-SRTP is described in
draft-wing-avt-dtls-srtp-key-transport-00: " Datagram TLS Secure RTP (DTLS-SRTP) Key Transport"
From the abstract:  "This document describes an extension to DTLS-SRTP which transports SRTP keying material from one DTLS-SRTP peer to another, so the same SRTP keying material can be used by multiple DTLS-SRTP peers. This reduces or eliminates the need to key each SRTP session individually."

Appendix: Presentation slides for draft-sipping-stucker-media-path-middleboxes-00 

The slides are available on http://www3.ietf.org/proceedings/07dec/slides/mmusic-9.pdf and also inserted into this document as a PDF-File:
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Middleboxes in the Media Path
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 Functions of the middleboxes (cf. [Middleboxes]):
— gating/pinholing: block all flows that are not allocated by the MIDCOM-
agent

— NAT/media relay: For a bidirectional flow A<->B, allocate a pair of
transport addresses, one representing B towards A, one representing A
towards B, and relay traffic accordingly

* Focus of the presentation is on firewalling.





Example Message Flow from [Framework]
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Middlebox Impact
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Recommendations

* [Middleboxes] goes beyond a problem
description.

* |t aims to make recommendations (to
trigger discussions)
— Details need to be investigated
— Other solution approaches also possible





REC #1

* Ensure that a mechanism exists that
causes both endpoints to send at least
one packet in the forward direction as part
of, or prior to, the handshake process.





REC #2

* Allow a nominal amount of traffic to be
exchanged between endpoints to enable

completion of media path signaling prior to
the session being established.





REC #3

* The failure to complete signaling on the
media path should not automatically cause
the session establishment to fail unless
explicitly specified by one or more
endpoints.





Next Steps

» Waiting for feedback from the group on
how we should proceed






