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Introduction

In SA3 #49 meeting S3-070767 proposed to provide UP encryption upon users request in an EPS network. In SA1 #38 meeting S1-071500 proposed the Evolved Packet System shall support enabling or disabling the user plane ciphering for a user. There were email discussions in both SA1 and SA3 on this topic. 

In S1-071500 the reason of having the network to enable or disable User plane ciphering for a user are: 

1. to lower down the volume of traffic that need to be ciphered 

2. to open the air interface to the government 

It said making user plane ciphering an optional feature but putting it under the operator's control has a lot of benefits, e.g. 

1. lower costs for eNodeB 

2. lower costs for some terminals 

3. Introduce a new service, the users subscribe to this service will get their user plane ciphered. 

4. Turn off the user plane ciphering when applicable, e.g. when the traffic will always be protected by IPSec, or when the ciphering introduce problem to the government "
In this paper we will analysis if there are benefits and what's the cost.

Discussion

Lower the cost of eNB. 

A possible reason why the costs of the eNB could be lowered could be the rationale to leave out specific cryptographic functionality from the realization of the eNB in order to save development costs. If the UP ciphering is optional for implementation there may exist at least two types of eNB. One type with UP ciphering functions included (completely or partly), one type without any ciphering functions. We first note that integrity protection requirements on RRC, as well as S1 network security domain requirements will result in the fact that the eNB shall include already cryptographic functionality (i.e. the hardware to perform the calculations).
[Comments]: We are not requesting to have two types of eNB for all the vendors. If a vendor could not lower down the costs with two or more types of eNB, they can only implement one eNB with a simple logic function to enable or disable the user plane traffic, e.g. with the help of a flag. If a vendor can decouple the ciphering function with the traffic handling with appropriate design, they might be able to provide products without full capacity of ciphering fulfilling some operators’ requirement with lower prices.
We have a lot of functions that are optional and sometimes a vendor choose to provide this function in the basic software package while another vendor choose to provide this function when the operator requires. Do you want to make all of them mandatory so that you only need to implement one type of eNB? Do you want to provide only one type of eNB regardless the capacity needed?
Given that the cost of ciphering solutions on hardware has much decreased over the years, the possible approach of having two types of Base Stations (with and without ciphering capability hardware) from the past may not be valid anymore from a cost perspective, and consequently the difference in hardware for this purpose may not be distinguishing anymore. In this case other cost aspect should be looked at i.e. the need to support two product variants rather than one will drive up the costs. Furthermore operators will need to estimate where to put the different types of eNBs. This may introduce more cost (and more carefull) network planning and will also create personnel costs to upgrade and replace eNBs..
[Comments]: As we know, the bandwidth in LTE/SAE will increase very much which results in higher cost in hardware. For the operator’s part, it is not so difficult and costly as you think otherwise we might need to buy a network with the capacity sufficient for the next ten years.
Lower cost of some terminals.

There isn’t evidence to show that terminals without UP ciphering capabilities will be much cheaper. Similar hardware cost arguments as with eNB are valid i.e. any savings will be marginal as the terminal cost is low. On the contrary the need to support two product variants rather than one will drive up the costs. If a terminal without ciphering capabilities roams to a network in which UP ciphering is mandatory, it can’t work.
[Comments]: Please note that the terminal cost is not low and the number of terminals is huge. For the terminal’s part, I don't think the argument of two product variants is valid. As you may know, M2M services are growing very fast and various types of dedicated terminals are available. 
For the roaming issue, I think that is exactly why we need standardization here other than having the support in China Mobile’s own specification. With the requirement and related solutions, we can avoid the problem. If an operator wants to support roaming terminals without ciphering capabilities, they can use the solution. If an operator does not want to support such roaming, they are free to request ciphering for inbound roamers, which results in some terminals can only roam to the operators who support such roaming. This is happening today also. For example, China Mobile may have IMS services deployed but the terminals could not access to IMS if the roaming agreements or the visited operators prevent that.
Lawful interception.

The authority can have lawful interception in the core network as defined by the 3GPP specifications. Having UP ciphering as optional per user won’t help the government to perform lawful interception via the air interface for those users that have activated user plane ciphering.  Also the suspect of criminal may start End-2-End ciphering, so the police can't intercept his traffic over the air interface anyhow.
[Comments]: The last sentence should not appear here which seems to propose removing any Lawful Interception support in 3GPP standardizations. If the government needs to have air interface lawful interception, most of the subscribers will have UP ciphering disabled by default. The benefits for air interface lawful interception have been identified by some government which include, e.g., avoiding looking into all the traffics within a big country, focusing on some sensitive locations like the airport and station, finding the location of the subscriber being intercepted, performing the interception without the help of the operators, etc. Support of air interface lawful interception will continuously be required and a network without disabling the UP ciphering will not be allowed to be deployed. Standardization may not need to enable something but should not disable something required by the government.
Risks introduced by not activating user plane ciphering in EPS
The risk of not activating user plane ciphering in the EPS is that the threats will be bigger for an operator (and user) than it was in GSM/UMTS. Without ciphering of the user plane, a man in the middle between UE and eNB could insert and receive packets at the user's expense without the user noticing. The MITM could send the packets to a destination of his choice. This is a difference to circuit switching (e.g. GSM) where a MITM has little benefit from hijacking a CS connection as the B-party is fixed.
In M2M scenarios, an electronic bulleting board also would benefit from activated UP ciphering. Otherwise the attacker could insert his info into the traffic to the electronic bulleting board, if the info is negative, e.g., antihuman, it will harm the operator.
[Comments]: After checking with my RAN delegates, it seems not possible to insert packets on behalf of the user without establishment of RAN resource which is protected by the RRC integrity protection as well as the signaling plane ciphering. All the MITM can do is to interfere the communication by adding packets which can work regardless whether the UP traffic is ciphered or not. I think we should also notice that sometimes traffic can be protected end-to-end in the application level which resolves the issue of MITM not only in the air interface but also in other core network interfaces. Please note MITM in the core network interfaces is much easier than MITM in the air interface and ciphering between eNB and UE has a lot security threats itself.
Conclusion

Based on the analysis above we propose that UP ciphering implementation in eNB and UE shall remain mandatory as had been agreed already by SA3.
[Comments]: Based on the decision of the last SA3 meeting, email discussion of this solution has been started. We appreciate on-line discussion in this meeting but the final decision should be done only if the email discussion is sufficient, probably in the next meeting, which is a formal meeting.
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