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1 Introduction 

A skeleton for TS 33.xyz is contained in S3-070480, which was agreed at SA3#47. TS 33.xyz has not been progressed since as the work on TS 33.abc (SAE security architecture) was considered more urgent. But it is time now to also start work on TS 33.xyz so as to ensure TS 33.xyz can be completed for Release 8 in a timely manner. 
This pseudo CR proposes to include text in clause 9.3 of TS 33.xyz “Network based Mobility”. 
It is proposed here to capture the agreements on two requirements and on security mechanisms for Proxy Mobile IP reached at meeting SA3#49. 
TR 33.922, clause 7.4.3 “Overview of PMIP usage in 3GPP” has not been included here as it only references material from TS 23.402. Appropriate references to TS 23.402 may be added at a later stage. 

The requirement from the conclusions in TR 33.922, clause 7.4.3, “use PMIPv6 as defined by IETF [draft-ietf-netlmm-proxymip6-06.txt] for S5 and S2b”was not copied here as it is was unclear from this statement in how far the referenced Internet draft was to be followed. Please note in this context that this Internet draft mandates the use of IKEv2, but clause 7.4.2 mentions that the choice between IKEv1 and IKEv2 needs further study. Instead of simply copying the conclusions in TR 33.922, clause 7.4.3, a formulation was sought, which is believed to capture the intention of the conclusions in the context of the discussion on the trust model. 
Furthermore, a third requirement on the need for strong access authentication to be used in conjunction with PMIP, which is introduced in a companion contribution to SA3#49bis, is added here so as to avoid the need for a pseudo CR on top of a pseudo CR. In case this companion contribution is not approved this third requirement could be easily removed from this pseudo CR. 
Last, the interface S8b between Serving Gateway and PDN Gateway in the roaming case was added. It is assumed that the same considerations on trust between MAG and LMA and on the use of IPsec security associations as for the interface S5 between Serving Gateway and PDN Gateway in the non-roaming case apply. 
2 Pseudo CR to TS 33.xyz 
***************************************BEGIN FIRST CHANGE*****************************************************

9.3 Network based Mobility
Editor’s Note:cf. TR 33.922, section 7.4

9.3.1
Proxy Mobile IP 

9.3.1.1
Introduction

Clause 9.3.1 defines the security requirements and mechanisms for Proxy Mobile IP (PMIP) when used in EPS. In particular, it addresses how PMIP messages need to be protected within the Evolved Packet Core and how PMIP protection needs to be handled if the PMIP messages originate from a trusted non-3GPP network node. 
9.3.1.2
PMIP security requirements
Trust model:

· For the reference points S2b, S5 and S8b (MAG in ePDG or Serving GW), the MAG shall be trusted by the LMA to register only those Mobile Nodes that are attached. 

· For the reference point S2a (MAG in trusted non-3GPP access network), the MAG may be trusted by the LMA to register only those Mobile Nodes that are attached. 
Requirements on mechanisms for securing PMIP messages on the reference points S2a, S2b, S5 and S8b:

· If a MAG is trusted by an LMA then only one security association per direction between the MAG and the LMA is required for all PMIP messages relating to any user. 

Editor’s Note: it is ffs whether security between MAG and LMA may also be provided by a chain of security associations in a hop-by-hop fashion. 
· If a MAG is not trusted by an LMA then additional security measures are needed. 
Editor’s Note: these additional security measures are ffs. 

Strong access authentication:

· PMIP shall be used only in conjunction with AKA-based access authentication. 
9.3.1.3
PMIP security mechanisms
If cryptographic protection is required according to the criteria of TS 33.210 then IPsec ESP shall be applied to secure PMIP messages on the reference points S2a, S2b, S5 and S8b.
Editor’s Note: it is ffs whether cryptographic protection is required in all cases, or whether the criteria of TS 33.210 shall apply. 
Editor’s Note: the choice between IKEv1 (as defined by NDS/IP) or IKEv2 (as proposed by [PMIP] for PMIPv6) message protection between the MAG and the LMA needs further study. 
Editor’s Note: the choice between transport mode and tunnel mode is ffs.
***************************************END FIRST CHANGE********************************************************

3 Conclusion
It is proposed that SA3 agrees to include this pseudo CR in TS 33.xyz.





























































































































































































































































































































































