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Abstract of the contribution:

This contribution proposes some recommended modes for the various security algorithms that need to be created for EPS. 
1 Introduction

The objective of this paper is to make some recommendations on cryptographic algorithm that should be used in EPS.  If SA3 agree with the recommendations, it is proposed that the recommendations are passed onto SAGE for their consideration.   

2 Discussion
It has been agreed that there will be confidentiality and integrity algorithms based on both AES and Snow3G will be specified for EPS. The exact modes of these algorithms are still for FFS and the decision on them will involve SAGE. Similarly there is a need to develop a Key Derivation Function (KDF) for deriving the various keys that are needed in EPS, e.g. KeNB from KASME.  
It is proposed that where possible standards modes of use of the algorithms should be use in EPS. This will not only simplify the time for needed for SAGE to provide the specifications but will also reduce the effort needed by manufacturers to develop the algorithms. Also the standard modes have been received a wider review by cryptographers and hence there is more confidence in their security. Using a standard mode should also enable an easier transition to higher key lengths, if this is considered necessary at a later date, e.g. going from a 128 bit key to 256 bit keys. Finally it is sensible to specify the same modes to protect UP, RRC and NAS traffic (as appropriate). 
As Snow3G is a 3GPP specific algorithm, the best choice seems to be to use the same modes of the algorithm (for confidentiality and integrity) as in UMTS given the different input parameters for EPS compared to UMTS can be successfully accommodated. Once SA3 are clear on the likely inputs, this should be communicated to SAGE. 

For AES encryption, we propose that AES -CTR mode with 128 bit keys is used. Counter mode has been in use in 802 WLANs for several years now and is also the recommended method for SRTP encapsulation
For AES integrity protection, we propose the use of AES-CMAC algorithm with 128-bit keys.  The CMAC algorithm has been specified by NIST and has received a wide review.

For the KDF, we propose the use of HMAC-SHA-256. This was used in GBA based on a proposal from SAGE. Before making any final conclusions on the exact format for this, perhaps SAGE should be asked to confirm they are still happy with this construction.
3 Conclusion
It is proposed that SA3 accept these recommendations and forward them to SAGE where appropriate. 



















































