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Abstract of the contribution: This contribution proposes a change to the re-keying at eNode B handover to provide additional security in the case of prepared eNode Bs. 
1 Introduction

At the last meeting, it was noted that the re-keying at eNode B handover procedures did not consider the case of prepared eNode Bs. This contribution proposes a security mechanism to cover that issue. 
2 Discussion 
The current method for providing a key to the Target eNode B in an eNode handover is the following. The Source eNode B derives KeNB* from its KeNB and passes KeNB* to the Target eNode B.  The Target eNode B derives its own KeNB from the KeNB* using C-RNTI. The Target eNode sends the C-RNTI to the mobile (via the Source eNode B), so the mobile can drive the same KeNB. The current keying method requires 4 key derivations of which two, the derivation of KeNB* in the source eNode B and mobile, can be pre-calculated. 

The current proposal did not take into account the security issues of having eNode Bs prepared in case of radio link failure. RAN2 have included a feature that allows the current eNode B to prepare several surrounding eNode Bs. This preparation includes provided the surrounding eNode Bs with a key to use if the mobile contacts them after it has experienced radio link failure with the current eNode B.

For the handover and prepared cases, SA3 could either use a common method of deriving the new KeNBs or have a method for each case. The common method would seem the simplest if a suitable method could be found. 

Using the current handover method for the prepared case would mean that KeNB* is given out to several different eNode Bs. This is unacceptable as if any one of these eNode Bs was compromised it would allow an attacker to get access to the user’s data etc. 
It is proposed that the keying is modified by getting the Source eNode B to generates an “input” and calculate a KeNB* from this and its KeNB. The Source eNode then passes KeNB* and the “input” onto the Target eNode B. The Target eNB passed the “input” to the UE so that it can also calculate the same KeNB.
It seems unlikely that more than 256 eNode Bs would be prepared, so “input” could be a 8 bit value (perhaps it should be checked with RAN2), although “input” could be made longer based on the discussion in the next section. Adding an “input” means that there are still 4 key derivations needed, but only 3 could be done in advance. 
3 Protecting against compromised eNode B
It has been discussed at earlier SA3 meetings that some protection against a compromised eNode B can be added by including random-like parameters in to the derivation of KeNB. The idea being that suppose an attacker has the KeNB from a compromised eNB, then he will only be able to derive the current KeNB if they either know or can brute force the intervening parameters used to calculate the key. This method can never be perfect as the intervening parameters will either be sent to the UE in the clear in case of a radio link failure or protected by an intervening KeNB in the case of handover. If an attacker gets hold of these messages, then they can calculate the current KeNB. 

Even if the attacker does not get hold of the message which carries the parameters, then it would be possible to try and brute force a particular KeNB based on getting some signalling or user traffic (e.g. using the MAC of integrity protected RRC messages or redundancy in the user data). 

The derivation in the Target based on C-RNTI alone does not realistically achieve much towards this goal on its own. As C-RNTI is only 16 bits then it would take 4 derivations to put the work factor beyond the attacker’s brute force capability with any certainty (e.g. more than 248 operations). Even the addition of a small “input” at the Source eNode B does not help much, as this may be non-randomly generated to avoid collisions. 

SA3 agreed at SA3#48 (S3-070511) to include some additional randomness, but none was ever added to TR 33.821. SA3 should decide whether it wants this additional protection and if so consult RAN2 on what would be an acceptable length for any additional parameters in the handover command. If SA3 decides it does not want this additional protection, then the key derivation using C-RNTI in the Target eNB could be removed as it adds no significant security. With only “input” and no derivation based on C-RNTI, then there would only be two key derivations of which one could be done in advance.
4 Conclusion
This contribution proposes to add an “input” to the key derivation in the source eNode B in order to provide distinct keys for all the prepared eNode Bs. It proposes that SA3 decide if it would like additional protection against compromised eNode and subsequent courses of action. 



















































