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Abstract of the contribution:

This contribution describes the EPS procedures needed to satisfy the security requirements noted by SA3 in their response to SA2 on ISR security procedures. 
1 Introduction

One outstanding issue with in the SA3 work on EPS is an agreement on the various times that it is necessary to be able to perform re-keying. It is essential to agree these in order to progress the work on the various procedures in order to find a harmonised way of performing re-keying in EPS. In this contribution, the impact ISR is considered and the resulting security procedures are noted. 
2 Discussion
In their response LS (S3-070876) to SA2 on security questions relating to ISR, SA3 expressed a preference for not using the mapped security context (see response to Q3). In other words at handover from U-TRAN/GERAN to E-UTRAN when using ISR, SA3 prefer for the KeNB that is passed to Target eNB to be derived from the KASME already stored at the MME rather than from keying material that is passed to the MME from the SGSN. 
To achieve this means that SA3 need to design their security procedures to allow a KeNB to be derived from KASME to be sent to the Target eNB. Hence it is proposed that if SA2 accept SA3 idea of not using the mapped context, then the SA3 should enable the derivation of a KeNB from KASME at MME in the case of a change to MME during handover. 

In the LS, SA3 further acknowledge that SA2 may encounter complexities that mean it is not agreeable to SA2 to use the mapped context. In this case, SA3 propose that a key-change-on-the-fly procedure without AKA run immediately after handover. Hence it is proposed that if SA2 insist on using the mapped context to derive KeNB, then SA3 need to design the re-keying procedures to enable a key-change-on-the-fly procedure without an AKA run immediately after handover. 
It should be noted that at a high level, both of these procedures are very similar, i.e. given an established NAS security context at an MME and a mobile in Active allow the MME to send a new KeNB derived from KASME to the eNB. 

3 Conclusion
This contribution has considered effect of adding ISR security requirements into EPS. In order to support ISR functionality, SA3 should design the relevant re-keying procedure depending on the SA2 decision. 



















































