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1 Introduction

During SA3#49 SA3 discussed and agreed upon the need for integrity protection of the service request message with an integrity tag of at least 16 bit length (see S3-070838). This contribution suggests reflecting the agreement in TS 33.abc. Whether a protection of the service request with a 16bit integrity tag is sufficient or a 32bit integrity tag is needed still depends on the answer of SA2 to the questions asked in LS S3-070838.
2 Proposed changes to 33.abc

We propose the following changes to Section 8 of 33.abc:
************************ Begin changes ****************************************************************************
8
Security mechanisms for non-access stratum signalling
Editor’s Note: it is ffs whether section 8 should rather be a subsection of section 7.

8.1
NAS integrity mechanisms

Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.5

8.1.1 NAS integrity activation

NAS integrity is activated with the help of the NAS SMC procedure immediately after authentication. NAS integrity stays activated until the NAS security context is deleted. The NAS security context may only be deleted if UE is in EMM-DEREGISTERED. While the NAS security context exists, all NAS messages are integrity protected. In particular the NAS service request is always integrity protected and the NAS attach request message is integrity protected if the UE security is not deleted while UE is in EMM-DEREGISTERED. 
Editor’s Note: It is TBD if the NAS integrity tag for the NAS service request is 16 or 32 bit long.

8.2
NAS confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6

************************ End changes ****************************************************************************
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