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1 Introduction

This contribution proposes text on the NAS and AS security mode command procedures for inclusion in TS 33.abc. This text tries to reflect the agreed upon part of the NAS and AS procedures. We do not touch on the open discussion on whether the NAS and or AS security mode messages should be combined with other NAS or RRC messages or whether they should be sent on their own alone. We consider this discussion out of scope of SA3.  

2 Proposed changes to TS 33.abc

We propose to add the following changes to TS 33.abc. 

********************** Begin Changes **********************************************************************************
7.2.4
Security mode command procedure and algorithm negotiation
Editor’s Note: cf. TR 33.821, sections 7.3, 7.4.5 and 7.4.13

Requirements for algorithm selection
a) An active UE and a serving network shall agree upon algorithms for

· RRC encryption, RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the capabilities of the ME,

· the capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms
NOTE: It is ffs whether the above bullet is needed.

NOTE: Capabilities refer to the supported encryption and integrity algorithms.

c) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated ("bidding down protection of networks choice").

d) The capabilities the ME sent to the network shall be repeated in an integrity protected message to the ME such that "bidding down attacks" against the ME’s capabilities can be detected by the ME.
e) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.
a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

NAS security mode command procedure:
The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. The NAS security mode command message contains: the security capabilities of UE (including the security capabilities with respect to RRC and UP ciphering as well as RRC integrity), the selected NAS algorithms, and the KSI for K_ASME. This message is integrity protected with NAS integrity. The NAS security mode complete message is integrity protected and ciphered with the selected NAS algorithms indicated in the NAS security command message. 
Editor’s Note: it is ffs if the security mode command also includes a list of allowed RRC and UP algorithms from which the eNB may choose and which can be checked UE. Further parameter are also still TBD 
AS security mode command procedure:

The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. The AS security mode command message contains: the selected AS algorithms and the KSI for K_ASME. This message is integrity protected with RRC integrity. The AS security mode complete message is integrity protected and ciphered with the selected RRC algorithms indicated in the AS security mode command message. 
********************** End Changes **********************************************************************************
3 Conclusion

We would like to ask SA3 to consider the changes suggested in Section 2 of this contribution and include them in TS 33.abc in case they can be agreed. 
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