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Abstract of the contribution:

This contribution considers the security issues surrounding storing the NAS security context during detach
1 Introduction

SA3 has discussed the storage of NAS security context during Detach. In particular, there are security concerns with storing parameters like KNAS-int in the ME when the UE is powered down. In this contribution, we make the observation that storing sufficient information in the UE to re-calculate the NAS security context presents no significant security risks over storing the sufficient information to re-calculate KASME.
2 Discussion
During Detach, there are several different levels of security information that could be stored by the UE. The different levels of stored data affect the procedure that will have to be run at an Attach. 

Firstly the UE may store no security information. This means that it will be necessary to run both an AKA procedure and a NAS security mode command procedure as part of the Attach procedure. 

Secondly, the UE may store KASME or enough information to re-calculate KASME (e.g. CK and IK). This means that it will be necessary to run a NAS security mode command as part of the Attach procedure. 

Finally, the UE may store the NAS security context or enough information to re-calculate the NAS security context. This means that no security procedures need to be run during the Attach procedure. 

Of course this does not meant that AKA or the NAS security mode command can’t be run if they are not necessary, e.g. AKA is run due to operator policy or NAS security mode procedure is run due to different algorithms supported at the new MME. 

When storing the NAS security context, the only security sensitive in terms of an attacker knowing the value of the parameters are the KNAS-int and the KNAS-enc. Rather than storing these it would be possible to store the parameters that were used to derive these from KASME. These parameters are likely to be Nonces and/or counters and hence carry no risk in terms of their actual value. Similarly the other parameters (e.g. encryption algorithms, uplink NAS counter) in the NAS security context can be stored without a similar risk. 
The risk in storing these additional parameters is that of using these parameters more than once to re-construct the NAS security context, in particular if the material to calculate KASME was stored separate to them. It is possible to mitigate this issue by including a Nonce in the Attach Request, which the MME includes in the Attach Response. This ensures that old parameters are not used in conjunctions with a securely stored KASME. 

This means in terms of storing parameter in the UE during Detach, it is possible to secure enough information to re-calculate the NAS security context without introducing additional significant security risks over storing enough information to re-calculate KASME.

3 Conclusion
This contribution makes an observation about the security of storing the NAS security context through Detach against the security of storing KASME. If SA3 agrees with the observation, it is proposed that it is included in TR 33.821 by using the text (or some suitable modification of the text) in the above section. 





















































