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Abstract of the contribution:

This contribution considers the issue of integrity protection on the Attach and TAU messages and in particular when there is no successful integrity protection on the first message.

1 Introduction

There are several cases when the initial message, Attach Request and Tracking Area Update can not be sent with protection. Similarly there may be cases when the integrity protection fails. In this contribution, we propose what the subsequent behaviour of the UE and MME should be. 
2 Discussion
There are cases when the initial message can not be integrity protected, e.g. Attach Request sent by a UE that does not contain a complete NAS security context or TAU Request from UE that has just come from U-TRAN/GERAN. In these cases, it is necessary to authenticate that the genuine UE has sent the Attach Request or TAU Request. Without this authentication of these messages it is possible for an attacker to cause a MME flooding attack similar to the one described in S3-070838, i.e. cause the network to establish RRC connection and UE bearers, for which SA3 decided that at least a16-bit NAS MAC was needed. 

To provide this authentication, the MME should initiate a NAS level security mode command and wait for an integrity protected response before sending the Attach Accept or TAU Accept message. In addition, the security mode command and protected response should contain enough information to integrity protect the initial messages or at least the relevant parts of initial message. There are several ways that this could be done, e.g. including the initial message in the NAS security mode command to the UE for confirmation by the UE or getting the UE to repeat initial message in the integrity protected response to the MME. 

The simplest solution is to get the UE to repeat the initial message as part of the integrity (and confidentiality depending on choice of algorithms) protected response to the NAS level security mode command. It should also be noted that the proposal also works in the case that the MME wishes to change the NAS level security context. Hence it is proposed that SA3 agree the following behaviours for the UE and MME;
1. If an MME receives an Attach Request or TAU Request that either is not integrity protected, the integrity protection fails or the MME requires a change of NAS security context, then the MME shall send a NAS level security mode command and receive a repeat of the initial message integrity protected with the new NAS security context before sending the appropriate Accept message.

2. If the UE receives a NAS level security mode command in response to a Attach Request or TAU Request, i.e. before receiving the appropriate Accept message, it shall send the initial message again in response to the security mode command message. 
3 Conclusion
The issue of integrity protecting the initial messages has been analysed and some UE and MME behaviour has been proposed. SA3 is asked to agree with the proposed behaviour and document it in the appropriate place in TS 33.XXX.



















































