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Introduction

In last meeting in Munich, it was agreed that 256 bits keys is optional.

In this contribution, we provide a method to support 256 bits keys.
A method to support 256 bits keys 
1) HSS/AUC and UICC save the key length capability for the UICC, HSS can get this information by IMSI of the UICC. 
2) When AKA is running, HSS/AUC retrieves the key length capability supported by the UICC by IMSI, if the UICC supports 256 bits keys, then HSS generates 256 bits RANDs and derives 256 bits Kasme, if the UICC doesn’t support 256 bits keys, then HSS generates 128 bits RAND and derives 128 bits Kasme. HSS set a special bit of AMF to 0/1 to mark RAND and Kasme are both 128/256 bits in the authentication vector.
3) When UE sends a message to MME , if the message includes the algorithm capability of the UE, the message will also include the key length capability of the UE. When eNB sends a message to MME , if the message includes the algorithm capability of the eNB, the message will also include the key length capability of the eNB.
4) If MME discovered that the special bit of AMF is 0，MME decides that the length of Knas and Kenb are all 128 bits；
5) If MME discovered that the special bit of AMF is 1, then the following principle will be used.
If the security capability of MME and UE both support 256 bits length key，then MME decide that the length of Knas are all 256 bits，otherwise MME will truncate Kasme to 128 bits and then derive Knas, MME send the result to UE in the message including the result of NAS algorithm；If the security capability of eNB and UE both support 256 bits length key，then MME decide that the length of Kenb is 256 bits，otherwise MME will truncate Kasme to 128 bits and then derive Kenb；MME send the result to ENB in the same message including the result of AS algorithm, ENB transfer it to UE in the same message including the result of AS algorithm.
6) If UICC discovered that the special bit of AMF is 0，UE decides that the length of Knas and Kenb are all 128 bits；
7) If UE discovered that the special bit of AMF is 1, then the following principle will be used.
If the negotiated result of NAS key length is 256 bits，then UE informs UICC that the length of Knas are all 256 bits，otherwise UE informs UICC that the length of Knas are all 128 bits, UICC will truncate Kasme to 128 bits and then derive Knas；If the negotiated result of AS key length is 256 bits，then UE informs UICC that the length of Kenb is 256 bits，otherwise UE informs UICC that the length of Kenb is 128 bits, UICC will truncate Kasme to 128 bits and then derive Kenb. 
.
Proposal
In this contribution, we provide a method to support 256 bits keys , we kindly propose use it as the candidate method and add them to 33.821.
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