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1 Introduction

This contribution describes important use cases for media protection. It is mainly discussing key management aspects for true end-to-end media protection. 
A new application area in end-to-end security becomes especially important is in public safety and national security communications, command and control systems. These systems will benefit from using all types of multimedia telecommunications, group communications services, instant messaging, chat, etc. Similar requirements can be found in the enterprise communication market.

2 Use cases
The four use-cases / services described below constitute the basis for the evaluation of the requirements in TR 33.828.

2.1 Multimedia telephony
One use case of particular interest is when a call ends up in a voice mailbox in the network. In this case it would be beneficial if the voice payload could be stored by the voice mailbox in the same encrypted format as it sent in, i.e. without any decryption of the ciphering protecting it. When the end user later listens to the voice mail it should be sent without having to perform any re-encryption. This type of deferred delivery of the payload requires a key management system which doesn’t depend on the identity of transmission end-points but should depend on the identities of the sender and intended receivers. Deferred delivery also requires “application” layer protection and excludes straightforward “link-layer” tunnelling solutions. 

Another use case is in group communication, e.g. conference calls with true end-to-end security. In this type of service it is necessary that all users have access to the same key, the group key. If support of large groups is out of scope, as it would be for normal size conference calls, group key management could be based on naïve schemes. If true end-to-end security isn’t required, the conference bridge may re-encrypt the media and other solutions will be available. Still group key management could yield simple and efficient solutions also for this case.

The conclusions are that for true end-to-end security the key management system should support group keys and deferred media delivery. The key management system should be general enough to support application layer media protection as well as link layer tunnelling solutions. Media can be RTP-media and/or different types of text, video, and picture streams/files/formats.
2.2 Push-to-talk (PoC)

Push-to-talk systems are in principle store and forward systems with message replication for all intended receivers taking place in the PoC server. PoC systems also often support instant messaging. Furthermore, it should be noted that PoC systems may offer automatic functions for recording of all messages a user cannot receive “on-line”. Thus, for true end-to-end security PoC systems exhibit the same requirements on key management and media protection as the voice and video calls described above, i.e. a group key management system capable of handling deferred delivery of media. PoC system doesn’t only handle voice but also handles other media types.

2.3 Instant Messaging

Instant messaging systems have many similarities with PoC systems, the main difference is that they focus on non-speech media even though they may also carry voice messages. 

For peer-to-peer instant messaging, there might be a direct link between the peers but in most cases, due to charging and delivery of different types of system services, the messages are forwarded via a one or more intermediary nodes. For multiuser instant messaging, messages are routed to a instant messaging server where they are replicated and sent to all intended receivers. The messages might be carried in the signalling path in e.g. SIP MESSAGEs  or they can be transferred e.g. on MSRP links.

Also IM systems provide services storing messages for recipients that can not receive messages in real-time. Thus the requirements here are the same as those for the above use cases.

2.4 Chat

Chat differs to a certain extent compared to the use cases described above. Here chat messages usually end up in the chat server where they handled in plaintext. It is difficult to imagine how an efficient chat service based on true end-to-end security could be developed. Thus here the security requirements are mainly to protect the communication between the user and the chat server.

3 Discussion
3.1 End-to-end 
For true end-to-end protection of media in the above use cases the key management system should support deferred delivery of media, be based on user identity and not on communication endpoint, and support group key management. Therefore, the following new requirements are proposed:
· A key management solution shall support deferred delivery of media.
· A key management solution shall be based on user identity and not on communication endpoint.
· A key management solution shall support group key management.
The key management system should also be such that the keys it provides can be used for protection of different media types, e.g. RTP, MSRP, application layer messages, etc.
· A key management solution shall support the possibility to protect application layer messages (an example of this use case is SIP MESSAGE.)

3.2 Access 
The above use cases were discussed in the context of end-to-end security. However, under other circumstances the main requirement may be for media protection over the access network. Such access protection should be automatic and probably network controlled. Credentials/SA’s used for user authentication and signaling protection could be re-used also for media protection. In principle, requirement 30 in TR 33.828 already cover this case. Here we mainly argue that a simpler key management solution probably will fulfill all security requirements for access protection while a more feature rich solution probably will be needed for true end-to-end or end-to- network node protection.
In this context it should be noted that with access networks offering no signaling protection there are no secure means to distribute keys from the network. Thus, the credentials have to be derived from a secure authentication and key agreement procedure.

4 Conclusions and proposal
There are two different types of media protection needs. The first is access protection and for this application key management should be automatic and existing credentials/SA’s reused. The second type is for end-to-end media protection both with and without plaintext access in the network. Here we have identified requirements for group key management and a key management solution supporting deferred delivery.
It is proposed that use cases in chapter 2 are included in TR 33.828 in an appropriate clause, e.g. a new first level clause could be created for use cases. 

It is also proposed that the requirements identified in chapter 3 are included in TR 33.828.
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